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1.Product description

1. Product description

Myra Al Workspace is a secured Al working environment. It combines the security and the control of an Al gateway
with the tools of an Al platform for daily work, so that every person in a company can work with Al without
confidential information leaving the company.

Below the interface, the product is a multi-tenant reverse proxy on the global Myra
Security CDN. It sits between the customer's applications and the programming
interfaces of the Al providers, enforces the policies there, manages the credentials, and
records every request. Policy enforcement — authentication, rate limiting, cache, and
content inspection — runs in the same process as the request. No additional network
hop occurs, and the latency stays consistently low even under high load.

The product is used through two access paths that pass through the same processing
and are subject to the same policies:

B web interface for people who work with Al every day

B OpenAl-compatible programming interface for software that calls Al models

21 Al providers are connected behind one common interface, so that changing a
provider or adding a second one requires no change to the customer's code.

A gateway is the named installation of a tenant. It sets which providers and models are
available, which rules apply to the content, which budget is available, and what Myra Al
Workspace logs. This keeps the use of the Al traceable, limitable, and bound to the
requirements of the organization.

As a security-as-a-service solution, Myra Al Workspace requires no installation on the
customer side when it is operated as a managed service. Myra Security sets up the
instance and maintains it. The service runs on the certified EU infrastructure of Myra
Security and addresses the following risks:

B Uncontrolled outflow of personal information to providers outside the EU:
Personal, financial, or otherwise regulated information is detected and masked inside
the EU, or converted into reversible placeholders, before a request leaves the certified
infrastructure.

B Promptinjection and jailbreak attempts: A two-tier guardrail chain detects
instruction overrides, role takeovers, and injected system messages, and evaluates
requests and responses semantically across 14 categories.

B Uncontrolled spending on Al: Hard cost limits apply per access token, per tenant,
and per gateway, and are enforced before a call goes out.
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B Disclosure of the providers' credentials: The provider keys are stored in a vault
encrypted with AES-256 and are never disclosed to the calling application.

B Missing evidence: Every request produces a structured log entry with identity,
routing, token count, cost, latency per phase, and the verdict of every guardrail,
sealed in the audit log by a chain of checksums.

B Providerlock-in and provider outages: Fallback chains, weighted load
distribution, and a circuit breaker keep the traffic running when a provider fails or
slows down.

B Dataleaving the EU through an unnoticed detour: On a gateway with EU routing
enforced, the endpoint actually observed is evaluated after the response, and an
endpoint outside the EU is rejected before a single byte reaches the caller.
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1.1 Functions

The following functions are available:

Unified provider interface: Connects 21 Al providers — among them OpenAl,
Anthropic, Google Gemini, Vertex Al, AWS Bedrock, Azure OpenAl, Mistral, Cohere,
Cloudfiare Workers Al, HuggingFace, and Myra — behind one OpenAl-compatible
endpoint. Every model name goes to /compat/chat/completions , and the gateway
derives the provider from the model name itself.

Multi-tenancy: Divides the platform into tenants and gateways. Every gateway is a
self-contained policy scope with its own provider keys, its own authentication tokens,
its own rate limits, and its own routing rules, separated at the storage layer and
addressed through the URL path /v1/{tenant}/{gateway}/...

Two-tier guardrails: Enforces eleven types of detectors in two tiers. Tier 1 runs in-
process below one millisecond and comprises jailbreak detection with 18 prepared
attack phrases, keyword matching, and named pattern sets of regular expressions for
card numbers, credentials, and information under HIPAA and GDPR. Tier 2 runs as a
separate service in the certified Myra infrastructure and comprises NLP PIl detection
across more than 50 types of personal information, prompt guard across 14 semantic
categories, and reversible PIl protection.

Pll protection: Converts personal information into reversible placeholders before
the request leaves the EU, and restores the original values in the response. The model
therefore processes no real information and still answers coherently. A tenant
blocklist and a personal list per account extend the detection.

EU data residency: Rejects every path that would leave the EU before the request
reaches a provider, evaluates the endpoint actually observed after the response, and
records a residency zone ( eu, non_eu, unknown ) per request segment as evidence
for data localization reporting.

Budgets: Enforces hard cost limits per access token, per tenant, and per gateway,
with automatic reset daily at midnight UTC, monthly, or never. An exhausted budget
is answered with status 429 and a message that names the exhausted level.

Rate limiting: Enforces a sliding-window limit per gateway and per token before a
call goes out, and returns the headers X-RateLimit-Limit, X-RateLimit-Remaining,
and Retry-After.
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Routing and failover: Evaluates an ordered rule chain that rewrites provider and
model, splits traffic by weights, and appends fallback chains. A failed request is
retried on a further provider, and the circuit breaker automatically removes a
persistently disturbed provider from the routing.

Key vault (BYOK): Stores the API keys of the providers encrypted with AES-256 and
decrypts them only for the associated gateway at request time. The calling
application authenticates with its own token and never sees a provider key.

Response cache: Answers a verbatim repetition from the cache and marks it with
the header X-AIG-Cache: HIT.This lowers cost and latency.

Chat and daily work: Provides a persistent multi-turn conversation with model
selection, attachments, read-aloud and dictation through a voice operated in the EU,
reusable commands, a prompt library for the whole installation, web search with
sources, and a ghost mode that stores nothing and logs nothing.

Projects and knowledge: Groups conversations under shared instructions, a
knowledge base, and a fixed model. Knowledge files, scanned PDF files, and images
are evaluated by text recognition, and connected sources such as SharePoint and
Confluence are synchronized including their permissions.

Agents and automation: Provides reusable assistants made of system prompt,
model, tools, and bound knowledge, multi-step workflows in the graphical editor,
scheduled tasks with delivery into the chat, and access to an agent from Mattermost,
Slack, or Microsoft Teams.

Code interpreter and generation: Runs Python on an attached file in an isolated
environment and returns charts and files, generates and edits images on a model
operated in the EU, and creates artifacts that can be exported as an Office or
OpenDocument file.

Governance and audit: Maps regulatory obligations onto the settings through
governance templates, lets a second administration approve a change to the prompt
library or to an agent, seals every entry of the audit log with a chain of checksums,
enforces retention and deletion periods per tenant, project, and account, and marks
every response as Al-generated, as the EU Artificial Intelligence Act requires.

Observability: Records a structured request log with identity, routing, status, cache
state, token count, cost, latency per phase, and the verdict of every guardrail, and
shows usage and spending by tenant, gateway, provider, model, agent, and account,
together with a live monitor and a view of the providers' health. Counters and latency
distributions are available at /metrics .

SIEM integration: Sends one structured event per request to Splunk, Elasticsearch,
Vector, or syslog.
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B Access management: Signs in without a password through a six-digit one-time
code by e-mail or through single sign-on with OIDC and SAML 2.0, takes over
accounts and groups through SCIM, restricts access to defined address ranges
through an IP allowlist, and assigns rights through the roles admin, tenant admin,

ki manager, member, finance, viewer ,and demouser.

B Self-registration and billing: Provides the Starter and Pro plans with a monthly or
yearly billing period, a monthly message quota, invoices in the application, and
cancellation through a public page without signing in.
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1.2 Limitations

The following limitations apply:

B Tier 2 guardrails default to fail open: If the guardrail service of the certified Myra
infrastructure is unreachable, the request passes as if the guardrail had not
triggered. The setting must be switched off for every tier 2 check as soon as the
processing is subject to regulatory requirements.

B The IP allowlist accepts IPv4 ranges only: IPv6 addresses cannot be entered, and
the ip allowlist field is maintained exclusively through the administration
interface — it does not appear in the web interface.

B Aprovider's own web search never counts as EU-clean: A model that runs the
search on its own server is blocked before the call only on a gateway with EU routing
enforced. On a gateway without an enforced floor, the search axis of such a request is
always non_eu .

B Theresidency zone stays unknown for opaque paths: OpenRouter, a cross-region
Bedrock profile without evidence for the EU-27, a per-gateway base URL to an
endpoint that cannot be identified, and an Azure path without a region are reported
as not EU-clean.

B Theresponse cache covers non-streamed responses only: A response is stored
only with status 200, only if it is not transferred as a stream, and only if cache ttl is
greaterthan 0.

B The viewer role cannot make inference requests: The Chat and Playground
views stay reachable but refuse the creation of tokens and the sending of messages.

B The context-window estimate is approximate: The gateway calculates with
about 3.5 characters per token and a fixed amount per attachment, so that a request
with many attachments can exceed the context window even when its visible text is
short.

B The value of a token is shown once: The plain text appears only in the response to
the creation and cannot be restored. A lost token must be deleted and created again.

B Self-registrationis a property of the respective installation: If it is switched off,
the registration pages are unavailable, and no reference to the registration appears
on the sign-in page.
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1.3 Target groups

Myra Al Workspace addresses organizations that use language models under regulated
conditions. On the customer side, it is used by departments that use Al in daily work,
development teams that connect applications to the programming interface,
administrations that set up tenants, gateways, budgets, and policies, and the security,
data protection, and compliance areas that keep the evidence of the processing. On the
Myra Security side, sales and onboarding set up the instance, and support maintains it.
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1.4 Functions of your role

The following options are available:

Function Limitation

Hold conversations with the Al and create
projects, agents, workflows, scheduled
tasks, and MCP connectors

Manage the prompt library, the
governance rules, and the approvals of the
tenant

Manage the gateways, their models,
routing rules, budgets, and API tokens

Manage the user accounts, groups, and
roles of the tenant

Set up the sign-in through SSO, SAML, and
SCIM

Analyse the cost of the tenant and
manage the billing

Manage the settings of its own tenant

You do not assign the Administrator,
Tenant Administrator, and Demo
User roles.

The cost of other tenants and the
model prices stay reserved for the
Administrator role.

The creation and the permanent
deletion of tenants stay reserved for
the Administrator role.

The Al Manager role manages the governance rules, the prompts of the
organization, the agents, and the groups and analyses the cost. It does not
manage the user accounts, roles, gateways, request logs, and billing. The
Finance role analyses the cost per user, manages the billing settings of the
tenant, and creates projects. It creates no own agents, workflows,
scheduled tasks, and MCP connectors.

Myra Al Workspace - Tenant Manual - V2.5
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1.5 Permissions

U MYRA

The catalogue of Myra Al Workspace holds 38 permissions. The Tenant Administrator

role has 25 of them.

The following options are available:

Module Permission

Roles Manage roles within the
tenant

Agents Create and manage own
agents

Agents Review, approve, and
moderate agents

Agents Curate the tenant agent
catalog

Workflow Create and run own

s workflows

Workflow View all workflow runs in

s the tenant

Workflow Enable or disable

s workflows for the
workspace

Schedul Create and manage own

edtasks  scheduled tasks

Projects Create projects

Model View model prices

catalogu

e

Connect Create and manage own

ors MCP connectors

Myra Al Workspace - Tenant Manual - V2.5

Description

Creates your own roles of the tenant and
changes their permissions.

Creates and manages your own agents.

Reviews, approves, and moderates
agents.

Curates the agent catalogue of the
tenant.

Creates and starts your own workflows.

Shows all workflow runs of the tenant.

Switches the workflows for the
workspace on or off.

Creates and manages your own
scheduled tasks.

Creates projects.

Shows the model prices.

Creates and manages your own MCP
connectors.
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Module Permission

Connect Manage tenant

ors connector-sync and chat-
bridge

Groups Manage groups and
memberships

Governa Manage governance rules,

nce prompts, and approvals

Analytic ~ View analytics

s dashboards

Analytic  View cost breakdowns

s

Analytic View per-user cost

s

Analytic  Viewrequestlogs and

s traces

Users Manage tenant users

SSO Manage SSO, SAML, and
SCIM

Workspa  Manage tenant settings

ce

Gateway Manage gateways and

s routing

Gateway Manage gateway API

s tokens

Approval Approve agent egress

s requests

Billing Manage billing settings

Myra Al Workspace - Tenant Manual - V2.5
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Description

Manages the connector synchronization
and the chat integrations of the tenant.
Manages groups and their memberships.
Manages the governance rules, the
prompts, and the approvals.

Shows the analyses.

Shows the cost breakdown.

Shows the cost per user.

Shows the request logs and the related
traces.

Manages the users of the tenant.

Manages SSO, SAML, and SCIM.

Manages the settings of the tenant.
Manages the gateways and their routing.
Manages the API tokens of the gateways.
Approves the outbound requests of

agents.

Manages the billing settings.
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©) The Tenant Administrator role does not have the permissions of the
Platform module or the Manage system (Myra-curated) roles, Manage
users across all tenants, View cross-tenant cost, Create tenants, and
Purge tenants permissions.

® The Al Manager role has 10 permissions of the catalogue, the Finance role
3.
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2. Getting started

2.1 Getting access

U MYRA

Myra Al Workspace does not use a password. You request a six-digit one-time code and

receive it by email.
The following requirements are met:

Your user account exists in Myra Al Workspace.

You have access to the mailbox of the registered email address.

Proceed as follows to sign in to Myra Al Workspace:

U MYRA

Sign in to Myra Al
Workspace

Continue with Email code

Figure 1: Sign-in

» Click on the Continue with Email code button.

L The prompt for the email address appears.

Myra Al Workspace - Tenant Manual - V2.5
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Sign in to Myra Al
Workspace

Email address

admin@example.com

|:\ Stay logged in for 30 days on this device

« Back

Figure 2: Sign-in with the email address

» Enterthe email address of your user account.

» If necessary, select Stay logged in for 30 days on this device.

» Click on the Send code button.

L The prompt for the one-time code appears.
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Sign in to Myra Al
Workspace

6-digit code

We sent a code to alex.muster@example.com

123456

Didn't get the code? Resend

No email? Check your spam folder.

« Back

Figure 3: Sign-in with the one-time code

» Enterthe code from the email.
» Click on the Signin button.

> Myra Al Workspace starts with the navigation bar of your role.
The sign-in asks for two entries:

B The Email address text field takes the address of your user account.
B The 6-digit code text field takes the one-time code that you received.

The Stay logged in for 30 days on this device checkbox keeps the session open on
that device for 30 days.

If your tenant has an identity provider, the Continue with SS0 button also
appears. The or sign in with a one-time code hint stands below it. Sign-in
through OIDC or SAML 2.0 only signs in existing user accounts. It does not
create a new user account.
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If a one-time code has expired, the sign-in shows the That code is
incorrect or has expired. Please request a new one. message. In that
case, click on the Didn't get the code? Resend link. The link becomes
available again 30 seconds after the send. Until then it shows the remaining

time.

After the first sign-in, Myra Al Workspace shows two dialogs that each appear only

once:

B note about MYRA Al

B walkthrough of the interface

Which of the two appears first depends on the view that your role opens after the sign-
in. The Member and Viewer roles land in the chat and see the walkthrough there first.
The other roles land in the dashboard and acknowledge the note there first.
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2.1.1 Acknowledging the note about MYRA Al

The A note about MYRA Al dialog explains that a language model generates the
responses, how you report a response, and where your entries go. It appears when you
first open a view outside the chat and cannot be bypassed. The Esc key and a click next
to the dialog do not close it, and the dialog has no close button.

Proceed as follows to acknowledge the note:

A note about MYRA Al

MYRA Al uses large language models to generate
responses. Output can be inaccurate, incomplete,
biased, or otherwise inappropriate. Treat it as a starting
point, not a final answer — especially for medical, legal,
financial, or safety-critical decisions.

If a response is offensive, unsafe, or wrong in a way you'd
like us to know about, you can flag it from inside the
conversation: open the action menu on the assistant
message and choose Report.

Your prompts and any files you upload are sent to the
model provider configured for your gateway. See the
privacy policy for details.

Figure 4: A note about MYRA Al dialog

» Read the note.
» Click on the Got it button.

- The dialog closes and does not appear again on this device.

The dialog states three points:

Paragra Statement

ph

Generat  MYRA Al uses large language models. Output can be inaccurate,
ed incomplete, biased, or otherwise inappropriate. Treat it as a starting
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Paragra Statement

ph

respons  point, not a final answer — especially for medical, legal, financial, or
es safety-critical decisions.

Report You report an offensive, unsafe, or wrong response directly in the
of a conversation with the Report action on the assistant message.
respons

e

Processi  Your entries and all uploaded files go to the model provider that is

ng of configured for your gateway. The privacy policy link opens the policy in a
your new tab.
entries

Myra Al Workspace stores the acknowledgement in the browser of the
device you use, not in the user account. After the deletion of the browser
data, and in a different browser or on a different device, the note appears
again. It does not appear in the chat.
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2.1.2 Walkthrough of the interface

A walkthrough leads through the most important views. It appears once per user
account, for example in the chat or in the dashboard. While the note about MYRA Al is
open, the walkthrough waits.

Welcome — a quick look around

You're in the chat, your home base: type like you'd
message a colleague to ask, draft, or brainstorm — and
everything stays private to your account. Here's what
else you can do:

Tryit =

@) Step1of 5

= -

Figure 5: Walkthrough, first step

» Read the text of the step.
» Click on the Next button until the last step appears.
» Click on the Get started button.

- The walkthrough closes and does not appear again.

The walkthrough contains the following controls:

Element Description

Tryit - Opens the view of the step and ends the walkthrough. The link is missing
when you are already in that view.

Dots
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Element Description

Show the number of steps. The filled dot is the current step. A clickon a
dot goes directly to that step.

Step X States the current step and the number of steps.

of Y

Skip Ends the walkthrough immediately.

Back Goes to the previous step. The button is missing in the first step.
Next Goes to the next step.

Get Ends the walkthrough. In the last step the button replaces the Next

started button.

Which steps the walkthrough shows depends on your role:

Ste

o]

1 Welcome - a quick Chat all roles with a walkthrough
look around

2 Organize with Projects all roles with a walkthrough
Projects

3 Prompt Library Prompts Administrator and Tenant

Administrator

4 You're in control of My PIl all roles with a walkthrough
your data configuration
5 Bring your team Users Administrator and Tenant

Administrator

The Administrator and Tenant Administrator roles therefore go through five steps,
the other roles through three.
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2.1.2Walkthrough of the interface

Myra Al Workspace stores the completed walkthrough in the user account.
The Skip and Get started buttons and the Try it — link complete it in the
same way. There is no way to start it again. The Demo User role only
reaches the chat and receives neither the note nor the walkthrough.
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2.1.3 Signing out

The menu under your name at the bottom of the navigation bar contains the Log out
entry.

Proceed as follows to log out of Myra Al Workspace:

» Onthe start page, click on your name at the bottom of the navigation bar.

L The user menu opens.

{c} Settings

2 User Management

2 Account

(> Log out

Figure 6: User menu

» Click on the Log out entry.

- Myra Al Workspace ends the session and shows the sign-in.

The user menu of the Finance role contains the Settings, Account, and
Log out entries. The User Management entry does not appear for it.

Myra Al Workspace - Tenant Manual - V2.5 39



U MYRA

2.2Role concept

2.2 Role concept

Myra Al Workspace has seven system roles. Each user account has exactly one of them.
The role decides which entries the navigation bar shows and which requests the server
accepts.

The permissions of a role come from a catalog of 38 permissions. Each permission
belongs to a module and to a class. The class decides which roles get the permission.
The navigation bar hides entries. Each view and each interface examines the
permission again on the server.

The following information and options are available in a table:

Permissi Description

ons
Administrator 38 Manages the platform and all tenants.
Tenant 25 Manages one tenant completely.

Administrator

Al Manager 10 Controls the agents, the governance, and the
groups of a tenant.

Member 5 Works with the Al every day and creates own
objects.

Finance 3 Examines the costs and manages the billing
settings.

Viewer 0 Examines the workspace without working in it.

Demo User 0 Runs a limited demonstration without a user
account.
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2.2.1 Assigning roles

The user who manages the users assigns a role. Which roles are available depends on
the role of that user.

The following information is available:

Ownrole Assigns the roles

Administrator All seven roles.

Tenant Administrator Al Manager, Member, Finance, and Viewer.
Al Manager None.

Member None.

Finance None.

Viewer None.

Demo User None.
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2.2.2 Custom roles

The Administrator and Tenant Administrator roles also compose custom roles. To do
this, they select individual permissions from the catalog in the Roles & permissions
view. Then they assign the completed role to users in the workspace.

The permissions of the platform are not available for selection. They stay reserved for
the Administrator role.
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2.3 Initial setup

Your tenant already exists. The operator of Myra Al Workspace created it. What is still
missing is the access to a model. Only when a gateway of your tenant carries at least
one enabled model does Myra Al Workspace accept a request. The following sections
take you through the initial setup in the sequence in which the steps build on each
other.

The following requirements are met:

Your user account has the Manage gateways and routing permission.

Your user account has the Manage tenant users permission if you create user
accounts.

An API key of the applicable provider is available, or you use a platform key from
Myra.

The following steps are necessary:

Step Result

1. Create a gateway The gateway has an endpoint URL.
2. Enable a model The gateway forwards requests to the provider.

3. Set a budget and a rate The spend and the load are capped.
limit

4. Set up the guardrails The gateway examines the content of the requests
and the responses.

5. Examine the roles The permissions agree with the structure of your
organization.

6. Create the user accounts The users get their access.

7. Create the groups The access to agents, projects, and connectors is
grouped.

8. Issue a token Applications outside the interface reach the
gateway.

The setup is demonstrably complete.
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Step Result

9. Send a test request and

examine it

For the Al Manager and Finance roles, no setup task is necessary before
the first use. The Al Manager role sets up the Preferences group, its
tokens, and its MCP connectors if it wants. For the Finance role, the
optional settings are limited to the Preferences group.
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2.3.1 Step 1: Create a gateway

U MYRA

The gateway is the endpoint to which the applications send their requests. It sets which
models are available, which budget applies, and which examinations the content goes
through.

Proceed as follows to create a gateway:

Gateways

Tenant: muster-gmbh

Select Tenant

NAME AUTH
produktion required
redaktion required
labor open

probe-kg

BUDGET

€460.00

€110.40

CACHE

300s

3,600s

Search gateways by name...

RATE LIMIT

60/60s

30/60s

DETECTORS

3

)

Filter tenants by name...

CREATED

5/14/2026

6/2/2026

7/19/2026

Figure 7: Gateways view

>

>
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In the Settings area, open the Gateways group.

> On the start page, click on your name at the bottom of the navigation bar.

>

In the user menu, click on Settings.

Click on the New Gateway button.

45



2.31Step 1: Create a gateway

New Gateway

Name *

prod |

Lowercase letters, numbers, and hyphens only.

Gateway Budget (USD) Cache TTL (s)
unlimited ‘ ’ 300 |
Applies to this gateway only. The 0 = disabled

tenant's overall spend is capped
separately by its own budget.

Retry Count Timeout (ms)

‘ 2 ‘ 120000 |

Default 2 — a failed upstream callis ~ How long to wait for the upstream

retried up to twice. Set O to disable  before failing. The default suits

retries. most models; raise it only for very
long generations.

Require auth token

Guardrails (0) Regex /Pattern Keyword Jailbreak
Presidio (NLP) Prompt Guard
Prompt Injection Pl Protector

Custom PII Blacklist

No guardrails configured. Add one above to start scanning requests or

responses.
Cancel Create Gateway

Figure 8: New Gateway dialog

U MYRA

» Inthe Name field, enter an identifier made of lowercase letters, numbers, and
hyphens, for example prod.

» Setthe Require auth token check box so that only applications with a token reach

the gateway.

» Click on the Create Gateway button.

- The Gateways view shows the new gateway.

The Creating a gateway section describes which data the dialog expects and how the

data takes effect.
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2.3.2 Step 2: Enable a model

The following requirements are met:
Step 1is complete, see Create a gateway.

Without an enabled model, the gateway refuses every request. Together with the model,
you store the key with which Myra Al Workspace calls the provider.

Proceed as follows to enable a model:

Gueways
Gateway: prodik
BBBBBB [Resetspond |
"""" o At
60s required
ware mir L0G PAVLOADS weshook TRacinG
60/60 s yes all on
events
wes search MacEGen | prompTCACHING compaction
on off on on
compact ern
32k tok
end
, ™
Provider Keys ‘Add Model
ProviDER Auss AooED
s atorial Anhrepic 52006 o
openai. Analysis Openal 6/2/2026 o
Auth Tokens Generate
nnnnnnnnnnnnnn
Lase WASH(FRST16)  RATELMIT  SPENDCAP  EXPIRES createD
Editorial system a1b2c3d4e5160718.  60/60s €50.00 12/31/2026, 11:59:00 PM 4/2/2026 [N
Analysis 91Be7d6c5bda3021, 10/60s. - never 6/11/2026 [N

Figure 9: Detail view of a gateway

» Openthe gateway from step 1 with the Open — row action.

> On the start page, click on your name at the bottom of the navigation bar.
> Inthe user menu, click on Settings.
> Open the Gateways group.

» Inthe Provider Keys section, click on the Add Model button.
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Add Model

| Use My Own Key | Use Platform Key

Enable a provider's models on this gateway.

Provider Alias
anthropic default
APl Key *

Paste API key...

Stored encrypted. Replaces existing key for this provider/alias.

Cancel Store Key

Figure 10: Add Model dialog

» If you have your own contract with the provider, select the method Use My Own
Key, otherwise the method Use Platform Key.

» Select the Provider, enter the API Key for your own key, and click on the Enable

button at the model you want.

- Myra Al Workspace shows Key stored and encrypted successfully.

Do the step again for each further model. The Enabling a model on a gateway section

describes which data the dialog expects.

After this step, Myra Al Workspace accepts requests. Steps 3 to 8 are not
mandatory for the operation, but a production system needs them.

Myra Al Workspace - Tenant Manual - V2.5
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2.3.3 Step 3: Set a budget and a rate limit

The following requirements are met:
Step 2 is complete, see Enable a model.

The budget caps the spend, the rate limit caps the load. Both prevent a single defect in
an application from using up the cost or the quotas of the provider.

Proceed as follows to set a budget and a rate limit:

Edit Gateway: produktion

BUDGET & LIMITS

Gateway Budget (USD) Budget Period

‘ 250 ‘ ‘ Month v ‘
Cache TTL (s) Retry Count

| 300 | |2 |
Timeout (ms) Rate Limit (req)

’ 120000 ‘ ’ 600 ‘

Rate Window (s)

[e2 |

Require auth token
Log request/response payloads

PROVIDER BASE URLS

CIRCUIT BREAKER

Cancel Save Changes

Figure 11: Edit Gateway dialog

» Inthe detail view of the gateway, click on the Edit button.

On the start page, click on your name at the bottom of the navigation bar.
In the user menu, click on Settings.

Open the Gateways group.

v VvV VvV V

Open the gateway with the Open - row action.

» Inthe Gateway Budget (USD) field, enter the spend cap.
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» Inthe Rate Limit (req) and Rate Window (s) fields, enter the permitted number of
the requests per time window.

» Click on the Save changes button.

> The Budget and Rate Limit statistics of the detail view show the new values.

-
Gateway: produktion e
sucer
€342.00 / €460.00 71xus00

"""" or vt
5m 2 60s required
RaATE Loc pavLoADS weBHooK
60/60 s yes all on
events
wes seanch maceaen | | eroMprcacHing compacTion
on off on on
32k tok
Endpoint uRL
anthropic
Wetps /721 gatovay beispiel de/v1/mister coms
Provider Key: Add M
nnnnnnn Auns
hrop: | Anthropi 14/202 od
openai. Analysis Openal 6/2/2026 @
Auth Tokens
fr WASH(FRST1)  RATELMIT  SPENDCAP  EXPIRES create
Editorial system a1b2c3d4es160718.  60/60s €5000 12/31/2026,1159:00PM  4/2/2026 IS
Analysis 918e7d6c5bAa3 021, 10/60s - never &/m/2026 IS

Figure 12: Detail view of a gateway

The Editing a gateway section describes which data the dialog contains and how the
data takes effect.

Myra Al Workspace - Tenant Manual - V2.5 50



U MYRA

2.3.4Step 4: Set up the guardrails

2.3.4 Step 4: Set up the guardrails

The following requirements are met:
Step 3 is complete, see Set a budget and a rate limit.

Guardrails examine the requests and the responses before they reach the provider or
go back to the users. Without a guardrail, all content leaves the gateway unchanged.

Proceed as follows to set up the guardrails:

Guardrails

tBblocksd  64scrubbed 311 flagged

Guardras (3)

ctlanguage (German DSGVO floor applies as a fail-safe)

3

1D recognizers (Steuer-I, KV-Nr, USt-1aN: .)

eeeeeee

Figure 13: Guardrails section

» Inthe detail view of the gateway, open the Guardrails section.

On the start page, click on your name at the bottom of the navigation bar.

>
> Inthe user menu, click on Settings.
> Open the Gateways group.

>

Open the gateway with the Open - row action.

» With the Pll Protector button, add a detector that removes personal data from the
requests.
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» With the Jailbreak button, add a detector that blocks attempts to get around the
instructions.

» Click on the Save Guardrails button.
> The Saved entry appears, and the Execution plan section shows the sequence of

the examinations.

The Adding a guardrail detector section describes which detector types are available
and which data each type expects.

If more than one provider is available and you want to distribute the
requests by conditions, create the applicable rules in the Routing Rules
section. See the Creating a routing rule section.
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2.3.5 Step 5: Examine the roles

The following requirements are met:

Step 4 is complete, see Set up the guardrails.

Arole groups the permissions that a user account gets. Myra Al Workspace supplies
prepared roles. Create your own role only if none of them agrees with your structure.

Proceed as follows to examine the roles:

ROLE TYPE PERMISSIONS USERS ACTIONS

Tenant Administrator System 38 2 Edit

Member System 12 18 Edit

Editorial Custom 7 [} Edit

Roles & permissions

Figure 14: Roles & permissions view

» Inthe User Management area, open the Roles & permissions group.

> On the start page, click on your name at the bottom of the navigation bar.

> Inthe user menu, click on User Management.
» Examine which permissions the available roles carry.
» If you need your own role, click on the New role button.

> Therole is available for selection when you create a user account.

The Creating a role section describes which permissions are available.
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2.3.6 Step 6: Create the user accounts

The following requirements are met:
Step 5 is complete, see Examine the roles.

Each person of your tenant who works with Myra Al Workspace needs a user account of
their own. The role assigned decides which views the person sees. The Tenant field in
the dialog is read-only. The account always belongs to your tenant.

Proceed as follows to create a user account:

Users ’ Search users by name or email... [[] Show deleted Export CSV Export XLSX

3 users

EMAIL NAME ROLE TENANT LAST LOGIN CREATED
alex.muster@beispiel.de Alex Muster Tenant Administrator muster-gmbh 8/16/2026 1/12/2026
kim.probe@beispiel.de Kim Probe Member muster-gmbh 8/15/2026 3/4/2026
sam.beispiel@beispiel.de Deleted Sam Beispiel Viewer muster-gmbh never 6/21/2026

Figure 15: Users view

» Inthe User Management area, open the Users group.

> On the start page, click on your name at the bottom of the navigation bar.
> Inthe user menu, click on User Management.

» Click on the New User button.
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New User

Tenant *

muster-gmbh

Email *

alice@example.com

Name

we'll email them an invitation to set up their account.

Role

Alice

Member v

Figure 16: New User dialog

» Enterthe email address and select the role from step 5.

» Click on the Create User button.

- Myra Al Workspace creates the user account. The person signs in with a one-time

code.

The Creating a user account section describes which data the dialog expects. You
change the role of an available account with the Edit row action. See the Editing a

user account section.
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2.3.7 Step 7: Create the groups

The following requirements are met:
Step 6 is complete, see Create the user accounts.

A group collects user accounts. With a group, you give the access to agents, projects,
and connectors together instead of giving it to each person.

Proceed as follows to create a group:

Groups

NAME DESCRIPTION MEMBERS CREATED
Editorial Handbook and website 8  2/18/2026
Sales Quotes and tenders 12 3/2/2026

Engineering Operations and development 15 1/9/2026

Figure 17: Groups view

» Inthe User Management area, open the Groups group.

> On the start page, click on your name at the bottom of the navigation bar.
> Inthe user menu, click on User Management.
» Click on the New group button.

L The New group dialog opens.
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New group

Name

e.g. Engineering

Description

Optional

Figure 18: New group dialog

» Enterthe name and click on the Create button.
» Add the user accounts from step 6 to the group.

> The group is available for selection when you share agents, projects, and
connectors.

The Creating a group section describes which data the dialog expects.
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2.3.8 Step 8: Issue a token

The following requirements are met:

Step 7 is complete, see Create the groups.

U MYRA

An authentication token identifies an application to the gateway. Without a token, a
gateway whose Require auth token check box is set refuses every request.

Proceed as follows to issue a token:

New Token

Gateway *

muster-gmbh/produktion

Label

Expires At

dev laptop

mm/dd/yyyy --:--

Budget (USD)

Leave blank = never expires

Rate limit (req/window)

unlimited

none

60s

requests / window_sec (blank =

gateway default)

Cancel Create Token

Figure 19: New Token dialog

» Inthe Account area, open the Profile group.

> On the start page, click on your name at the bottom of the navigation bar.

> Inthe user menu, click on Account.

» Inthe Tokens section, click on the New Token button.

» Select the gateway from step 1and enter a label that names the purpose, for

example ci-pipeline.

» Click on the Create Token button.
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- Myra Al Workspace creates the token and shows it one time.

Token Created

Copy this token now — it will not be shown again. ’

agw_alb2c3d4eeccccee

Figure 20: Token Created dialog

Copy the token immediately. It cannot be shown again later. See the Creating a token

section.
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2.3.9 Step 9: Send a test request and examine it

The following requirements are met:

Step 8 is complete, see Issue a token.

Thei

nitial setup is complete only when a request has demonstrably gone through the

gateway.

Proceed as follows to send a test request and examine it:

RequeSt Logs Export CSV Export XLSX Refresh
3 entries
Tenant‘ All tenants v ‘ Provider | All providers v ‘ Model‘ e.g.gpt-40 ‘ Status Blocked Guardrail outcome Limit
Slnce‘ mm/dd/yyyy ‘ Unlil‘ mm/dd/yyyy
TIME PROVIDER MODEL STATUS IN OUT CACHE COST  LATENCY UPSTREAM GUARDRAIL DETECTORS FLAGS
4/2/2026, 9:41:02 AM anthropic claude-sonnet-4-5 200 1240 310 - $0.03 381ms 352ms 29 ms pii-protect scrubbed >
4/2/2026, 9:40:55 AM openai gpt-4o-mini 200 620 148 80% hit - 12k $0.01 298 ms 271ms - - cached >
|4/2/2825, 9:38:11 AM anthropic claude-sonnet-4-5 400 o o = = 12 ms = 8ms prompt_guard blocked >
Figure 21: Request Logs view
» Inthe detail view of the gateway, copy the endpoint URL with the Copy button.
> Onthe start page, click on your name at the bottom of the navigation bar.
> Inthe user menu, click on Settings.
> Open the Gateways group.
> Open the gateway with the Open - row action.
L The address has the form https://<host>/vl/<tenant>/<gateway>/compat/

chat/completions . The selection list is set to compat. This endpoint finds the
provider from the name of the model.

» Send a request to this address and give the token from step 8 in the

Authorization: Bearer header.

» |

n the Settings area, open the Request Logs group.

> Therequest appears in the list with the provider, the model, the number of the
tokens, the cost, and the latency.
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The request has the following form:

curl -s -X POST \
"https://<Host>/v1l/<Mandant>/<Gateway>/compat/chat/completions" \
-H 'Content-Type: application/json' \
-H 'Authorization: Bearer <Token>' \

-d '{
"model": "gpt-40",
"messages": [{"role": "user", "content": "Hello!"}]
}I

If the request does not appear, examine the message that the call returned. The
sections of the FAQ & Error messages chapter name the causes.
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3. Views

3.1 Home page and GUI layout

U/ MYRA | Al Workspace

H 4
1) Back at it, Alex
(CINOpARS] < Your privacy-friendly Al assistant — just ask in your own words.
WORKSPACE
Ask a question or describe a task... Add files or photos Auto Adaptive thinking m

X Chat
[ Projects

Help me develop my unique voice as a writer Transform my rough notes into a structured summary
& Workflows
& Agents Prompt Examples Personal Commands Shared Commands
D> Playground
D Library
(® scheduled

OVERVIEW

88 Dashboard
O Recent chats
W1 Analytics

(2 Feedback

m Alex Muster (Tena.. -~ 3

Figure 22: Layout of the interface

Myra Al Workspace shows the navigation bar at the left edge. It contains the header
with the logo at the top (1), the entries of the current area below it (2), and your name
with your role at the bottom (3). The content area with the selected view is next to it, on
the right (4).

The following areas are available:

Description

1 Header Shows the logo and holds the Dark mode, Documentation,
Notifications, Send feedback, and Collapse buttons.

2 Navigati Lists the entries of the current area, grouped by section.
on area

3 Shows your name with your role and opens the user menu.

Myra Al Workspace - Tenant Manual - V2.5 62



U MYRA

3.1Home page and GUI layout

Description

User
block

4 Content Shows the selected view.
area

The application separates the Workspace area from the areas of the administration.
The workspace contains the daily work with the Al. The areas of the administration
contain the settings. You move between them through your name at the bottom of the
navigation bar. The Back to workspace link at the top of the navigation bar goes from
every area of the administration back to the workspace.

The navigation bar shows only the entries for which your role has the permission. An
entry that this guide does not name does not appear for your role.

U/ MYRA Al Workspace

¢ O ap <

WORKSPACE
X Chat

3 Projects
& Workflows
é Agents

D Playground
0 Library
(®© scheduled
OVERVIEW

88 Dashboard
O Recent chats
1 Analytics

[2) Feedback

n Alex Muster (Tena.. A

Figure 23: Navigation bar
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The following options are available:

Entry Description

Chat Opens a conversation with the Al.

Project Holds related chats, files, and its own instructions together, so that the
s Al uses the same context for one field of work.

Workflo  Creates multi-stage workflows from your agents — with branches,
ws approvals, and delivery.

Agents Lists the agents saved with their instructions, model, tools, schedules,
and run history.

Playgro Runs a prompt against one or more models and presents the answers
und side by side.

Library Shows in the Prompts tab the central prompt templates of the
organization with categories, search, and versioning.

Schedul Runs aprompton aschedule. The results appearin a conversation and,
ed if you want, by email as well.

Dashbo Shows the real-time metrics of Myra Al Workspace.
ard

Recent Shows all conversations so far, the most recent first.
chats

Analyti Shows in the Cost Analytics and Live Monitor tabs the analyses of the
cs cost and the operation.

Feedba Shows in the Reports tab the reports of the users about model output
ck that is inappropriate or inaccurate.

For the Al Manager role, the Feedback entry does not appear. For it, the
Analytics entry holds the Cost Analytics tab only. For the Finance role, the
Workflows, Scheduled, Library, Analytics, and Feedback entries do not
appear. For it, the Dashboard view has the My usage title, and it creates no
agents.
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Proceed as follows to open an administration area:

» Onthe start page, click on your name at the bottom of the navigation bar.

L The user menu opens.

{f’} Settings
~ User Management

2 Account

(> Log out

Figure 24: User menu

» Click on the entry of the area you want.

- The navigation bar shows the selected area.
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¢ ® 4 p <
{ Back to workspace

SETTINGS

[ Approvals

H} Preferences

h connections

[ RequestLogs
| O Gateways

@ Security

$ Costs

n Alex Muster (Tena.. A

Figure 25: Navigation bar in the Settings area

The Settings area is divided into groups.

The following options are available:

Group Description

Approval Processes the open approvals for workflows, agents, tools, and
s configurations.

Preferen Sets the language, the currency, the chat behaviour, the personal
ces commands, and the masking of personal data.

Connecti Manages the MCP connectors and the chat integrations.
ons

Request Shows the request logs and the related traces.
Logs

Gateway Manages the gateways, their routing, and their API tokens.
s

Security Manages the governance rules of the workspace.
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Group Description

Costs Shows the cost allocation and the billing settings of the tenant.

For the Al Manager role, the Request Logs, Gateways, and Costs groups
do not appear either. For it, the Approvals group processes the approvals
for workflows and configurations, and the Connections group manages its
personal MCP connectors only. For the Finance role, the Request Logs,
Gateways, and Security groups do not appear. For it, the Settings area
opens directly in the Costs group.

The User Management area is divided into groups.

The following options are available:

Group Description

Users Manages the users of the tenant and their roles.
Groups Manages groups and their memberships, to give access by group.
Roles & Puts your own roles together from a curated set of permissions and

permissions  assigns them to the users in the workspace.

You assign the Al Manager, Member, Finance, and Viewer roles. You do not assign the
Administrator, Tenant Administrator, and Demo User roles.

For the Al Manager role, the User Management area holds the Groups
group only. It assigns no roles. For the Finance role, the User Management
area does not appear in the user menu.

The Account area is divided into groups.

The following options are available:

Group Description

Profile Shows your profile, your tokens, and the data export.
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If your tenant manages its subscription itself, the Subscription & Billing group also
appears in the Account area.

For the Finance role, the Profile group shows your profile and the data
export. This role creates no tokens.
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3.2 Workspace

3.2.1 Chat

Back at it, Alex

Your privacy-friendly Al assistant — just ask in your own words.

Ask a question or describe a task... Add files or photos Auto Adaptive thinking m

Help me develop my unique voice as a writer Transform my rough notes into a structured summary

Prompt Examples Personal Commands Shared Commands

Figure 26: Chat view

The Chat view opens a conversation with the Al. It greets you with your first name and
the time of day, for example Good morning, , and carries the Your privacy-friendly Al
assistant — just ask in your own words. subtitle below. As long as no name is
available, the greeting is How can | help today?

The following options are available in the header:

Option Description

Newchat Starts a new conversation. The previous conversation remains available
button under Recent chats.

Ghost Keeps the next conversation private. Myra Al Workspace does not log it.
mode The button appears before the first message only, because ghost mode
button belongs to the conversation and cannot be switched later. In the Demo

user role it does not appear.

Memorie Sets whether the conversation uses your saved memories. The button
s button carries the state as on or off and appears before the first message only.
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The following options are available in the input area:

Option Description

Ask a question or
describe a task...
input field

Add files, photos,
or options button

Dictate button

Privacy label

Preview button

Choose a model
button

Send message
button

Stop generation
button

Takes your input. In a running conversation the input field
carries the text Write a message....

Opens the menu with the attachments, the web search, the
project assignment, and the answer styles.

Records your voice and writes what you say into the input
field. While recording, the button carries the note Recording
— tap to stop, afterwards Transcribing....

Shows how the next message is protected: Local model,
Local + masking, Privacy on, or Privacy off. A click switches
the masking.

Shows what goes to the model after the masking. The button
appears on a gateway with an active privacy filter only.

Opens the Choose a model dialog. The button carries the
name of the selected model, Auto by default. A dot in front of
it shows the protection level of the route.

Sends the request to the selected model. While a dictation is
running, the button carries the label Stop & Send.

Cancels the running answer. The button takes the place of
Send message while the answer arrives.

Before the first message, the following tiles stand below the input field:

Tile Description

Prompt Opens the prompt examples of the tenant and puts the selected
Examples example into the input. If none is stored, the tile shows No prompt
examples yet.

Personal Opens your own slash commands and puts the selected command
Command into the input. If none exists, the tile shows No personal commands

S yet.
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Shared Opens the commands others have shared with you. If none exists, the
Command tile shows No shared commands yet.
s

The first prompt examples are also available as buttons directly above the
tiles. If the suggestions cannot be loaded, the view shows Couldn't load
suggestions. Try again in a moment.

Whether the Enter key sends or starts a new line is set in the preferences. If
the Enter key starts a new line, the input area carries the hint Ctrl/
Cmd+Enter to send - Enter for newline.

You attach 10 files per message at most, each file 104 MB at most. Myra Al
Workspace reports "<name>" is too large to attach (limit: MB)., You can
attach up to files per message — remove one first., or Couldn't read
"<name>" — try a different file. You also drag a file onto the view with the
mouse.

If no gateway is set up for your tenant yet, the view shows Chat isn't
available yet — your admin needs to set up a gateway for your tenant.
With the Manage gateways permission it shows No gateway is configured
yet. Create one to enable chat for everyone on this tenant. instead and
offers the Create a gateway link.

The following sections describe the view in detail:

Add files, photos, or options menu
Choose a model dialog

Actions on a response

Report this response dialog
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3.2.1.1 Add files, photos, or options menu

Add files or photos

@ Web search v

Recency Any time

) Add to project

Use style

Figure 27: Add files, photos, or options menu
The menu collects everything you give a message in addition.

The following options are available:

Option Description

Add files or Opens the file selection and attaches the selected files to the
photos entry message.

Web search entry Lets the Al search the web in addition.

Recency drop- Limits the web search in time: Any time, Past 24 hours, Past
down list week, Past month, or Past year.

Add to project Opens the Select project list and assigns the conversation to
entry a project.

New project name Creates a new project with the Create button and assigns the
input field conversation to that project.

Use style entry Opens the Select style list with the answer style of the Al.
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Back entry Leads from a sub-list back into the main menu.

The following answer styles are available:

Style Description

Personal style Applies your profile writing style.
Concise Short, direct answers.

Explanatory Step-by-step walkthroughs.

Formal Professional register, no contractions.
Casual Friendly, conversational tone.

If you assign the conversation to a project, Myra Al Workspace asks Move
this conversation to ? When you take it out, Myra Al Workspace asks
Remove this conversation from 2. If the project prescribes its own model,
the entry carries the note uses and the confirmation adds Switching will
change the model from to.

If no project exists yet, the list shows No projects yet. While loading it
shows Loading projects..., on an error Couldn't load projects.
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Figure 28: Choose a model dialog

U MYRA

Search models..

Auto
Pick the right model for the task

MYRA
Gemma4

DE Capable helper, fast and efficient
Included

Mistral Small
DE Quick help for everyday tasks
Included

Qwen3.6
DE Fast, smart help for everyday tasks
Included

ANTHROPIC

Us claude-sonnet-4-5

Adaptive thinking

Think harder for complex tasks

«©

The dialog lists the models available on your gateway, grouped by provider.

The following information is available per model:

Informat

ion

Provider

Name

Processi

ng
location

Included

Description

Myra Al Workspace - Tenant Manual - V2.5

Heading of the group, for example Myra, Anthropic, OpenAl, or Other.
Name of the model and, below it, a short description of its strengths.

Icon in front of the name with the note Hosted by Myra (Germany),
Data processed in the EU, Data processed in the US, Data
processed in China, or Processing region varies.

Label for a model provided by Myra, with the note Provided by Myra —
usage is billed to your Myra budget (no own API key needed).
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The following options are available:

Option Description

Search Filters the list by the name of the model. If no model matches,

models... input the dialog shows No matches for "".

field

Auto entry Leaves the choice to Myra Al Workspace and carries the
description Pick the right model for the task. This is the default
value.

entry Binds the conversation to this model. The selected model carries

a check mark.

Adaptive Lets the model think longer about complex tasks and carries the
thinking toggle  description Think harder for complex tasks.

While loading, the dialog shows Loading models..., on an error Couldn't
load models, and with no model available No models available.

If a model does not support adaptive thinking, the toggle carries the note
This model does not support adaptive thinking. If a model always
reasons, it carries the note This model always reasons and can't turn it
off.

As soon as the first message is sent, the model is locked for that
conversation. The button then carries the note Model is locked for this
chat (data security). With the New chat from here row action on a reply
you switch the model. If a project prescribes a model, it carries the note
uses . A slash command with a fixed model locks the Auto entry with the
note Not available for commands.

On a gateway with the EU-only setting, the dialog shows the EU-only
gateway — models are limited to EU-hosted, approved providers. hint
and lists only models of EU-hosted providers.
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3.2.1.3 Actionson aresponse

Summarize the results of the quarterly report in five sentences. U

Al-GENERATED
The report shows a revenue of EUR 4.2 million for the quarter, an increase of 8 % against the previous
quarter. The growth comes mostly from new business; the existing customers stay stable. The costs increase
less than proportionally by 3 %.

O Copy <) Read aloud Edit ‘O Regenerate |v|| P Report Comment Y New chat from here Download v

Figure 29: Actions on a response

Every response of the Al carries the Al-generated marker above the text and the
Message actions toolbar below it. The marker stands on every response and cannot be
switched off.

The following actions are available:

Action Description

Copy Copies the text of the response to the clipboard. The button briefly
changes to Copied!. It is available during the response as soon as the
first text exists.

Read Reads the response aloud. During the playback the button carries the

aloud Stop label.

Edit Corrects the text of the response in the display. The changed response
carries the edited marker and the Revert to original action. The
correction does not go to the model. It only applies to the display.

Regener Generates the response again with the same request. The action only

ate appears on the last response of the conversation.

v next to Opens the Regenerate with reason menu.

Regener

ate

Report Opens the Report this response dialog.

Commen Opensthe Comments area for this message. You write a comment,

t mention other members, and set a comment to Resolve.
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Action Description

Newchat Branches a new conversation. Myra Al Workspace copies the
from conversation and the files up to this response. The model stays
here switchable in the new conversation.

Downloa Opensthe menu with the file formats.

dv

The Regenerate with reason menu contains the following entries:

Entry Effect

Try again Generates the response again without a further requirement.

Too long Requests a shorter response. The new response carries the Adjusted -
shorter marker.

Too Requests more detail. Marker Adjusted - more detailed.

short

Too Requests a more casual, conversational tone. Marker Adjusted - more
formal casual.

Too Requests a more formal, professional tone. Marker Adjusted - more
casual formal.

Off topic  Requests a response to what was actually asked. Marker Adjusted - on-
topic.

Inaccura Requests a more careful and more precise response. Marker Adjusted -
te more accurate.

The Download menu offers the following formats in three groups:

Group Formats

Finished file Download as PDF
Microsoft Download as Word, PowerPoint, Download as Excel
Office

OpenDocumen  OpenDocument Text, OpenDocument Presentation,
tand text OpenDocument Spreadsheet, TXT, Download as CSV
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If your tenant has a letterhead template, the entry for Word additionally
carries the Word (using letterhead) version. During the creation the entry
states Generating PDF....

Which actions appear depends on the state of the response. During the
response only Copy is available. Regenerate only appears on the last
response, Edit only on a settled response of plain text without an image and
without a generated file, and Download only if the response contains text or
an image. On a response whose conversation exceeds the context window
of the model, Regenerate does not appear.

3.2.1.4 Report this response dialog

The dialog reports a response to Myra Security GmbH for review. It carries the Help us
improve our models and content filters. Your report goes to Myra Security GmbH
for review. hint.

Proceed as follows to report a response:

Summarize the results of the quarterly report in five sentences. U

Al-GENERATED

The report shows a revenue of EUR 4.2 million for the quarter, an increase of 8 % against the previous
quarter. The growth comes mostly from new business; the existing customers stay stable. The costs increase
less than proportionally by 3 %.

© Copy <) Read aloud Edit ‘O Regenerate |v || P Report Comment Y New chat from here Download v

Figure 30: Actions on a response

» Onthe response, click on the Report action.

> On the start page, open the Chat view in the Workspace work area.

L The Report this response dialog opens.
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Report this response

Help us improve our models and content filters. Your report goes to Myra
Security GmbH for review.

Reason

Offensive or hateful content v

Notes (optional)

Anything else we should know?

Cancel Submit report

Figure 31: Report this response dialog

» Inthe Reason select field, select the matching reason.
» If necessary, describe the case in the Notes (optional) text field.
» Click on the Submit report button.

- Myra Al Workspace states Report submitted.
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Report submitted

Thanks — our moderation team will review this response.
You can continue using the app while we look into it.

Figure 32: Report submitted dialog

The following entries are available in the dialog:

Entry Description

Reason Type of the problem. Offensive or hateful content, Unsafe or
dangerous advice, Inaccurate or misleading, and Other are
available.

Notes Free text with the Anything else we should know? placeholder.

(optional) Describe here what is wrong with the response.

Cancel Closes the dialog without a report.

button

Submit Sends the report. During the send the button carries the Sending...

report label.

button

If the report cannot be submitted, the dialog states Failed to submit report
and stays open with your entries. The reported response appears for the
administration in the Reports view.
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3.2.2 Projects

Projects

N\

—_—
Last edited ) Date created

PROJECT DESCRIPTION MEMBERS FILES ROLE UPDATED
Quotes 2026 Templates and price blocks 4 12 Owner 8/12/2026
Handbook new edition Chapters and terminology 3 27 Editor 8/9/2026

Market watch Sources and summaries 2 8 Viewer 7/30/2026

Figure 33: Projects view

The Projects view bundles related chats, knowledge files, and custom instructions so
the Al shares the same context across a body of work. The view lists the projects that
you created and the projects that other users added you to.

The following information is available:

Colum Description

Projec Name of the project with its icon and its color. If a project has no name, the
t Untitled entry appears.

Descri Short description of the project. The column stays empty if no description
ption was entered at creation.

Memb Number of the users who have access to the project.

ers

Files Number of the knowledge files of the project. The column counts only the
files you can see. Some may be private to their creator until a chat is
shared.

Role Your role in this project: Owner, Editor, or Viewer.

Updat Time of the last change to the project.
ed
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The following options are available:

Option Description

New Project button Opens the New Project dialog. See the Creating a project
section.

Search projects... Limits the list to the projects whose name or description

field contains the text entered.

All filter Shows all projects that you have access to.

Owner filter Shows only the projects in which you have the Owner role.

Editor filter Shows only the projects in which you have the Editor role.

Viewer filter Shows only the projects in which you have the Viewer role.

Sort by list Sorts the list by Recent Activity, Last edited, or Date
created.

Open button Opens the detail view of the project in the row.

Create your first Appears only for an empty list and opens the New Project

project link dialog.

If no project exists yet, the view shows No projects yet. If the search finds
no project, the view shows No projects match your search.

The following sections describe the view in detail:

Detail view of a project

Overview tab
Files tab
Members tab

Conversations tab

Feed tab
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3.2.2.1 Detail view of a project

Overview

User

osex | Quotes 2026 owmer

Templates and price blocks

ACCESS TIER MEMBERS FILES CONVERSATIONS

configurable

Project Instructions

Answer briefly and always name the price date.

Files Members Conversations Feed

Z 12 7

Figure 34: Detail view of a project

The detail view lists the content of a project in tabs. If the project no longer exists, the
view shows Project not found.

The following information is available:

Tab

Overvi
ew

Files

Memb
ers

Conve
rsatio
ns

Feed

Description

Shows the description, the key figures, the access tier, and the project
instructions of the project.

Lists the knowledge files that the model reads on demand. The counter of
the tab counts only the files you can see. Some may be private to their
creator until a chat is shared.

Lists the users of the project with their project role.

Lists the conversations that are assigned to the project.

Lists, under the Project Feed title, the conversations that project
members shared.
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The following options are available:

Option Description

Back button

Start Chat
button

Continue Last
Chat button

Edit project
button

Delete project
button

Share with
organization
button

Returns to the list of the projects.

Opens a new conversation in the context of the project.

Opens the conversation of the project used last.

Opens the form with the data of the project. See the Editing a
project section.

Opens the Delete Project? dialog. See the Deleting a project
section.

Releases the project in the Members tab to all users of the
organization. After the release, the button shows Shared with
organization — unshare.

Next to the name of the project, the view shows your project role as a badge.

The Edit project button appears for the Owner and Editor project roles
and for the Administrator role. The Delete project button, the
administration of the members, and the Conversation retention (days)

field appear only for the Owner project role and for the Administrator role.

If your organization switched off sharing with the whole organization, the

view shows Sharing with the whole organization is switched off for your

organization. Ask an administrator to enable it.
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3.2.2.2 Overview tab

osex | Quotes 2026 owmer

Overview Files Members Conversations Feed

Templates and price blocks

ACCESS TIER MEMBERS FILES CONVERSATIONS

User Z 12 7

configurable

Project Instructions

Answer briefly and always name the price date.

Figure 35: Overview tab
The Overview tab summarizes the data of the project.

The following information is available:

Item Description

Description Short description of the project. The item appears only if a
description is entered.

Access tier Access tier of the project: User configurable, Pll protection
required, or Local only.

Members Number of the members. A click on the tile opens the Members tab.
Files Number of the knowledge files you can see. A click on the tile opens
the Files tab.

Conversatio Number of the conversations of the project. A click on the tile opens
ns the Conversations tab.

Project Instructions that apply to every conversation of the project. The
Instructions item appears only if instructions are entered.
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3.2.2.3 Files tab

Overview Files Members Conversations Feed
Files
Files available for the model to read on demand. Plain text up to 5 MB, or PDF/DOCX/XLSX/PPTX and

images (PNG/JPEG/WEBP, text extracted via OCR) up to 20 MB.

Drop files here, or click to browse

FILE SIZE TOKENS (EST.) UPLOADED

[ preisliste-2026.xIsx 142 KB 3100 6/12/2026 & @ b W
[ angebotsvorlage.docx 58KB 1,240 6/12/2026 R I 1
[ leistungsbeschreibung.pdf Only you 2.4MB Processing... 6/12/2026 < ¢ W

Figure 36: Files tab
The Files tab contains the files available for the model to read on demand:

B plaintextupto 5 MB
B PDF DOCX, XLSX, and PPTX up to 20 MB
B images (PNG, JPEG, WEBP — text extracted via OCR) up to 20 MB

The following information is available:

Description

File Name of the file. The Only you addition marks a file that only its creator
can see until that person shares the related chat into the project.

Size Size of the file.

Tokens Estimated number of the tokens that the content of the file occupies in
(est.) the context of the model.

Upload Time of the upload. During the processing, the Processing... status
ed appears. After an error, the Extraction failed status appears.
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The following options are available:

Option Description

Upload File Opens the file selection. As an alternative, drag the files onto the
button Drop files here, or click to browse area.

Download file Downloads the file in its original form.

icon

Copyreference Copiesthe address that references the file in a conversation.
URL icon

Move to folder Opens the Move "<name>" dialog with the Folder field. An empty

icon field moves the file to the top level. Use "/" to nest folders.
Remove file Removes the file from the project after a confirmation.
icon

Share thischat Shares the chat that generated the file into the project. Its files
button and messages become visible to project members.

If no file was uploaded yet, the tab shows No knowledge files yet. If a file
exceeds the limit, the tab shows NAME exceeds LIMIT limit. If a file is
already in the project, the tab shows NAME is already in this project.
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3.2.2.4 Members tab

Overview Files Members Conversations Feed
Members Invite Member
NAME EMAIL ROLE JOINED
Anna Muster anna.muster@beispiel.de Owner 1/8/2026 Z
Bernd Beispiel bernd.beispiel@beispiel.de Editor 2/3/2026 Z W
Clara Probe clara.probe@beispiel.de Viewer 4/19/2026 Z W
GROUPS WITH ACCESS
GROUP MEMBERS ROLE
Sales 12 members Editor

Figure 37: Members tab
The Members tab lists the users who have access to the project.

The following information is available:

Column Description

Name Name of the member.

Email Email address of the member.

Role Project role of the member: Owner, Editor, or Viewer.
Joined Time at which the member was added to the project.

In addition, the Groups with access area lists the groups with the Group, Members,
and Role columns.

The following options are available:

Option Description

Invite Opens the Invite Member dialog with the Email address field, the
Member Role list, and the Share my existing conversations with the
button project check box.
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Option Description

Edit role Opens the Change role — NAME dialog and changes the project role
icon of the member.

Remove Removes the member from the project after the Remove this
button member? confirmation.

A project must have at least one owner. If you change the role of the last
owner, the dialog shows A project must have at least one owner. If the
project lists no further users yet, the tab shows No members yet.

The Share my existing conversations with the project check box is
cleared by default. If you select it, Myra Al Workspace adds all your current
private conversations of this project to the Feed tab. The conversations are
then visible to each member of the project, not only to the person that you
invite. You can unshare each conversation later in the Feed tab. If the
application adds the member but the sharing fails, it shows Member added,
but sharing your existing conversations failed. You can share them
individually from the Feed.

3.2.2.5 Conversations tab

Overview Files Members Conversations Feed

Conversations New Conversation D
TITLE MODEL UPDATED

Offer Muster GmbH claude-opus-4-6 8/15/2026 W

Check price tiers claude-sonnet-4-6 8/14/2026 W

Shorten scope of work gpt-41 6/10/2026 W

Figure 38: Conversations tab

The Conversations tab lists the conversations of the project.
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The following information is available:

Column Description

Title Title of the conversation.
Model Model that the conversation uses.
Updated Time of the last message.

The following options are available:

Option Description

New Conversation button Starts a conversation in the context of the project.

If the project lists no conversation yet, the tab shows No conversations in
this project yet.

3.2.2.6 Feed tab

Overview Files Members Conversations Feed

Project Feed
Conversations shared by project members

TITLE MODEL SHARED BY SHARED AT
Offer Muster GmbH claude-opus-4-6 anna.muster@beispiel.de 6/12/2026
Check price tiers claude-sonnet-4-6 bernd.beispiel@beispiel.de 6/9/2026

Figure 39: Feed tab

The Feed tab lists, under the Project Feed title, the conversations shared by project
members.

The following information is available:

Column Description

Title Title of the conversation shared.
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Column Description

Model Model that the conversation uses.
Shared by Users who shared the conversation.
Shared at Time of the release.

If no conversation was shared yet, the tab shows No conversations shared
yet. Open a conversation in this project and click the team icon to share
it here.
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3.2.3 Workflows

Workflows

Build multi-step workflows from your agents — branches, approvals, delivery.

NAME STATUS UPDATED
Review quote Published 3 days ago

Weekly report Disabled 2 weeks ago

Figure 40: Workflows view

The Workflows view builds multi-step workflows from your agents — with branches,
approvals and delivery. The list shows the workflows of the selected access tier.

The following information is available:

Colum Description

Name Name of the workflow.

Status  State of the workflow: Draft, Published or Disabled. Only a published
workflow runs.

Update Time of the last change, as a distance from the present.
d

The following options are available:

Option Description

New workflow Opens the New workflow dialog. The button is locked while no

button access tier is selected.
Access tier Selects the access tier whose workflows the list shows. The
drop-down list drop-down list appears only if more than one access tier exists. A

hint about the selected tier is shown below it.

Open row Opens the builder of the workflow.
action

Creates a copy of the workflow and opens its builder.
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Option Description

Duplicate row

action

Enable row Sets a disabled workflow to Published.

action

Disable row Sets the workflow to Disabled. Triggers no longer start a run.
action

Delete row Opens the Delete this workflow and all its runs? prompt.
action

Create Creates the example workflows and opens the first of them in the
example builder. The button appears only in the empty list.

workflow

button

If no workflow exists yet, the view shows No workflows yet with the text
Create your first workflow to chain agents, add conditions and deliver
results. If no access tier exists, the view shows this instead of the list. If the
list cannot be loaded, the view shows Could not load workflows.

The Workflows entry appears only if your administration has enabled the
workflows for the workspace. The permission for this is called Enable or
disable workflows for the workspace.

For the Finance role, this view is not available. The entry does not appear in
the navigation bar.

The following sections describe the view in detail:

Builder of a workflow

Workflow copilot dialog
Versions dialog

Runs of a workflow
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3.2.3.1 Builder of a workflow

All workflows ‘ Review quote

Run budget (EUR) Saved Runs

Versions

Al copilot

[ ® Trigger

] Trigger

Type

Manual

Manual only — no automatic trigger configured.
Add a Schedule, Webhook, or Form below.

Schedule Webhook Form

Figure 41: Builder of a workflow

The builder assembles the sequence from steps. The chain of the steps is on the left,
the settings of the selected step are on the right.

The following options are available in the toolbar:

Option Description

All workflows
link

Name input field

Run budget
(EUR) input field

Save-state
marker

Runs button
Al copilot button
Versions button

Publish button

Run now button

Unpublished
changes marker

Leads back to the Workflows view.

Renames the workflow.

Limits the cost of a single run. If the field stays empty, no limit
applies. The field then shows no cap.

Shows Saved, Saving..., Unsaved changes, Changed in
another tab with the Reload button, or Save failed with the
Retry button.

Opens the Runs view of the workflow.
Opens the Workflow copilot dialog.
Opens the Versions dialog.

Publishes the draft as a new version. While the draft is
published, the button shows the label Publishing....

Starts a run. The button is locked while the workflow is not
published.

Appears if the draft differs from the published version. The run
still uses the last published version.
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The Add step button inserts the following steps:

Step Description

Trigge Starts the workflow: manually, on a Schedule, through a Webhook or
r through a Form. The trigger is the first step of the chain.

Agent Runs one of your agents against an input.
step

Condit Compares a value and runs the If true branch or the Otherwise branch.
ion

Loop Runs the For each item branch once per item of the selected list, up to
ten items per run.

Appro Holds the run until the named approver decides in the My Approvals view.
val

Delive Delivers the result through Mattermost, through a Webhook or by Email.

r

The following options are available on a step:

Option Description

Add step Opens the Choose a step type selection and inserts the selected
button step at this position.

Delete step Removes the step. The Step deleted message offers the Undo
button button.

Inserta Opens the Insert a value from an earlier step selection. If no earlier
value step produces a value yet, the selection shows No earlier step
button produces a value yet.

Test this Runs an agent step on its own against sample input. The test run is

step button not saved and does not appear in the run history.
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If a step is incomplete, the builder shows the message Fix steps before
publishing above the chain. Each entry jumps to the affected step. If the
workflow was created with a newer builder, the view shows Unsupported
layout and locks the editing.

3.2.3.2 Workflow copilot dialog

Workflow copilot

Explain

Describe a process in plain language and get a proposed draft workflow.

Describe the process

Describe the process you want to automate, step by
step..

Model

claude-sonnet-4-5 v

Close Ask the copilot

Figure 42: Workflow copilot dialog
The Workflow copilot dialog builds and checks the sequence with a model.

The following tabs are available:

Tab Description
Generate Describe a process in plain language and get a proposed draft workflow.
Fix Repairs the current draft using its validation errors.

Explain Summarizes the current workflow in plain language.
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The following options are available in the dialog:

Option Description

Describe the Takes the description of the process. On the Fix tab, the field
process input field carries the label Additional guidance (optional).

Model drop-down Selects the model the copilot works with. If no model is

list available, the dialog shows No model is available to run the
copilot.

Ask the copilot Starts the copilot. While the copilot works, the button shows

button the label Working....

3.2.3.3 Versions dialog

Versions
VERSION PUBLISHED BY WHEN RUNS COMPARE
1.2.0 Current Anna Muster 6/12/2026 1 O
11.0 Bernd Beispiel 5/3/2026 128 D)
1.0.0 Anna Muster 1/8/2026 12 D)

Figure 43: Versions dialog
The Versions dialog lists the published versions of the workflow.

The following information is available:

Colum Description

Versio Number of the published version. The current version carries the Current
n marker.
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Description

Publis User account that published the version.
hed by

When Time of the publication.
Runs Number of the runs of this version.

Comp Checkbox that selects the version for the comparison. You can select two
are versions. The selection of a third version replaces the older of the two
selected ones.

The following options are available in the dialog:

Option Description

Roll back The row action is not available on the current version. It opens the
row action Publish version as the new current version? Your current draft is
not changed; future runs will use this version. prompt.

Compare Shows the differences between the two selected versions. If both
button versions agree, the dialog shows No configuration differences
between these versions.

If no version is published yet, the dialog shows No published versions yet.
If a version uses a deleted agent or approver, the roll back shows This
version references an agent or approver that no longer exists.
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3.2.3.4 Runs of a workflow

Back to builder m
Runs
Press review
STATUS REASON TRIGGER COST  STARTED DURATION
Succeeded - Schedule €0.04 8/15/2026, 6:00:12 AM m12s
Failed An agent step failed. Manual €0.01  8/14/2026,5:23:48 PM 22s
Running - Webhook €0.00  8/15/2026,11:07:03 AM - X

Figure 44: Runs view of a workflow

The Runs view lists the runs of the workflow. A click on a row opens the detail view of
the run with the history per step.

The following information is available:

Column Description

Status State of the run.

Reason Reason of the failure. For a successful run, the column shows —.
Trigger Trigger that started the run: Manual, Schedule, Webhook or Form.
Cost Cost of the run in euro.

Started Time of the start.

Duration Run time of the run.

The following options are available:

Option Description

Back to Leads back to the builder of the workflow.

builder link

Run now Starts a run. If the workflow is not published, the view shows
button Publish the workflow before running it.
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Option Description

Cancel row Ends a run that is still going. The row action appears only on a run
action that has not finished.

If no run exists yet, the view shows No runs yet with the text Run this
workflow to see its history, per-step cost and delivery here.
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3.2.4 Agents

Agents Agent catalog New Agent +
Saved agents: instructions, model, tools, schedules and run history.
Al Active Scheduled Draft
Search agents by name... [T] Shared with me Any tool v
NAME MODEL TOOLS USED SCHEDULE VERSION UPDATED
Daily briefing claude-sonnet-4-5 web_search 128 in 3 hours v3 8/15/2026
tagesbriefing -

Minutes assistant .
protokoll-assistent gpt-40-mini files 46 - vi 8/11/2026

Repo research . 2
repo-recherche mistral-large fetch, mepx2 12 in 4 days v2 7/28/2026

Figure 45: Agents view

The Agents view lists the saved agents. The subtitle reads Saved agents:
instructions, model, tools, schedules and run history.

The Finance role creates no agents. The New agent button does not appear
forit. It opens an agent shared with it and starts it.

The following sections describe the view in detail:

B List of the agents
B Detail view of an agent

B Agent catalog dialog
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3.2.4.1 List of the agents

Agents Agent catalog

Saved agents: instructions, model, tools, schedules and run history.

All Active Scheduled Draft
Search agents by name... [T] Shared with me
NAME MODEL TOoOLS USED SCHEDULE VERSION UPDATED
th”Zblﬂelﬁ_nf? claude-sonnet-4-5 web_search 128 in 3 hours v3 8/15/2026

Repo research

repo-recherche

mistral-large fetch, mcpx2 12 in 4 days v2 7/28/2026

Figure 46: List of the agents

The following information is available:

Description

Model

Tools

Used

Sche
dule

Versi
on

Upda
ted

Name of the agent. The shared label stands for an agent that another
person shared with you.

Model the agent runs on. If no model is set, then no model appears there.

Tools the agent may use: Web search, Knowledge files, Fetch, and MCP
connectors.

Number of the previous invocations of the agent.

Next run as well as the number of the active schedules in the active
schedules form. If a run is due, then Due now appears there.

Current version of the agent.

Time of the last change.
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The following options are available:

Option Description

New Agent
button

Buttons below
Startfrom a
template:

Access level
selection list

Agent catalog
button

All, Active,
Scheduled, and
Draft tabs

Search agents
by name... input
field

Shared with me
check box

Filter by tool
selection list

Filter by tag
selection list

Filter by usage
selection list

Sort by
selection list

Open row action

Opens the New Agent dialog.

Open the New Agent dialog with the instructions of the
selected template: Daily Brief, Meeting Notes, Web
Researcher, PlI-Safe Document Q&A, Repo Researcher,
Docs Assistant, or GitHub Triage.

Gateway whose agents the list holds. The hint below the
selection list describes the selected level.

Opens the Agent catalog dialog.

Restrict the list to the respective status.

Restricts the list to a search term in the name.

Restricts the list to the agents that other people shared with
you.

Restricts the list to one tool: Web search, Knowledge files,
Fetch, or MCP connectors. The Any tool entry removes the
restriction.

Restricts the list to one tag. The Any tag entry removes the
restriction.

Restricts the list to Used or Never used. The Any usage entry
removes the restriction.

Order of the list: Newest, Recently updated, Name (A-2Z), or
Most used.

Opens the detail view of the agent.
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If no agent exists yet, then the view reports No agents here yet. with the
Create your first agent button and the Name & instructions, Pick model
& tools, and Run or schedule steps. If no agent matches the filters, then
the list reports No agents match the current filters. If the loading fails,
then the view reports Could not load agents.

The following options are available in the header of the detail view:

Option Description

— Back
button

Edit
button

Share
button

Duplicat
e button

Delete
button

Returns to the list of the agents.

Opens the Edit Agent dialog with the entries of the agent.

Opens the Share "" dialog. The Who can see this agent selection offers
Private (only me), Specific people, A group, and Everyone in the
organization. The hint reads Your agent's instructions become
visible to anyone you share with. The Save sharing button applies the
selection.

Opens the Duplicate Agent dialog and creates your own copy.

Opens the Delete agent ""? prompt.
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3.2.4.2 Detail view of an agent

« Back Daily briefing Edit Share Duplicate
Configuration Tryit Schedules Webhooks Runs Versions
Slug tagesbriefing
Model claude-sonnet-4-5
Provider anthropic
Max tokens 4096
Tools web_search
Version v3
Instructions (system prompt) Summarize the news of the day in five points.
Give the source for each point.

Figure 47: Detail view of an agent

The detail view opens when you select the Open row action in the list. The header
names the name of the agent and the access level in the Access tier: () form.

The following tabs are available:

Tab

Con
figu
rati
on

Try
it

Sch
edu
les

Web
hoo
ks

Description

Shows Slug, Provider, Max tokens, Tools, Version, Instructions (system
prompt) and, for an imported agent, Imported from. If a provider is pinned,
then the entry reads Pinned: runs on, otherwise Chosen at run time. The
Call this agent from your code area holds a code example with the Copy
button and the Manage API tokens link.

Runs the agent with an input. The input field carries the Input label, and the
Run button starts the run. Below the result, the view names the trace in the
Trace: form.

Lists the schedules with the Name, Cadence, Enabled, Delivery, and Next
run columns.

Lists the webhook triggers with the Name, URL, Enabled, and Last fired
columns. The introduction reads Let an external system trigger this agent
by POSTing to a unique URL. Each trigger has its own secret; the run
executes as the agent's owner.
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Tab Description

Run Lists the previous runs with the Status, When, HTTP, Version, and Delivery
s columns. The status is Running, Succeeded, or Failed.

Ver Lists the versions with the Version, Name, Model, and Created columns. The
sio running version carries the Current label.
ns

The following options are available in the Runs tab:

Opti Description

Entry  Opens the Run detail panel with the Result, Steps, Cost & tokens areas —
of a with the Cost, Input tokens, Output tokens, and Cache tokens values —
run as well as Agent config at run time and the Delivery entry.

The delivery of a run is Pending, Delivered, Delivery failed, Skipped
(empty), Blocked (PIl), Blocked (unsafe URL), Blocked (not allowlisted),
Blocked (destination changed), Awaiting approval, Delivering, Denied,
or Approval expired. If the Pll policy blocks the delivery, then the view
names the possible remedies under What you can do:. If the agent holds no
model, then the view reports This agent has no model configured and
cannot run. Edit it and choose a model.
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3.2.4.3 Agent catalog dialog

Agent catalog

Agents shared across your organization. Clone one to make your own editable copy.
Cloning copies an agent's instructions, model and tools. Connectors and knowledge sources are not copied — add your own after

cloning.
Search the catalog by name.. ‘ ‘ All categories v
NAME MODEL TOoOLS RATING ACTIONS
Tagesbriefing Featured 4.6(12)
tagesbriefing Betrieb claude-sonnet-4-5 web_search * % % Kk Kk s
Protokoll-Assistent t-40-mnini i 41(7) o
protokoll-assistent WVertrieb gpt-4o-mini es * %k kK
Repo-Recherche Not rated
reno-recherche claude-opus-4-6 fetch, mcpx2 % % & Kk K g

Figure 48: Agent catalog dialog

The Agent catalog dialog lists the agents that were shared across your organization.
The subtitle reads Agents shared across your organization. Clone one to make your
own editable copy.

The following information is available:

Description

Name Name of the agent. The Featured label stands for a highlighted agent.
Model Model the agent runs on.
Tools Tools the agent may use.

Rating Average rating in the () form. If no rating is available yet, then Not rated
appears there.

Action Holds the actions of the row.

Myra Al Workspace - Tenant Manual - V2.5 107



U MYRA

3.2.4Agents

The following options are available in the dialog:

Option Description

Search the catalog by Restricts the list to a search term in the name.
name... input field

Filter by category Restricts the list to one category. The All categories
selection list entry removes the restriction.
Icons of the stars Rate the agent.

Cloning copies an agent's instructions, model and tools. Connectors and
knowledge sources are not copied — add your own after cloning. If no agent
has been shared organization-wide yet, then the dialog reports No agents
have been shared organization-wide yet.
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3.2.5 Playground

Playground adamocel [T
Tenant Gateway
‘ Musterkunde GmbH v ‘ produktion v ‘
token active Web Search System prompt Parameters

24runnable  31in catalog

claude-sonnet-4-5 v Raw * gpt-40-mini v Raw
The three offers differ mainly in their term. Offer A Offer A has the longest term (24 months), offer B
binds you for 24 months, offer B for 12 months ... the shortest (12 months). The price per month is
lowest for A ..
Latency 1842 ms 214in 318out $0.0042 Latency 964 ms 214in 271out $0.0008
Message

Compare the three offers and name the differences in their term.

Tip: $8¢ / Ctrle to run

Figure 49: Playground view

The Playground view runs a prompt against one or more models and presents the
answers side by side. The header names the Tenant, the Gateway, and the token
active state.

The following information is available per model panel:

Entry Description

Response Answer of the model. While the run lasts,
Running... appears there. Without a result,
(empty response) appears there.

Latency, Input tokens, Output Metrics of the run.
tokens, Cache write tokens, Cache
read tokens, and Estimated cost

Myra Al Workspace - Tenant Manual - V2.5 109



3.2.5Playground

U MYRA

The following options are available:

Option Description

Add Model
button

System
prompt
button

Parameters
button

Web Search
button

Message
input field

» Run button

Show raw
button

Remove
panel icon

Adds another model panel. The selection list names the number of
the models as in catalog and marks the runnable models with
runnable.

Shows the input field of the system prompt. After that, the button
carries the Hide system label. The restore default link resets the
text.

Shows the Temperature slider. After that, the button carries the
Hide params label.

Enables the web search for the run. After that, the button carries
the Web Search ON label.

Message that is sent to the models. The Tip: 88« / Ctrl< to run hint
names the key combination.

Starts the run. During the run, the button carries the Running...
label.

Shows the answer unformatted. After that, the button carries the
Show rendered label.

Removes the model panel.

If you open a link that the model produced, then the playground reports You
are leaving this tool with the This link was generated by an Al model. You
are solely responsible for any site you choose to visit. hint and the Open
link - button. If no gateway is selected, then the view reports No active
gateway token. Select a gateway first.

Myra Al Workspace - Tenant Manual - V2.5
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3.2.6 Library

Prompt Library (Organization)
m\) Sales Support Editorial

NAME CATEGORY DESCRIPTION TEMPLATE VERSION
Quote text Sales Writes a quote paragraph {{customer}} .. v4
Fault report Support Summarises a fault {{ticket}} ... v2

Translation Editorial Translates a paragraph {{text)} .. vl

Figure 50: Prompt Library (Organization) view

The Prompt Library (Organization) view contains the central prompt templates that
the administration maintains and that the organization reuses in the chat. The
templates carry categories, are searchable, and are versioned.

The following information is available:

Column Description

Name Name of the template.
Category Category of the template. If no category is set, the column shows —.

Descriptio Short description of the template. If no description is set, the column
n shows —.

Template Start of the prompt text. The column shortens long texts.

Version Sequential number of the current version, for example v3.

The following options are available:

Option Description

New prompt Opens the New prompt dialog. The button is disabled while no
button organization is selected.
Organization Selects the organization whose library the list shows. The drop-

drop-down list down list appears for the Administrator role only. All other roles
see the library of their own organization.
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Option Description
Search Searches the name, the description, and the prompt text of the
prompts... templates.
input field
Filter by Limits the list to one category. The drop-down list shows the

category drop- categories of the listed templates and the All categories entry.
down list

Usein Opens the chat with the template in the input field. The template
chat row action stays editable there and is not sent immediately.

Edit row action  Opens the Edit prompt dialog.

Versions row Opens the Versions — dialog.

action

Delete row Opens the Delete the prompt ""? confirmation.
action

If the library is empty, the view shows No prompts in the library yet. If a
search finds nothing, the view shows No matches for "". If no organization
is selected yet, the view shows Choose an organization first.
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3.2.6.1 Versions dialog

Versions — Angebotsbaustein

VERSION NAME TEMPLATE
v3 Angebotsbaustein Write an offer for {{customer}} at .. )
v2 Angebotsbaustein Write an offer for {{customer}}. D)
vl Angebot Write an offer. )

Figure 51: Versions dialog
The Versions — dialog shows the earlier versions of a template.

The following information is available:

Column Description

Version Sequential number of the version, for example v2.
Name Name of the template at the time of this version.
Template Prompt text of this version.

The following options are available in the dialog:

Option Description

Restore Opens the Restore version v? This creates a new version with the
row action restored content. confirmation. The earlier version stays available.

If no earlier version exists, the dialog shows No versions yet.
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©) Changes to the prompt library need the approval of a second person with
the Manage governance rules, prompts, and approvals permission. The
requesting person never approves their own change. If a change is
submitted for approval, the view shows Change submitted for approval.
and the list stays unchanged until the approval.

©) For the Finance role, this view is not available. The entry does not appearin
the navigation bar.
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3.2.7 Scheduled

Scheduled tasks

NAME PROMPT SCHEDULE MODEL GATEWAY STATUS
Daily briefing Summarise today's news Daily claude-sonnet-4-5 produktion Last run 0K

Weekly review Summarise the week in five points Weekly gpt-4o-mini redaktion Paused

Figure 52: Scheduled tasks view

The Scheduled tasks view runs a prompt on a schedule. The results arrive in a
conversation, and by email if you like. Each task is shown as its own area in the list.

The following information is available:

Entry Description

Active Number of the tasks that currently run.

schedul

es

Next Time of the next run, as a distance from the present. If no run is due, the
run tile shows —.

Name of  Name you assigned when you created the task.
the task

Schedul  Schedule of the task, for example Daily at 06:00, Monday, 06:00 or

e and Every 2 h, followed by the model. If the task also delivers by email, the
model line carries the addition and email.

State Scheduled before the first run, Last run OK after a successful run, Last
marker run failed or Retrying after an error, and Paused for a task that is held.
Error For a failed run, the reason is shown below the schedule.

messag

e
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The following options are available:

Option Description

New scheduled Opens the New scheduled task dialog. The button is locked if
task button no gateway is available or if the limit of your plan is reached.

Edit row action Opens the Edit scheduled task dialog with the entries of the

task.
Pause row Holds the task. The task then carries the Paused marker and no
action longer runs.
Resume row Resumes a paused task.
action
Delete row Opens the Delete the scheduled task “”? It will stop running
action and this cannot be undone. prompt.
x button Closes the view and leads back to the conversation.

If no task exists yet, the view shows No scheduled tasks yet. Create one
to get a prompt answered on a schedule. If the list cannot be loaded, the
view shows Scheduled tasks could not be loaded.

Your plan limits the number of the active tasks. If the limit is reached, the
view shows Limit reached: at most active scheduled tasks on your plan.
Pause or delete one to add another.

For the Finance role, this view is not available. The entry does not appear in
the navigation bar.
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3.3 Overview

3.3.1 Dashboard

Dashboard
Real-time Myra Al Workspace metrics
Lastminute | | Lasthour  ((Today ) | Yesterday = Last7days

REQUESTS cosT GUARDRAIL HITS

842 $18.40 6

38% cache hit rate $3.20 saved via cache 2 blocked + 3 scrubbed « 1 flagged

Input Token Caching Efficiency

Served from cache (reads) | 38% |

Processed fresh (cache writes) | 12% |

New tokens (not cached) | 50% |

Top Models — Today
PROVIDER MODEL REQUESTS cosT AVG LATENCY
anthropic claude-sonnet-4-5 512 $1180 398 ms
openai gpt-do-mini 244 $4.10 355ms
mistral mistral-large 86 $2.50 612ms

Recent Requests
TIME GATEWAY PROVIDER MODEL STATUS TOKENS, cosT LATENCY
09:41 produktion anthropic claude-sonnet-4-5 200 1240 $0.03 381ms
09:40 redaktion openai gpt-do-mini 200 620 50,01 298 ms
09:38 produktion anthropic claude-sonnet-4-5 429 o $0.00 12ms

Figure 53: Dashboard view

The Dashboard view shows the real-time metrics of Myra Al Workspace. The header
carries the Real-time Myra Al Workspace metrics subtitle.

The following metric areas are available:

Metri Description

C

Requ Number of the requests of the selected period. The subline names the

ests cache hit rate as % cache hit rate and, if requests were limited, the rate
limited addition. If no request is available, then the subline reads No
requests yet.

Cost
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Guar
drail
Hits
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Description

Cost of the selected period. The subline names the saving as saved via
cache. If no saving is available, then the subline reads No cache savings
yet.

Number of the hits of the content rules. The subline breaks the hits down as
blocked - scrubbed - flagged. If no hit is available, then the subline reads
No guardrail hits.

The following information is available:

Area Description

Input
Token
Cachi
ng
Efficie
ncy

Usage
by
Tenan
t-—-

Top
Model
s —

Recen

Reque
sts

Recen

Guard
rail
Event

Share of the input tokens that came from the cache, with the Served from
cache (reads), Processed fresh (cache writes), and New tokens (not
cached) bars. Below that, the area names the Cached input cost line with
the (reads at 0.1x rate) addition, the Uncached input cost line with the
(writes + new tokens) addition, and the Compaction saved line. The area
appears only if tokens are in the cache.

Usage per tenant with the Tenant, Requests, Input Tokens, Output
Tokens, and Cost columns.

Most used models with the Provider, Model, Requests, Cost, and Avg
Latency columns.

Last requests with the Time, Tenant, Gateway, Provider, Model, Status,
Tokens, Cost, Latency, and Flags columns. A flag is cached, blocked, or
rate limited.

Last hits of the content rules with the Time, Tenant, Gateway, Outcome,
Detector, Reason, and Latency columns. You can expand a row, which
then shows the Prompt sent to LLM (after Pl substitution) and the LLM
response (before Pll token restoration).
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The following options are available:

Option Description

Today, Yesterday, Last 7 Period of the evaluation. The period applies to the
days, Last hour, and Last metric areas and to the Usage by Tenant and Top
minute tabs Models areas.

Export CSV button Downloads the metrics of all periods and the
model breakdown of the selected period as a CSV
file.

Export XLSX button Downloads the same data as an Excel file.

Above the view, a notice banner appears when a budget reaches its limit. The banner
names the scope as Tenant, Gateway, Token, Plan allowance, or Rate limit, carries
the Manage token link for a token, and the Manage in gateway settings link for a
service token. The Dismiss button hides the banner.

In a new workspace, the view reports No data yet with the This is a new
workspace — your dashboard will fill in with real metrics as you start
using the applications. hint and the Use Applications button. If the
loading fails, then the view reports Couldn't load your usage stats. and
offers the Retry button. For the roles without an analytics permission, the
view carries the My Usage title with the Your personal APl usage subtitle
and shows your personal usage only. The export buttons as well as the
Usage by Tenant, Top Models, and Recent Guardrail Events areas do not
appear then.

For the Finance role, the view has the My usage title and shows its own
usage only.
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3.3.2 Recent chats

Recent chats

All projects Any model Active Archived

CONVERSATION WHEN MODEL PROJECT TURNS ACTIONS
Quote Muster GmbH Today 09:41 claude-sonnet-4-5 Quotes 2026 14 Continue
Shorten chapter 3 Yesterday gpt-4o-mini Handbook new edition 6 Continue

Q2 market figures 8/4/2026 mistral-large Market watch 21 Continue

Figure 54: Recent chats view

The Recent chats view shows all your previous conversations, newest first. You
continue a conversation or open its project.

The following information is available:

Description

Conve
rsatio
n

When

Model

Projec

Turns

Action
s

Title of the conversation as a link. A click on the link opens the
conversation. If the conversation does not carry a title yet, the column
shows Untitled chat.

Time of the last change. On the same day the column shows Today, on
the previous day Yesterday, within the last seven days d ago, and before
that the date.

Model the conversation last used. If no model is stored, the column shows

Project the conversation belongs to. If the conversation belongs to no
project, or the name of the project cannot be resolved, the column shows

Number of exchanges in the conversation. As long as the list does not
supply the number, the column shows —.

Row actions of the conversation. The following table lists them.
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The following options are available:

Option Description

New chat
button

Search
conversatio
ns... input
field

All projects
drop-down
list

Any model
drop-down
list

Status drop-
down list

Continue
row action

Share to
project feed
row action

Remove
from project
feed row
action

Rename row
action

Archive row
action

Opens a new conversation. If you opened the view from a project,
the button carries the label New project chat and the new
conversation belongs to that project.

Searches the conversations. In the Active view, Myra Al Workspace

searches on the server from two characters on and therefore also in

the content of the conversations. In the Archived view, the search
filters the rows already loaded by title, model, and project.

Shows the conversations of the selected project only. The drop-
down list carries the projects of the loaded conversations.

Shows the conversations of the selected model only. The drop-
down list carries the models of the loaded conversations.

Switches between Active and Archived. The Archived view carries

its own list with its own load-more. The Archive row action is
replaced by Restore there.

Opens the conversation and continues it.

Makes the conversation visible in the feed of its project. Myra Al

Workspace reports Shared to project feed. The row action appears

for a conversation that belongs to a project only, and not in the
Archived view.

Takes the conversation back out of the feed of its project. Myra Al
Workspace reports Removed from project feed. The row action
takes the place of Share to project feed as soon as the
conversation is shared.

Replaces the title in the row with an input field. The title holds 255
characters at most. The Enter key applies the title, the Esc key
discards the change.

Takes the conversation out of the Active view. It is available in the
Archived view afterwards.
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Option Description

Restore row Brings the archived conversation back into the Active view. The row

action action appears in the Archived view only.
Delete row Opens the Delete this conversation? This can't be undone.
action confirmation. After the confirmation, Myra Al Workspace removes

the conversation from every list.

Load more Loads the next page of the list. The button appears only while
button further conversations are available. While loading, it carries the label
Loading....

A dot behind the title marks a new scheduled result that you have not
opened yet. The dot carries the note New scheduled result and disappears
as soon as you open the conversation.

If no conversation exists yet, the view shows No conversations yet. In the
Archived view it shows No archived conversations. If a search or a filter
returns no result, the view shows No matches.

If the list cannot be loaded, the view shows Couldn't load your chats. and
offers the Retry button. If the search fails, the view shows Search failed.

Please try again. with the Retry button as well. If the load-more fails, the
button carries the label Couldn't load more — retry.
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3.3.3 Analytics

CostAnalytics  Live Monitor

Spend breakdown by tenant, gateway, provider, model, and user Today | Last7days | ((Last30days )

30-Day Overview @ Cost = Requests

/_\/—\/\/\/\\/\,_,/

Pso 210ms | Pos 640ms P99 9B0MS  Latency percenties (non-blocked)

TOTAL SPEND CACHE SAVINGS TOTAL REQUESTS

€10.86 €1.94 512

Last 30 days Last 30 days Last 30 days

ERROR RATE TOP SPENDER BUDGET WARNINGS
0,

1.8% muster-gmbh (o]

9 errors €10.86 this period tenants > 80% of budget

Export CSV | Export XLSX

(ByTenant ) | ByGatawy | | ByProvider | | ByMosel | | ByGhamel | | ByAgent | | By Usor

Conversations Messages Activeusers Newagents New projects New documents

128 96424 6 9 41

Tenant Breakdown — Last 30 days

ave
TENANT ~ REQUESTS COST  SHARE CACHE ERRORS BLOCKED {,Cr oo  BUDGET
nuster-gnbh 612 €10.86 emmm—100%  38% 18% 2 s98ms 1086 €4600

Figure 55: Cost Analytics view

The Analytics view shows the evaluations of the cost and the operation of the tenant.

The following tabs are available:

Tab Description
Cost Breaks the spend down by tenant, gateway, provider, model, and
Analytics user.

Live Monitor Shows the running requests in real time.

For the Al Manager role, the entry opens the Cost Analytics view without a
tab bar. The Live Monitor tab does not appear for it. For the Finance role,
the Analytics entry does not appear. For it, the Costs group of the
Settings area shows the cost per user.
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The following sections describe the view in detail:

Cost Analytics tab
Cost Analytics breakdowns
Detail panel of a tenant

Live Monitor tab

3.3.3.1 Cost Analytics tab

CostAnalytics  Live Monitor

Spend breakdown by tenant, gateway, provider, model, and user EUREv | | Today | Last7days = ( Last30days )

30-Day Overview BCost —Requests

/\/\/\/\/\/\\/

Pso 210 ms P95 640 ms P99 980 ms Latency percentiles (non-blocked)

TOTAL SPEND CACHE SAVINGS TOTAL REQUESTS

€10.86 €1.94 512

Last 30 days Last 30 days Last 30 days

ERROR RATE TOP SPENDER BUDGET WARNINGS

0,

1.8% muster-gmbh o

9 errors €10.86 this period tenants = 80% of budget
Group ‘ Al (worksp: ‘ O Fiter tenants ‘

Export CSV  Export XLSX

((By Tenant By Gateway By Provider By Model By Channel By Agent By User

ations Messages  Activeusers Newagents New projects New documents

128 96424 6 9 4

Tenant Breakdown — Last 30 days

AVG
TENANT REQUESTS COST  SHARE CACHE ERRORS BLOCKED {,p c.  BUDGET
ter-gnbh 512 €10.86 eom— 100% 38% 18% 2 398ms cose ©4a600

Figure 56: Cost Analytics tab

The Cost Analytics tab breaks the spend down by tenant, gateway, provider, model,
channel, agent, and user. The header holds the selection list of the currency and the
tabs of the period.

The following metric areas are available:

Metric Description

Total Cost of all requests of the selected period.
Spend
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Metric Description
Cache Amount that the hits in the prompt cache saved.
Savings
Total Number of the requests of the selected period.
Request
s
Error Share of the failed requests. The subline names the number as errors.
Rate
Top Tenant with the highest cost. The subline names its cost with the this

Spender period addition. If no data is available, then the area shows No data.

Budget Number of the tenants that reached 80% of their budget. The subline
Warning reads tenants 2 80% of budget.
s

Below the metric areas, the tab shows the 30-Day Overview chart with the cost and
the requests per day, and the latency percentiles p50, p95, and p99 with the Latency
percentiles (non-blocked) label.

The following activity counters are available:

Counter Description

Conversations Number of the chat sessions of the period.
Messages Number of the messages sent.

Active users Number of the people with at least one request.
New agents Number of the agents newly created.

New projects Number of the projects newly created.

New documents Number of the documents newly created.

The following options are available:

Option Description

Currency in which the view states the amounts.
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Option Description

Currency selection
list

Today, Last 7 days,
and Last 30 days
tabs

Group selection list

Anonymized
(aggregate only)
check box

Filter rows input
field

Export CSV button

Export XLSX
button

Period of the evaluation. The period applies to the metric
areas, the activity counters, and all breakdowns.

Restricts the evaluation to one group. The All (workspace)

entry removes the restriction.

If the check box is selected, then the breakdown by user
shows no email addresses, and the export contains no
personal rows. The check box is selected by default.

Restricts the rows of the selected breakdown to a search
term. The of display names the number of the hits, and the

Clear button removes the filter.

Downloads the rows of the selected breakdown as a CSV file.

Downloads the rows of the selected breakdown as an Excel

file.

3.3.3.2 Cost Analytics breakdowns

By Gateway

By Tenant )

TENANT
muster-gmbh 512
beispiel-ag 244

probe-kg 86

REQUESTS COST

By Provider

Tenant Breakdown — Last 30 days

SHARE

€10.86 co—————

€377 ==

€230 =

By Model

64%

22%

By Channel

By Agent

By User

CACHE ERRORS BLockep AVO

38%

21%

6 12%

1.8%

2

LATENCY

398 ms

355 ms

612 ms

BUDGET

€10.86 €46.00
——

©3.77 €4.60
—

unlimited

Figure 57: Tenant breakdown
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The following breakdowns are available:

Brea Columns
kdow

n

By Tenant, Requests, Cost, Share, Cache, Errors, Blocked, Avg Latency,
Tena and Budget. If the tenant holds no budget, then the Budget column shows
nt the value unlimited.

By Gateway, Tenant, Requests, Cost, Share, Cache, Errors, Blocked, and
Gate Avg Latency.

way

By Provider, Models, Requests, Cost, Share, and Avg Latency.

Provi

der

By Model, Provider, Requests, Input tokens, Output tokens, Cost, Share,

Mode and Avg Latency.

By Channel, Requests, Input tokens, Output tokens, Cost, Errors, and Avg
Chan Latency. The channelis Ul (chat), API key, or Agent.

nel

By Agent, Invocations, Conversations, Distinct users, and Cost. Above the
Agen table, the breakdown shows the Calls over time chart.

t

By User, Requests, Cost, Share, Cache, Errors, Blocked, and Avg Latency.
User

The Share column presents the share of the row in the total cost of the breakdown as a
bar.
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3.3.3.3 Detail panel of a tenant

36

$10.8612

Figure 58: Detail panel of a tenant

The detail panel opens when you click a row in the By Tenant breakdown. The header
names the tenant as well as its plan and its budget with the budget period.

The following information is available:

Entry Description

Request Metrics of the tenant in the selected period.
s, Cost,

and Avg

Latency

Budget Share of the budget consumed. The area appears only for a tenant with
Utilizatio a budget.
n

Cost - Course of the cost of the last 30 days.
Last 30
Days
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Entry Description
Top Most used models with the Model, Requests, Cost, and Avg Latency
Models columns.

Monthly Cost per month with the Month and Spend columns.
Spend

Anthropi Usage of the Anthropic API with the Input Tokens, Output Tokens,

c Usage Cache Read, Web Searches, and Total Cost metrics as well as the

(API) Date, Model, Tier, Input, Output, Cache Read, and Cost table
columns. The Authoritative label stands for numbers from the provider
account, the Estimated label for calculated numbers.

Entry Time of the last synchronization with the Anthropic API. Without a
Last synchronization it states never.
synced:

The following options are available in the detail panel:

Option Description

Close icon Closes the detail panel.

If no usage data of the Anthropic APl is available yet, then the area reports
No usage data yet. Syncs hourly once an admin key is configured.
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3.3.3.4 Live Monitor tab

LAST MINUTE

nnnnnn

8/15/2026, 2:31:52 P

8/15/2026, 2:31:47 P
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8/15/2026, 2:31:52 P
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Figure 59: Live Monitor tab
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The Live Monitor tab shows the running requests in real time and refreshes itself. The
header names the time of the last refresh as well as the state of the auto-refresh as on

or paused.

The following information is available:

Area Description

Requests/

min

Last
minute,
Last hour,
and Today

Tenants —
Today

Myra Al Workspace - Tenant Manual - V2.5

Course of the requests per minute over the last samples. The now
addition names the current value.

Metrics of the respective period: Requests, Cached, Blocked,
Scrubbed, Flagged, Cost, Saved, Avg latency, Provider ms, Input
tokens, and Output tokens.

Usage per tenant with the Tenant, Requests, In Tokens, Out
Tokens, Cost, and Quota Left columns. If the tenant holds no
budget, then the Quota Left column shows the value no limit.
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Area Description

Last10 Last requests with the Time, Tenant, Provider, Model, Status, In,

Requests Out, Cost, Saved, Latency, and Prov ms columns. The blocked
label stands for a blocked request, the cached label for a response
from the cache.

Recent Last hits of the content rules.

Guardrail

Events

The following options are available:

Option Description

Tenant selection Restricts the display to one tenant. The All tenants entry
list removes the restriction.

Interval selection Interval of the auto-refresh:1s,2s,3s,5s,10s, or 30 s.
list

Il Pause button Stops the auto-refresh. After that, the button carries the p
Resume label.

U Refresh button  Loads the values again immediately.

If no request is available yet, then the tab reports No requests yet.

If no data is available for the selected period, then the view reports No data
for this period. If the loading fails, then the view reports Failed to load
analytics.
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3.3.4 Feedback

Content Reports ...

User-submitted reports of inappropriate or inaccurate model output.

( All /\D Open Triaged Dismissed

WHEN REPORTER REASON STATUS PREVIEW
8/15/2026,11:03:52 AM alex.muster@beispiel.de Inaccurate Open The answer states a wrong deadline ... v X
8/13/2026, 8:27:19 AM sam.beispiel@beispiel.de Offensive Triaged The paragraph contains an insult .. X O

Figure 60: Content Reports view

In the Feedback group, the Reports tab is available to you. It lists the reports that
users submitted about inappropriate or inaccurate model output. You accept or reject
each report. The Inbox and Sessions tabs do not appear for your role.

The tab carries this note: User-submitted reports of inappropriate orinaccurate
model output. The heading carries the open label while open reports exist.

The following information is available:

Column Description

When Time at which the report came in.

Report Email address of the person who reported. Without an address, the
er column shows —.

Reason Offensive, Unsafe advice, Inaccurate, or Other.
Status Open, Triaged, or Dismissed.
Preview First 120 characters of the message reported. A longer text ends with

three dots.

The following options are available:

Option Description

All, Open, Triaged, Limit the list to one status.
Dismissed buttons
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Option Description
Row of the table Expands the details of the report and collapses them

again.

Mark triaged row action  Sets the status to Triaged. The row action does not
appear for a report triaged already.

Dismiss row action Sets the status to Dismissed. The row action does not
appear for a report dismissed already.

Reopen row action Sets the status to Open. The row action does not appear

for a report that is open already.

The row expanded contains the following information:

Entry Description

Reporter Text that the person who reported entered. The entry appears only if a
notes note is available.

Reported Complete text of the model output reported. Without a text, the entry
message shows (empty).

ID: ID of the report. After it, Message: and Conversation: show the 1Ds of
the message and the conversation, if they are available.

If no report exists, the tab shows No reports yet. With a filter set, it shows
No reports with status “”. If the load or the change fails, the tab shows
Failed to load reports. or Failed to update report.

For the Al Manager and Finance roles, the Feedback entry does not
appear.
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3.4 Settings

3.4.1 Approvals

Personal Agents Tool reviews Configurations

My Approvals

Workflow runs waiting for your decision.

Review quote

Requested by: Kim Probe « Decide by: in 2 days « Cost so far: €0.42
Step: Price approval » Run: #a1b2c3d4

Weekly report

Requested by: Kim Probe + Decide by: in 3 days - Cost so far: €018
Step: Send to customer + Run: #e5f6a7b8

Figure 61: My Approvals view

In the Approvals group, you decide on the runs, deliveries, and changes that wait for an
approval. You approve, deny, or annotate each review individually.

The following options are available:

Tab Description

Perso  Shows the workflow runs that wait for your decision.
nal

Agent Shows the scheduled agent runs whose delivery requires human approval

s before it is sent. Myra Al Workspace never delivers denied or expired holds.
Tool Shows the pending governance and moderation reviews. A tool review
appro holds an unattended agent run at a gated tool. A flagged prompt or output
vals is an interaction that a guardrail marked for review.

Config Shows the changes to the prompt library and to the agents of the
uratio organisation that require an approval before they take effect.
ns
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For the Al Manager role, the Agents and Tool approvals tabs do not
appear. For the Finance role, no tab bar appears. The view lists only the
workflow runs that wait for its decision.

The following sections describe the view in detail:

Personal tab

Approve this workflow run? page

Agents tab

Tool approvals tab

Approve review dialog and Deny review dialog
Configurations tab

3.4.11 Personal tab

Personal Agents Tool reviews Configurations

My Approvals

Workflow runs waiting for your decision.

Review quote

Requested by: Kim Probe « Decide by: in 2 days - Cost so far: €0.42
Step: Price approval « Run: #a1b2c3d4

Weekly report

Requested by: Kim Probe « Decide by: in 3 days - Cost so far: €018
Step: Send to customer » Run: #e5f6a7b8

Figure 62: Personal tab

The tab carries this note: Workflow runs waiting for your decision. It lists each
waiting run as an entry of its own.

The following information is available for each entry:

Entry Description

Workflow whose run waits for your decision. The name is in the first line
of the entry.
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Entry Description

Name of
the
workflow

Request Person who started the run. Without a name, the email address
ed by appears, otherwise —.

Decide Time left until the approval expires, for example in 3 hours. The pointin
by time appears as a hint when you point at the entry. Without a deadline,
the entry shows —.

Costso Costs that the run caused up to the approval step.
far
Step Name of the approval step in the workflow. The technical key appears as

a hint when you point at the entry.

Run Short form of the run ID with a leading number sign, for example
#a1b2c3d4. The complete ID appears as a hint when you point at the
entry.

The following option is available:

Option Description

Entry of the list Opens the Approve this workflow run? page.

If no approval waits for you, the view shows You have no approvals
waiting. If the list cannot be loaded, the view shows Could not load your
approvals.

The list contains only the runs in which you are the named approver. A run
for which another person decides does not appear here.
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3.4.1.2 Approve this workflow run? page

Back to approvals

Approve this workflow run?

Workflow
Angebot prifen
Requested by
Kim Probe

Run reference
#alb2c3d4
Approval step
Freigabe Preis
Cost so far
€0.42

Decide by

in 2 days

This run masked personal data; delivery stays blocked until it is cleared.

What was produced so far

Angebot entwerfen
Dear Ms Muster, we are pleased to offer you the following terms for the maintenance of your
plantin 2026.

Preis prifen

List price €4,800.00 - Discount 8% « Final price €4,416.00

» Technical details

Reject

Figure 63: Approve this workflow run? page
The page collects the information that you need for the decision.

The following information is available:

Entry Description

Workflow Name of the workflow from which the run comes.

Requested by Person who started the run.

Run reference Short form of the run ID, for example #a1b2c3d4. The complete

ID appears as a hint when you point at the entry.
Approval step Name of the step at which the run waits.
Costsofar Costs that the run caused up to this step.

Decide by Time left until the approval expires.
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Entry Description

What was Output of the steps that ran already, each under the name of its
produced so step.

far

Technical Collapsible area with the complete state of the run in JSON
details format.

The following options are available:

Option Description

Back to Returns to the list without a decision.
approvals link

Approve button Continues the run and shows Approved — the run will
continue. While the decision is sent, the button has the
Submitting... label.

Reject button Shows the Reason for rejection input field.

Reason for Takes the reason for the record, at most 1,000 characters. The
rejection input entry is required.

field

Confirm Ends the run and shows Rejected — the run was ended. The

rejection button button is disabled while no reason is entered.

Cancel button Discards the reason and hides the input field again.

If the run masked personal data, the page shows This run masked personal
data; delivery stays blocked until it is cleared.

If no output is available yet, the page shows No step output to show yet. If
the output cannot be prepared for reading, the page shows No readable
preview — see technical details below.
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If another approver decided already, Myra Al Workspace shows This run was
already decided. and returns to the list. Further messages are You are not
the approver for this run., This approval is no longer available to you.,
and Please enter a rejection reason (up to 1000 characters).

3.4.1.3 Agents tab

Personal Agents Tool reviews Configurations

Agent Approvals 1pending

Scheduled agent runs whose delivery requires human approval before it is sent. Denied or expired holds are never
delivered.

Pending Approved Denied Expired Completed

REQUESTED AGENT ACTION STATUS DELIVERY EXPIRES

8:12 AM Wochenbericht Email to team@beispiel.de Pending - in 21 h v X
yesterday Marktlage Webhook to ops.beispiel.de Approved Delivered -

6/12/2026 Angebot Mattermost to #vertrieb Denied - -

Figure 64: Agents tab

The tab carries this note: Scheduled agent runs whose delivery requires human
approval before it is sent. Denied or expired holds are never delivered.

The following information is available:

Column Description

Request Time at which the run requested the approval.

ed

Agent Name of the agent. Without a name, the technical key of the agent
appears.

Action Short description of the delivery, for example the dispatch by email,

webhook, or Mattermost.
Status Pending, Approved, Denied, Expired, or Completed.

Delivery
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Column Description

State of the delivery after the decision. While no state is available, the
column shows =—.

Expires Time at which the approval expires. For an approval decided already, the

column shows —.

The following options are available:

Option Description

All, Pending, Approved, Denied, Limit the list to one status.
Expired, Completed buttons

Approve row action Approves the delivery. The scheduler delivers it
on its next run and re-checks each egress
gate.

Deny row action Denies the delivery. Myra Al Workspace never
delivers it.

The row actions are available for a pending approval only. A pending
approval that nobody decides within 24 hours expires and counts as denied.

The heading carries the pending label while pending approvals exist. If no
approval exists, the tab shows No delivery approvals yet. With a filter set, it
shows No approvals with status “”. If the load or the decision fails, the tab
shows Could not load approvals. or Could not record the decision.
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3.4.1.4 Tool approvals tab

Personal Agents Tool reviews Configurations

Reviews iwenang

Pending governance and moderation reviews. A tool review holds an unattended agent run at a gated tool; a flagged
prompt or output is an interaction a guardrail marked for review. Approve, deny, or annotate each.

All Pending Approved Denied Expired Completed
Tool gate Flagged prompt Flagged output
REQUESTED KIND AGENT SUBJECT STATUS NOTE EXPIRES
9:05 AM Tool gate Wochenbericht send_mail Pending - in 22 h v X
7:31 AM Flagged output Marktlage trc_alb2c3d4 Approved reviewed -
yesterday Flagged prompt - trc_e5f6a7bs Denied breach -

Figure 65: Tool approvals tab

The tab carries this note: Pending governance and moderation reviews. A tool
review holds an unattended agent run at a gated tool; a flagged prompt or output
is an interaction a guardrail marked for review. Approve, deny, or annotate each.

The following information is available:

Colum Description

n

Reque Time at which the review was requested.
sted

Kind Tool gate, Flagged prompt, or Flagged output.
Agent Name of the agent. Without an agent, the column shows —.

Subje For a tool gate, this column gives the names of the gated tools. For a
ct flagged prompt or output, it gives the trace reference of the interaction.

Statu Pending, Approved, Denied, Expired, or Completed.

Note Note that the deciding person left. Without a note, the column shows —.

Expire Time at which the review expires. For a review decided already, the column
s shows —.
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The following options are available:

Option Description

All, Pending, Approved, Denied, Expired, Limit the list to one status.
Completed buttons

All kinds, Tool gate, Flagged prompt, Flagged Limit the list to one kind.

output buttons

Approve row action Opens the Approve review
dialog.

Deny row action Opens the Deny review
dialog.

For a flagged prompt or output, the list never shows the text of the
interaction, only its trace reference. The reference carries this note:
Interaction trace reference — correlate it in Request Logs. You see the
content in the Request Logs view, which has its own access controls.

If no review exists, the tab shows No reviews yet. With a filter set, it shows
No reviews match the current filters. If the load or the decision fails, the
tab shows Could not load reviews. or Could not record the decision.
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3.4.1.5 Approve review dialog and Deny review dialog

Approve review

Gated tool(s): web_search, send_mail

Annotation (optional)

Add a note for the record...

Figure 66: Approve review dialog
Both dialogs take the decision together with an annotation for the record.

The following information is available in the dialog:

Entry Description

Subject of the For a tool gate Gated tool(s): , for a flagged interaction Flagged
review interaction:.

The following options are available in the dialog:

Option Description

Annotation Takes a note for the record, at most 4,096 characters. The
(optional) input field note then appears in the Note column.

Approve button Approves the review. For a tool gate, the agent run runs the
tool on the next sweep.
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Option Description

Deny button Denies the review. For a tool gate, the tool gets a denial
result and the run continues.

Cancel button Closes the dialog without a decision.

A pending tool gate that nobody decides within 24 hours expires. The agent
run then ends failed.

3.4.1.6 Configurations tab

Personal Agents Tool reviews Configurations

Config Approvals s

Changes to the organisation’s prompt library and agents that require a second administrator’'s approval before they take
effect. The requester can never approve their own change; agent changes are re-checked against current residency rules
at approval time.

All Pending Applying Applied Denied Apply failed Expired

REQUESTED CHANGE ITEM STATUS EXPIRES

10:02 AM Update « Prompt library Angebotsbaustein Pending in 20 h v X
8:47 AM Create - Agent Wochenbericht Pending in 19 h Your request X
yesterday Delete - Agent schedule - Applied -

Figure 67: Configurations tab

The tab carries this note: Changes to the organisation's prompt library and agents
that require a second administrator's approval before they take effect. The
requester can never approve their own change; agent changes are re-checked
against current residency rules at approval time.

The following information is available:

Colu Description

mn

Time at which the change was submitted.
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Description

uest
ed

Cha Kind of the change and object affected, for example Update - Prompt
nge library. As the change, Create, Update, Delete, and Restore appear. As the
object, Prompt library, Agent, Agent schedule, or Project.

Item Name of the entry affected. Without a name, the column shows —.

Stat Pending. Applying. Applied, Denied, Apply failed, or Expired.
us

Expi Time at which the approval expires. For an approval decided already, the
res column shows —.

The following options are available:

Option Description

All, Pending, Applying, Applied, Limit the list to one status.

Denied, Apply failed, Expired

buttons

Approve row action Applies the change. Myra Al Workspace
applies it in one step and sets the status to
Applied.

Deny row action Discards the change. The entry stays
unchanged.

Your request label Marks a row that you submitted yourself. The

Approve row action does not appear there.

Myra Al Workspace enforces the four-eyes principle server-side. The
requester never approves their own change. The Deny row action stays
available to them so that they can withdraw the request.
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® Myra Al Workspace re-checks an agent change against the current
residency rules at approval time. If the change cannot be applied, the row
carries the Apply failed status.

©) If no approval exists, the tab shows No config approvals yet. With a filter
set, it shows No approvals with status “”. If the load or the decision fails,
the tab shows Could not load approvals. or Could not record the
decision.
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3.4.2 Preferences

My preferences My Commands My PIl configuration

Preferences

How the workspace behaves for you — language, currency, chat behaviour, and your default model.

General

Display currency | EUR |
Enterkey ‘)
Default model | Auto (cheapest available) |

Personal Al preferences

These notes are added to every chat — they're not a question. Tell us about you or how you'd like replies written.
What should | call you? What best describes your work?

Alex ‘ Engineering v

How should the Al respond to you?

e.g. Always include unit tests when | ask for code.

Optional. Add specific preferences for how replies are written. Example: "Always include unit tests when | ask for code.”

Figure 68: Preferences view

In the Preferences group you set how Myra Al Workspace behaves for you. The settings
apply to your user account only. Below the heading, the How the workspace behaves
for you — language, currency, chat behaviour, and your default model. note
appears.

The following options are available:

Tab Description

My Sets the language, the currency, the chat behaviour, and your default
preferenc model.

es

My Shows the slash-commands available in chat — your own plus any
Comman shared with you.

ds

Myra Al Workspace - Tenant Manual - V2.5 147



U MYRA

3.4.2Preferences

Tab Description

My PII Masks the words and phrases you list here in your messages before
configura theyleave Myra, in addition to the detectors for personal data

tion configured at the gateway.

The following sections describe the view in detail:

My preferences tab
My Commands tab

Command — / dialo

Version history — / dialo

Share / dialog
My PIl configuration tab

3.4.2.1 My preferences tab

My preferences My Commands My Pll configuration

Preferences

How the workspace behaves for you — language, currency, chat behaviour, and your default model.

General

Display currency | EUR |
Enter key c
Default model | Auto (cheapest available) \

Personal Al preferences

These notes are added to every chat — they're not a question. Tell us about you or how you'd like replies written.
What should I call you? What best describes your work?

Alex ‘ ‘ Engineering v

How should the Al respond to you?

e.g. Always include unit tests when | ask for code.

Optional. Add specific preferences for how replies are written. Example: "Always include unit tests when | ask for code.”

Figure 69: My preferences tab

The tab carries the General and Personal Al preferences areas.
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The following options are available in the General area:

Option Description

Language
drop-down list

Display
currency drop-
down list

Press Enter to
send
messages
checkbox

Default model
button

Language of the interface: English or Deutsch. Myra Al
Workspace changes the interface immediately and saves the
choice in the user account, so that emails and notifications also
follow this language.

Currency in which the app shows budgets and costs: USD $ or
EUR €. The drop-down list carries this note: Budgets and costs
are shown in this currency across the app. Independent of
your language, and a display setting only — amounts are
stored and enforced in USD.

Behavior of the Enter key in chat. If the checkbox is selected, the
Enter key sends the message. If it is not selected, the Enter key
adds a line break and the Ctrl+Enter key combination sends.

Opens the model picker. Without a choice, the button shows Auto
(cheapest available). The button carries this note: New chats
start with this model unless a project or the message model
picker overrides it. Falls back to the cheapest available model
when unset or unavailable.

The following options are available in the Personal Al preferences area:

Option Description

What should I call

you? input field

What best
describes your

work? drop-down

Name that the Al uses for you, at most 64 characters.

Field of work, for example Product Management,
Engineering, or Legal. Without a choice, the drop-down list
shows — Not set —.

list

How should the Al Permanent instructions for the style of the replies, at most
respond to you? 5,000 characters. Below the field, the / 5000 counter
input field appears.

Myra Al Workspace - Tenant Manual - V2.5 149



U MYRA

3.4.2Preferences

Option Description

Save preferences Saves the three entries and shows Saved. New chats use
button these preferences. The button is disabled while no entry is
changed or the instructions are too long.

The General area saves each entry immediately. The Personal Al
preferences area saves only with the Save preferences button. The note
of the area is: These notes are added to every chat — they're nota
question. Tell us about you or how you'd like replies written.

From 4,000 characters, the counter adds the long instructions may crowd
out conversation context note. From 5,000 characters, the area shows
Instructions exceed 5000 characters. and does not save.

3.4.2.2 My Commands tab

My preferences My Commands My PII configuration

My Commands

Slash-commands available in chat — your own plus any shared with you.

Commands are reusable slash-command templates (like /translate) that you type into the chat to insert a prepared prompt. They're different from the
prompt examples on the chat start screen, which are one-tap suggestions for starting a conversation.

Personal commands New command

Your own slash-command shortcuts. Visible only to you; you can edit and delete them.

’ Search commands.. ‘ All categories ¥

COMMAND CATEGORY DESCRIPTION TEMPLATE
/uebersetzen Editorial Translates a paragraph Translate to {{language}}: {{text}} ® 2 9O K W
/zusammenfassen Sales Summarises a note Summarise in five points: {{text}} ® Z 9 K @

Shared commands

Slash commands defined for your tenant. Read-only here — ask a tenant admin to change them.

COMMAND DESCRIPTION TEMPLATE

/angebot Writes a quote paragraph Write a quote for {{customer}} ®

Figure 70: My Commands tab
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The tab carries this note: Commands are reusable slash-command templates (like /
translate) that you type into the chat to insert a prepared prompt. It contains the
Personal commands and Shared commands sections.

The following information is available in both sections:

Description

Comm Name of the slash-command with a leading slash, for example /translate.
and

Categ Category of the command. Without a category, the column shows —. The
ory column appears in the Personal commands section only.

Descri Short description that appears in the picker of the chat. Without a
ption description, the column shows —.

Templa Prompt of the command. The column truncates long templates. The View
te row action shows them in full.

The following options are available:

Option Description

New command Opens the New Command dialog.
button

Search Searches in the personal commands.
commands... input

field

Filter by category Limits the list to one category. The drop-down list contains
drop-down list the categories of the shown commands and the All
categories entry.

View row action Opens the Command - / dialog. The row action is in each row
of both sections.

Edit row action Opens the Edit Command dialog. The row action is available
for your own command only.

Versions row Opens the Version history — / dialog. The row action is
action available for your own command only.
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Option Description

Share row action Opens the Share / dialog. The row action is available for your
own command only.

Delete row action Opens the Delete this command? confirmation. The row
action is available for your own command only.

Manage tenant Opens the tenant view in which the shared commands are

commands button  maintained. The button appears for the Tenant administrator
role only.

Shared with you Marks a row that another person shared with you. Such a row

label carries the View row action only.

The Personal commands section carries this note: Your own slash-
command shortcuts. Visible only to you; you can edit and delete them.
The Shared commands section carries this note: Slash commands
defined for your tenant. Read-only here — ask a tenant admin to change
them.

If no own command exists yet, the section shows No commands yet.
Create one to use /commandname shortcuts in chat. If the search finds
nothing, the section shows No matches for "". If no shared command
exists, the section shows No shared commands defined for this tenant
yet.
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3.4.2.3 Command - / dialog

Command — /fangebot

Description
Creates an offer paragraph

Template

Write an offer for {{customer}} at the price level
{{level}}.

Variables detected: customer, level

Figure 71: Command dialog
The dialog shows a command in full, including a shared one.

The following information is available in the dialog:

Entry Description

Descripti Short description of the command. Without a description, the entry
on shows —.

Template Complete prompt of the command without truncation.

Variables Placeholders of the form {{variable}} thatthe chat asks for on each
detected: call. The entry appears only if the template contains a placeholder.

The following option is available in the dialog:

Option Description

Close button Closes the dialog.
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3.4.2.4 Version history — / dialog

Version history — /angebot

VERSION COMMAND TEMPLATE
v3 /angebot Write an offer for {{customer}} at the price level ... )
v2 /angebot Write an offer for {{customer})}. D)
vl /offerte Write an offer. )

Figure 72: Version history dialog
The dialog lists the earlier versions of your own command.

The following information is available in the dialog:

Column Description

Version Number of the version in the form v.
Command Name of the command at the time of this version.
Template Prompt of this version, shown truncated.

The following option is available in the dialog:

Option Description

Restore Opens the Restore version v? This creates a new version with the
row action restored content. confirmation. After the confirmation, Myra Al
Workspace shows Version restored.

If no earlier version exists yet, the dialog shows No version history yet. The
restore deletes no version. It creates a new version with the old content.
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3.4.2.5 Share / dialog

Share /angebot

Share this prompt with selected users in your organization. They can
use it read-only; only you can edit, restore, or delete it.

Add a user by email

name@beispiel.de Add member
anna.muster@beispiel.de Remove
bernd.beispiel@beispiel.de Remove

Cancel Save sharing

Figure 73: Dialog for sharing a command

The dialog gives selected users access to your own command. It carries this note:
Share this prompt with selected users in your organization. They can use it read-
only; only you can edit, restore, or delete it.

The following options are available in the dialog:

Option Description

Add a user by email Takes the email address of the person. The Add member
input field button puts the person on the list.

Remove button Takes the person off the list.

Save sharing button  Applies the list. While the list is saved, the button has the
Saving... label.

Cancel button Closes the dialog without changing the sharing.
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If the command is not shared yet, the dialog shows Not shared with
anyone yet. If the email address belongs to no user account, the dialog
shows User not found. They must have an account first.

3.4.2.6 My Pll configuration tab

My preferences My Commands My PIl configuration

My PIlI configuration

Words and phrases you list here will be masked in your messages before they leave Myra, in addition to the gateway's pre-
configured Pll detectors.

Add a keyword

e.g. ProjectAtlas, ClientXYZ, ... ‘

Case-sensitive
Whole word only

ADD A KEYWORD CASE-SENSITIVE WHOLE WORD ONLY
ProjectAtlas / / W
ClientXyz - v o

Figure 74: My PIl configuration tab

The tab carries this note: Words and phrases you list here will be masked in your
messages before they leave Myra, in addition to the gateway's pre-configured PII
detectors.

The following options are available:

Option Description

Add a keyword Takes the word or the phrase, at most 200 characters.
input field

Case-sensitive Masks the keyword only in the spelling that you entered.
checkbox
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Option Description

Whole word only Masks the keyword only as an independent word, not as part
checkbox of a longer word.

Add button Puts the keyword on the list.

Add a list input Takes up to 20 words, one word per line. The field appears for
field the Tenant administrator role only.

Add list button Applies the entered words. While the words are applied, the

button has the Adding... label.

Upload .txt file Reads a text file with one word per line. Myra Al Workspace
button scans the file for malware before it reads the file.

Delete row action Removes the keyword from the list.

The following information is available:

Column Description

Add a keyword Word or phrase that Myra Al Workspace masks.
Case-sensitive Check mark if the spelling must agree, otherwise —.

Whole word only Check mark if only the whole word is masked, otherwise —.

If no keyword exists yet, the tab shows No personal keywords yet.
Anything you add will be replaced with [MYRA-CUSTOM.:...] tokens
before the model sees your message.

The list takes bare words only — no spaces, commands, or regular
expressions. The punctuation @ . - _ is permitted. Myra Al Workspace
reports each rejected entry with the reason, for example too long or
contains a disallowed character.
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3.4.3 Connections

MCP Connectors Chat Integrations
MCP Connectors
NAME SERVER URL AUTH CREATED

Knowledge base https:/mcp.beispiel.de/v1 Bearer token 7/22/2026

Ticket system https:/tickets.beispiel.de/mcp Header 6/30/2026

Figure 75: MCP Connectors view

The following options are available:

Tab Description

MCP Connects servers for the Model Context Protocol (MCP) so the Al calls
Connector external tools in the chat.

s

Chat Connects Mattermost, Slack, or Microsoft Teams to an agent so your
Integratio team speaks to the agent from these platforms.

ns

For the Al Manager and Finance roles, the Connections group opens the
My MCP connectors view directly. A tab bar and the Chat integrations tab
do not appear for them. The Finance role creates no own MCP connectors.

The following sections describe the view in detail:

B MCP Connectors tab

B Connectordirectory dialog
B ChatIntegrations tab
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3.4.3.1 MCP Connectors tab

MCP Connectors Chat Integrations
MCP Connectors
NAME SERVER URL AUTH CREATED

Knowledge base https:/mcp.beispiel.de/v1 Bearer token 7/22/2026

Ticket system https:/tickets.beispiel.de/mcp Header 6/30/2026

Figure 76: MCP Connectors tab

The tab lists the connectors of the tenant. It carries the note Connect to Model
Context Protocol servers so the Al can call external tools during chat.

The following information is available:

Column Description

Name Name of the connector. For a connector from the directory, the icon of
the service comes first.

Server Address of the MCP server that the connector calls.
URL
Auth Method with which the connector signs in to the server: Bearer,

Header, or None.

Created Date on which the connector was created.

The following options are available:

Option Description

Add from Opens the Connector directory dialog.
directory button

New connector Opens the New MCP Connector dialog.
button

Edit row action Opens the Edit MCP Connector dialog.

Delete row action
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Option Description

Opens the Delete this MCP connector? The model will no
longer have access to its tools. confirmation.

If no connector exists yet, the tab shows No MCP connectors yet. Add one
to give the Al access to external tools.

3.4.3.2 Connectordirectory dialog

Connector directory

Pick a service to pre-fill a connector. You'll register an OAuth app for it and your users authorize it once.

DeepWiki No sign-in needed

Look up documentation and answer questions about public GitHub repositories.
No sign-in required.

Summarize what a public GitHub repo does Ask a question about a repo's docs

GitHub One-time admin setup

a Access your repositories, issues, and pull requests.

List my open pull requests Summarize recent issues in my repo

Confluence Connects automatically
Search and read Confluence pages, and create or update them, in your

a team’s spaces. Configure existing
Search Confluence for our onboarding guide

Summarize this Confluence page

Use this callback URL in your OAuth app:  https://ai-gateway.example.com/admin/auth/mcp/callback

Figure 77: Connector directory dialog

The Connector directory dialog pre-fills a connector from a catalogue of known
services. The dialog carries the note Pick a service to pre-fill a connector. You'll
register an OAuth app for it and your users authorize it once.
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The following information is available for each service:

Entry Description

Name Service that the connector addresses, for example GitHub, Confluence, or
and Google Drive.
icon

Descr  Short description of what the Al does with this service.
iption

Exam  Two example tasks that work in the chat with this connector.
ples

Label No sign-in needed for a service without a sign-in, Connects
automatically for a service that registers itself on the first sign-in, and
One-time admin setup for a service for which an OAuth app is to be
registered.

The following options are available in the dialog:

Option Description

Configure button Opens the New MCP Connector dialog with the entries of the
service filled in.

Configure existing Opens the Edit MCP Connector dialog for the connector of
button this service that already exists.

Cancel button Closes the dialog without creating a connector.

The dialog gives the callback URL for the OAuth app: Use this callback URL
in your OAuth app: Enter this URL at the provider before the first person
signsin.
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3.4.3.3 Chat Integrations tab

MCP Connectors Chat Integrations

.
Chat Integrations
. Add connection
Let your team talk to an agent from Mattermost, Slack or Microsoft Teams. Paste the platform's

credentials, pick the agent that answers, and enable it.

PLATFORM WORKSPACE AGENT GATEWAY STATUS WEB SEARCH ALLTOOLS CREATED

Mattermost  muster-team  briefing produktion Enabled On Off 7/30/2026 [0 @ G o @]
W

Slack beispiel-ag protokoll  redaktion Disabled Off Off 8/4/2026 O ® b o

Figure 78: Chat Integrations tab

The tab lists the chat connections of the tenant. It carries the note Let your team talk
to an agent from Mattermost, Slack or Microsoft Teams. Paste the platform's
credentials, pick the agent that answers, and enable it.

The following information is available:

Description

Platfor Chat platform of the connection: Mattermost, Slack, or Microsoft
m Teams.

Worksp Identifier of the workspace on the platform, for example the Mattermost
ace team ID, the Slack team ID, or the Entra tenant ID.

Agent Agent that answers the messages from the chat.

Gatew Gateway through which the connection bills and enforces its requests.
ay

Status Enabled if the bot answers, otherwise Disabled.

Web On if the bot may search the web for its answers, otherwise Off.
search

All On if the bot may use the full toolset of its agent, otherwise Off.
tools

Date on which the connection was created.
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Description

The following options are available:

Option Description

Add connection
button

Enable row action

Disable row
action

Enable web
search row action

Disable web
search row action

Enable all tools
row action

Disable all tools
row action

Rotate token row
action

Delete row action

Opens the Add chat connection dialog.

Switches the bot on. The row action appears while the status is
Disabled.

Switches the bot off. The bot then stops answering, but the
connection stays.

Lets the bot search the web for its answers.

Takes the web search away from the bot.

Gives the bot the full toolset of its agent, that is running code,

fetching URLs, MCP connectors, and image generation.

Takes the tools away from the bot, except the web search.

Opens the Rotate bot token dialog.

Opens the Delete this chat connection? The bot will stop
answering and its access token is revoked. confirmation.

If no chat connection exists yet, the tab shows No chat connections yet.
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@ The tools run under the credentials of the person who owns the bot, and
anyone in the chat workspace triggers them. Enable All tools only if you
trust every member of this channel.
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3.4.4 Request Logs

RequeSt Logs Export CSV Export XLSX Refresh
3 entries
Tenant ‘ All tenants v ‘ Provider | All providers v ‘ Model ‘ eg.gpt-4o ‘ Status Blocked Guardrail outcome Limit

Until

Since | mm/dd/yyyy mm/dd/yyyy

TIME PROVIDER  MODEL STATUS IN OUT  CACHE COST LATENCY UPSTREAM  GUARDRAIL  DETECTORS FLAGS
4/2/2026, 9:41:02 AM anthropic claude-sonnet-4-5 200 1240 310 - $0.03  381ms 352ms 29 ms pii-protect scrubbed >
4/2/2026, 9:40:55 AM openai gpt-do-mini 200 620 148  BO%hit- T2k  $0.01 298ms 271ms - - cached >

| 4/2/2026, 9:38:11 AM anthropic claude-sonnet-4-5 400 0 0 - - 12ms - 8ms prompt_guard blocked >

Figure 79: Request Logs view

The Request Logs view records the requests to the gateways and shows the matching
trace for every request. The trace names the providers involved, the model used, the
tokens, the cost, and the latency. The subtitle names the number of the entries.

The following information is available:

Description

Time Time at which the gateway received the request.

Provi Provider that answered the request, for example anthropic.
der

Model Model that answered the request, for example gpt-4o.

Statu HTTP status code of the response, for example 200, 401, 429, or 500.

In Number of the input tokens of the request.
Out Number of the output tokens of the response.

Cach Share of the tokens read from the prompt cache, for example 80% hit. The
e note of the column names the cache write and cache read tokens.

Cost Cost of the request in US dollars.

Laten Total duration of the request in the gateway in milliseconds.
cy

Myra Al Workspace - Tenant Manual - V2.5 165



U MYRA

3.4.4Request Logs

Colu Description

mn

Upstr Duration of the request at the provider in milliseconds. If no duration is
eam available, then the column shows —.

Guar Duration of the guardrail check in milliseconds and its verdict.
drail

Detec Detectors that fired. From the third detector on, the column summarizes
tors the remaining ones as +.

Flags Labels of the request: cached, blocked, scrubbed, fallback, and
attempts.

The following filters are available:

Filter Description

Tenant selection list Restricts the list to one tenant. The All tenants entry
removes the filter.

Provider selection list Restricts the list to one provider. The All providers entry
removes the filter.

Model input field Restricts the list to one model, for example gpt-4o.

Status selection list Restricts the list to one status code: 200 0K, 400, 401,
429, or 500.

Blocked selection list The Blocked only entry restricts the list to the blocked

requests.
Guardrail outcome Restricts the list to one outcome of the guardrails: Any
selection list hit, Blocked, Scrubbed, or Flagged.
Limit selection list Maximum number of the loaded entries: 20, 50, 100, or
200.

Since and Until input Restrict the list to a period.
fields
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The following options are available:

Option Description

Refresh Loads the list again with the filters set.

button

Export CSV Downloads the filtered entries as a CSV file. During the export, the
button button carries the Exporting... label.

Export XLSX Downloads the filtered entries as an Excel file.

button

Row of the list Shows or hides the prompt and the response of the request.

View trace Opens the Request Trace area below the list. The icon appears
icon only for a request with a trace.

For the Al Manager and Finance roles, this view is not available. The group
does not appear in the Settings area.

The following sections describe the view in detail:

B Request details area
B Request Trace area

3.4.4.1 Request details area

TIME PROVIDER MODEL STATUS IN OUT CACHE COST  LATENCY UPSTREAM GUARDRAIL DETECTORS FLAGS
4/2/2026, 9:41:02 AM anthropic claude-sonnet-4-5 200 1240 310 - $0.03  381ms 352ms 29 ms pii-protect scrubbed >

Prompt (Pll scrubbed)

Summarize the contract of [MYRA-PII:PERSON] and name the notice period.
Contact: [MYRA-PII:EMAIL]

LLM response (PII tokens visible if echoed)
The contract runs for twelve months and renews for twelve months at a time. The notice period is three months before the end of the term.

4/2/2026, 9:40:55 AM openai gpt-40-mini 200 620 148 80% hit - T2k $0.01 298 ms 271ms - - cached >

Figure 80: Request details area

The area opens when you click a row of the list, and it shows the stored wording of the
request.
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The following information is available:

Entry Description

Prompt Wording of the request. If Myra Al Workspace replaced personal data, then
the entry carries the Prompt (Pll scrubbed) label.

LLM Wording of the response. If Myra Al Workspace replaced personal data,
respon thenthe entry carries the LLM response (Pll tokens visible if echoed)
se label.

3.4.4.2 Request Trace area

Request Trace

3f9a2c71l. e e

@ Received +0ms 5
request_received
claude-sonnet-4-5 + 3 msgs « stream

@ Transformed +4ms
request_transformed
claude-sonnet-4-5 - claude-sonnet-4-5

@ Routing +9ms
routing applied
anthropic - anthropic / claude-sonnet-4-5 + 1 fallback

@ Guardrail +27ms
guardrail_result
safe 18 ms

"blocked": false,
"detectors": [
"presidio-pii"

"latency ms": 18

@ - Provider +31ms 3
upstream request
anthropic / claude-sonnet-4-5 « stream

@ + Provider +373ms 3
upstream_response
HTTP 200+ 342 ms

@ Delivered +381ms 3
response_delivered
streaming « HTTP 200

Figure 81: Request trace area

The area opens via the View trace icon and shows the path of the request through the
gateway as a sequence of steps.
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The following information is available:

Item Description

I[tem below the heading First eight characters of the trace ID, followed by ....

Badge next to the heading Status of the trace: done, blocked, or error.

The following steps are available:

Step Description

Receive The gateway accepted the request. The step names the model, the
d number of the messages, and the stream addition for a streaming
request.

Transfo The gateway translated the request into the format of the provider.
rmed

Routin The gateway selected the target. The step names the number of the
g fallbacks.

Guardr The guardrails checked the request. The step names the verdict, for
ail example safe.

- The gateway sent the request to the provider. The step names the
Provide attempt, for example attempt 2.

r

- The provider responded.

Provide

r

Provide The provider responded with an error.
r Error

Deliver The gateway delivered the response. The step names the size of the
ed response or the streaming addition.

The following options are available in the area:

Option Description

Row of a step Shows and hides the recorded data of the step as JSON.
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Option Description

Close icon Closes the area.

If no request matches the filters, then the view reports No logs match your
filters. If the loading fails, then the view reports Failed to load logs. If the
request logging is disabled for the selected tenant, then the view reports
Request logging is disabled for tenant "". No new request log entries
are being stored for its traffic. If the export exceeds the maximum
number of the rows, then the view reports Export truncated at rows.
Narrow the date range to capture the rest. If no trace is available, then
the area reports Trace not found., and without recorded steps No steps
recorded.
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3.4.5 Gateways

Gateways Search gateways by name.. ‘

Tenant: muster-gmbh

Select Tenant Filter tenants by name..

NAME AUTH BUDGET CACHE RATE LIMIT DETECTORS CREATED
produktion required €460.00 300s 60/60s 3 5/14/2026 g w
redaktion required €110.40 3,600s 30/60s 2 6/2/2026 g w
labor open - Os - - 7/19/2026 g w

Figure 82: Gateways view

The Gateways view manages the named installations of a tenant. A gateway sets which
providers and models are available, which rules apply to the content, which budget
applies, and which authentication tokens get access. Above the list, the Tenant: entry
names the tenant whose gateways the view lists.

The following information is available:

Description

Name Identifier of the gateway. It contains lowercase letters, numbers, and
hyphens, and is part of the endpoint URL.

Auth Shows whether a request to the gateway must carry an authentication
token: required or open.

Budge Spend cap of the gateway. If no budget is set, the — entry appears.

Cache Lifetime of the cache in seconds. The value 0s means that the cache is

disabled.
Rate Permitted requests per time window, in the form /s. If no rate limit is set,
Limit the — entry appears.
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Description

Detect Number of guardrail detectors that are active on the gateway. If no
ors detectoris active, the — entry appears.

Create Time at which the gateway was created.
d

The following options are available:

Option Description

Select Tenant Selects the tenant whose gateways the view lists. The

selection list Filter tenants by name... input field narrows the
selection.

Search gateways by Narrows the list to the gateways whose name contains

name... input field the text you enter.

New Gateway button Opens the New Gateway dialog. See the Creating a

gateway section.
Open - row action Opens the detail view of the gateway in the row.

Delete row action Opens the Delete gateway ""? This cannot be undone.
prompt. See the Deleting a gateway section.

Quick start guide link Appears only when the list is empty and opens the quick
start documentation.

If no gateway exists for the tenant yet, the view shows No gateways for
yet. If the search finds no gateway, the view shows No gateways match
"<search text>". If the filter finds no tenant, the selection shows No
tenants match "<search text>".

For the Al Manager and Finance roles, this view is not available. The group
does not appear in the Settings area.
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The following sections describe the view in detail:

Detail view of a gateway
Gateway section
Provider Keys section

Auth Tokens section
Guardrails section

Routing Rules section

Circuit Breaker section

3.4.5.1 Detail view of a gateway

«Gateways

Gateway: produktion

BUDGET

€342.00 / €460.00

CACHETTL

5m

60/60 s

WEB SEARCH

on

32k tok
Endpoint URL

anthropic v

https://ai

Provider Keys

PROVIDER

Auth Tokens

AuTH

required

TRACING

on

COMPACTION

on

Add Model

atb2c3ddestooris..

Analysis 91Be7d6cSb4a3021

software. Craste

CREATED

12/31/2026,1159.00PM  4/2/2026 S

6/m/2026 S

Figure 83: Detail view of a gateway
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The detail view lists the settings and the access of a gateway in sections. You can
collapse and expand each section with the icon to the right of its heading.
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The following information is available:

Section Description

Gateway:
Provider Keys
Auth Tokens
Guardrails
Routing Rules

Circuit
Breaker

Lists the statistics of the configuration and the endpoint URL.
Lists the stored API keys of the providers.

Lists the tokens that get access to this gateway.

Lists the detectors for content and their recent events.

Lists the rules that override the default routing.

Lists the state of the providers whose calls have failed
repeatedly.

The following options are available:

Option Description

— Gateways
link

Edit button

Delete button

Reset Spend
button

Endpoint URL
selection list

Copy button

Collapse
sectionicon

Returns to the list of gateways.

Opens the Edit Gateway: dialog. See the Editing a gateway
section.

Opens the Delete gateway ""? This cannot be undone. prompt.
While the gateway is deleted, the button shows the Deleting...
label.

Opens the Reset the budget spend counter to $0? prompt and
resets the spend counter after your confirmation. The button
appears only if a budget is set.

Selects the provider for which the view builds the endpoint URL.

Copies the endpoint URL to the clipboard. After the copy, the
button shows the Copied! label.

Collapses the section. When the section is collapsed, the icon
shows the Expand section label.
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3.4.5.2 Gateway section

Gateway: produktion Edit v
€342.00 / €460.00 745 uses
This month
= converted at today's rate; the cap is stored and enforced in USD.
CACHE TTL RETRIES TIMEOUT AUTH
.
300s 2 60,000 required
RATE LIMIT LOG PAYLOADS WEBHOOK TRACING
60/60s yes all events on
WEB SEARCH IMAGE GEN PROMPT CACHING COMPACTION
on off 1h on
COMPACT ERR
32k tok
Endpoint URL
anthropic v
https://ai-gateway.beispiel.de/v1/muster-gmbh/produktion/anthropic/chat/completions Copy

Figure 84: Gateway section

The following statistics are available:

Stati Description

stic

Budg Spend and cap of the gateway in the selected budget period (This month,

et Today, or All time), with the % used entry and a breakdown per model. If no
budget is set, the No spend cap entry appears. If the spend cannot be
determined, the Spend unavailable entry appears.

Cach Lifetime of the cache in seconds.
eTTL

Retri Number of retries of a failed call to the provider. The default is 2.
es

Time Time to wait for the provider before the request fails. The default is 120000
out ms.
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Auth

Rate
Limit
Log

Payl
oads

Web
hook

Traci
ng

Web
Sear
ch

Imag

Gen

Prom

pt
Cach

Com
pacti
on

Com
pact
err

Endp
oint
URL

Description

required or open.

Permitted requests per time window. If no rate limit is set, the — entry
appears.

yes or no.

The forwarded events or the all events entry. If no webhook URL is set, the
— entry appears.

on or off. If the trace contains the message bodies, the + bodies entry
appears as well.

on or off.

on or off.

The configured lifetime of the prompt cache, or the off entry.

on or off.

Threshold in the form k tok, or the off entry.

Address to which an application sends its requests. The selection list sets
the provider for which the view builds the address.
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If the currency of the workspace is euro, the = converted at today's rate;
the cap is stored and enforced in USD. hint appears below the budget.

3.4.5.3 Provider Keys section

Provider Keys Add Model =~ v

PROVIDER ALIAS ADDED

anthropic Editorial Anthropic 5/14/2026 o

openai Analysis OpenAl 6/2/2026 W

Figure 85: Provider Keys section

The following information is available:

Column Description

Provide Providerto which the key belongs, for example anthropic or openai.
r

Alias Label of the key. The alias distinguishes several keys of the same
provider.

Added Time at which the key was stored.

The following options are available:

Option Description

Add Model Opens the Add Model dialog. See the Enabling a model on a
button gateway section.

Delete row Opens the Delete key for /? Routing to this provider will fail.
action prompt.
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If no key is stored, the section shows No keys stored. Add one to enable
provider routing.

3.4.5.4 Auth Tokens section

Auth Tokens Genente = v

An authentication token is a secret key an application sends with each request to prove it may use this gateway — like a password for software. Create one per app or integration so you can revoke
it individually.

LABEL HASH (FIRST 16) RATE LIMIT SPEND CAP EXPIRES CREATED

Editorial system alb2c3d4e5f60718.. 60/60s €50.00 12/31/2026, 11:59:00 PM 4/2/2026 Z O

Analysis 9f8e7d6c5b4a3e2l.. 10/60s - never 6/11/2026 2 o

Figure 86: Auth Tokens section

The following information is available:

Colum Description

Label Label of the token, for example ci-pipeline.

Hash The first 16 characters of the hash value. They identify a token without
(first disclosing it.

Rate Permitted requests per time window for this token.

Spend Amount above which Myra Al Workspace blocks this token.

Expire  Expiry time of the token. If no expiry is set, the never entry appears. A
s token close to its expiry carries the Expires soon marker, an expired one
the Expired marker.

Create Time at which the token was generated.
d
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The following options are available:

Option Description

Generate button  Opens the Create Auth Token dialog.
Edit row action Opens the Edit Token — dialog.

Revoke row Opens the Delete this token? Requests using it will fail.
action prompt.

If no token exists yet, the section shows No tokens yet. Generate one to
allow access to this gateway.

3.4.5.5 Guardrails section

lies as a fail-safe)

Figure 87: Guardrails section
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The following information is available:

Entry Description

blocked marker Number of requests that a detector blocked in the last 24
hours.

scrubbed marker Number of requests from which a detector removed
content.

flagged marker Number of requests that a detector flagged but did not
change.

avg ms guardrail Average time that the check of a request needs in

latency - last 24h entry  addition.

Time column Time of the event.

Outcome column Outcome of the check: blocked, scrubbed, or flagged.
Detectors column Detectors that triggered.

Reason column Reason that the detector reported.

Guardrail ms column Duration of the check in milliseconds.

Total ms column Total duration of the request in milliseconds.
Guardrails () entry Quantity of the detectors that this gateway has.

Area of a detector Type, name, and the - summary of a detector. When it is

expanded, the area shows all data of the detector.

Execution plan section Shows the detectors in the sequence in which the
gateway examines them. See the Execution plan
section.

The following options are available:

Option Description

Regex / Pattern, Keyword, Adds a detector of the applicable type. See the
Jailbreak, Presidio (NLP), Adding a guardrail detector section.
Prompt Guard, Prompt
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Option Description

Injection, Pll Protector, and
Custom PIlI Blacklist buttons

Area of a detector Expands and collapses the data of the detector.
The Move up and Move down icons move the
detector, the icon to remove it deletes it. See the
Changing the sequence of the guardrail
detectors and Removing a guardrail detector
sections.

Save Guardrails button Applies the detectors. After the save, the Saved
entry appears.

Show recent activity button Shows the table of the recent guardrail events.
When the table is shown, the button carries the
Hide recent activity label.

If no event has been recorded yet, the section shows No guardrail events
recorded for this gateway yet.

3.4.5.6 Routing Rules section

Routing Rules NewRule Vv
ORDER CONDITIONS ACTION STATUS
. : anthropic / claude-opus-4-6

1 header:x-customer-tier eq premium & openai/gpt-41 on v Z W
load balance - weighted_random

2 provider eq anthropic anthropic/claude-sonnet-4-6 70% on ~» VvV 2w
openai/gpt-4.1 30%

3 any openai / gpt-4.1-mini off ~ Z W

Figure 88: Routing Rules section
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The following information is available:

Column Description

Order Position of the rule in the evaluation. Myra Al Workspace evaluates the
rules from top to bottom.

Conditi Conditions that must all match. If the rule carries no condition, the any
ons entry appears.

Action Target of the rule: a direct route to /, or the load balance - entry with the
targets and their shares.

Status on or off.

The following options are available:

Option Description

New Rule button Opens the New Routing Rule dialog.

Move up (evaluate earlier) row Moves the rule up by one position.

action

Move down (evaluate later) row Moves the rule down by one position.

action

Edit row action Opens the Edit Rule dialog.

Del row action Opens the Delete this routing rule?
prompt.

If no rule exists, the section shows No routing rules. Add rules to override
default provider routing.
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3.4.5.7 Circuit Breaker section

Circuit Breaker Refresh = v

All providers are healthy (no open breakers).

Threshold: 5 failures in 60s + Cooldown: 30,000 ms

Figure 89: Circuit Breaker section

The following information is available:

Colum Description

Provid Provider whose calls the circuit breaker monitors.
er

State closed (requests run), open (requests are not forwarded), or half-open (a
probe request tests the provider).

Failure Number of failures in the sliding window.
s

Opene Time at which the circuit breaker opened.
d at

The following options are available:

Option Description

Refresh button Loads the state of the providers again.

Below the table, the Threshold: failures in s - Cooldown: entry names the
configured values. If no circuit breaker is open, the section shows All
providers are healthy (no open breakers).
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3.4.6 Security

Ki-Governance

e .
Tenant: muster-gmbh )

NAME KEY CONTROLS ACTIONS
EU dataresidency eu-residency 4 Preview & apply
PIl masking pii-masking 3 Preview & apply

Audit logging audit-logging 2 Preview & apply

Figure 90: KI-Governance view

The KI-Governance view contains rule templates that map compliance obligations to
gateway settings. You show a preview of a template for a gateway and apply it.

The following information is available:

Colu Description

Name Name of the template. A template you created carries the Non-
authoritative label in addition.

Key Template key followed by the version, for example v1.
Contr Target controls of the template in the form =on or =off. If the template

ols carries no control, the column shows No controls.

The following options are available:

Option Description

New Opens the New governance template dialog. The button is
template disabled while no tenant is selected.

button

Tenant drop-  Selects the tenant whose templates the list shows. The drop-down
down list list appears for the Administrator role only. All other roles see the

templates of their own tenant.

Opens the Preview & apply — dialog.
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Option Description
Preview &
apply row
action
Edit row Opens the Edit governance template dialog. For an authoritative
action template the row action is disabled.
Delete row Opens the Delete the template "? confirmation. For an
action authoritative template the row action is disabled.

If no template exists yet, the view shows No governance templates yet. If
no tenant is selected yet, the view shows Select a tenant to manage its
governance templates.

An authoritative template is read-only. The disabled row actions carry the
note Authoritative templates are read-only. The Data Protection Officer
signs off authoritative content.

Myra Al Workspace always applies the residency minimum. A template does
not lower it.

For the Finance role, the Security group does not appear in the Settings
area.
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3.4.7 Costs

o
Flnance Last 30 days v EURE v
Cost attribution and billing settings for your tenant.

TOTAL COST USERS WITH SPEND

€16.93 24

in the selected range

Billing settings

Invoice recipient

rechnung@beispiel.de

The email address invoices are addressed to. Leave empty to clear.

Plan
Standard

Cost per user
USER REQUESTS CoST
alex.muster@beispiel.de 412 €8.46
kim.probe@beispiel.de 288 €5.61

sam.beispiel@beispiel.de 142 €286

Figure 91: Finance view

The Costs view shows the cost attribution and the billing settings of the tenant in the
User Costs tab. The header carries the Cost attribution and billing settings for your
tenant. subtitle.

The following information is available:

Area Description

Total cost Cost of the tenant in the selected period. Below that, the area shows
the daily cost trend as a curve.

Users with Number of the users to whom cost is attributed in the selected period.

spend The subline reads in the selected range.

Billing Sets the address to which Myra Al Workspace sends the invoices, and
settings names the plan of the tenant.

Cost per Cost per user with the User, Requests, and Cost columns. The table
user is sorted by the cost in descending order.
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The following options are available:

Option Description

Time range Period of the evaluation: Last 7 days or Last 30 days.
selection list

Currency Currency in which the view states the amounts.
selection list

Invoice Email address invoices are addressed to, for example
recipient input billing@example.com. If you clear the field, then Myra Al

field Workspace removes the recipient.

Plan entry Plan of the tenant. You cannot change the entry in this view.
Save button Applies the invoice recipient. While it saves, the button carries

the Saving... label, and after that the view reports Saved.

The Billing settings area appears only for a tenant for which the operator
enabled the billing. If the address entered is not a valid email address, then
the view reports Enter a valid email address. If the saving fails, then the
view reports Could not save. Please try again. If no cost occurred in the
period, then the table reports No cost recorded in this range.

For the Al Manager role, the Costs group does not appear. For it, the Cost
Analytics view shows the cost breakdown. For the Finance role, the
Settings area opens directly in this group.
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3.5 User Management

3.5.1 Users

’ Search users by name or email... [C] show deleted Export CSV Export XLSX
Users

3 users New User
EMAIL NAME ROLE TENANT LAST LOGIN CREATED
alex.muster@beispiel.de Alex Muster Tenant Administrator muster-gmbh 8/16/2026 1/12/2026
kim.probe@beispiel.de Kim Probe Member muster-gmbh 8/15/2026 3/4/2026
sam.beispiel@beispiel.de Deleted Sam Beispiel Viewer beispiel-ag never 6/21/2026

Figure 92: Users view

The Users view administers the user accounts of the tenant and their roles. The subtitle
of the view gives the number of the user accounts.

The following information is available:

Colum Description

Email Email address of the user account. A deleted account carries the Deleted
badge, a disabled account the Disabled badge.

Name Name of the user.
Role Role of the user account, for example Member or Tenant Administrator.

Tenan  Tenant that the user account belongs to.
t

Last Time of the last login. If the account never logged in, the never entry
Login appears.

Create Time atwhich the user account was created.
d
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The following options are available:

Option Description

Search users by Limits the list to the user accounts whose name or email

name or email... address contains the text entered. The field appears as soon as
field the list holds at least one user account.

Show deleted Shows the deleted user accounts with the Deleted badge.
check box

All tenants list Limits the list to one tenant.

Export CSV Downloads the list as a CSV file with the Email, Name, Role,
button Tenant, Last Login, Created, and Status columns.

Export XLSX Downloads the same data as an XLSX file.

button

New User button Opens the New User dialog. See the Creating a user account

section.

Column heading Sorts the list by the column. A further click reverses the sort
direction.

Open - row Opens the detail view of the user account.

action

View as user row Shows the work area in the view of this user account.
action

Disable row Blocks the user account. The account then carries the
action Disabled badge.

Enable row action Releases the block of a disabled user account.

Restore row Restores a deleted user account.
action

The All tenants list appears only for the Administrator role. If no user
account exists yet, the view shows No users yet. Create the first user to
get started. If the search finds no user account, the view shows No users
match "<search text>".
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For the Al Manager and Finance roles, this view is not available. The group
does not appear in the User Management area.

The following sections describe the view in detail:

B Detail view of a user account

B Tokens section

3.5.1.1 Detail view of a user account

«Users

alex.muster@beispiel.de Resend Invite Edit

EMAIL NAME ROLE TENANT

alex.muster@beispiel.de Alex Muster ) nuster-gubh
Tenant Administrator

USER ID. CREATED LAST LOGIN

9f3alc2e-4b77-4€91- 112/2026 8/16/2026
9a20-6cld5e8f2b40

LABEL GATEWAY SCOPES  EXPIRES BUDGET  RATELIMIT  CREATED
Editorial script muster-gnbh/redaktion anl 12/31/2026  $50 60/605 4/2/2026 S
Analysis muster-gnbh/produktion chat never $10 10/60s 6/11/2026 )

Custom roles
Assign custom roles to this user. Effective permissions are the union of their platform role and every assigned role

Editorial
/]
B \iay maintain templates and prompts.
) Analysis

! May read the request logs.

Approval
/]
& \1ay spprove agent runs.

illing
May read the usage reports.

Models
/]
 \tay maintain models and prices.

Figure 93: Detail view of a user account
The detail view lists the data of a user account and its tokens.

The following information is available:

Item Description

Email Email address of the user account.

Name Name of the user.
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Role Role of the user account.
Tenant Tenant that the user account belongs to.
UserID Identifier of the user account.
Created Time at which the user account was created.
Last Login Time of the last login or the never entry.

The following options are available:

Option Description

— Users Returns to the list of the user accounts.
button

Resend Invite Sends the invitation to set up the account by email again. After

button the sending, the button shows Invite Sent .

Edit button Opens the Edit: EMAIL dialog. See the Editing a user account
section.

Delete User Deletes the user account after a confirmation. See the Deleting a

button user account section.

New Token Opens the New Token for EMAIL dialog. See the Creating a token

button section.

3.5.1.2 Tokens section

LABEL GATEWAY SCOPES EXPIRES BUDGET RATE LIMIT CREATED

Editorial script muster-gmbh/redaktion all 12/31/26026 S50 60/60s 4/2/2026 S

Analysis muster-gmbh/produktion chat never $10 10/60s 6/11/2026 ®

Figure 94: Tokens section
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The Tokens area lists the API tokens of the user account.

The following information is available:

Column Description

Label Label of the token.

Gateway Gateway that the token applies to, in the tenant/gateway form.
Scopes Scopes of the token. A token without a restriction carries the all badge.
Expires Expiry date of the token or the never entry.

Budget Budget of the token in USD. Without a budget, the — entry appears.
Rate Limit Requests per time window. Without a rate limit, the — entry appears.

Created Time at which the token was created.

The following options are available:

Option Description

Revoke row Revokes the token after the Revoke this token? confirmation.
action Requests with this token then fail.

If the user account holds no token yet, the area shows No tokens yet. For
the Viewer role, the area shows Viewer users cannot make inference
requests.
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3.5.2 Groups

Groups

e .
Tenant: muster-gmbh

NAME DESCRIPTION MEMBERS CREATED
Editorial Handbook and website 8  2/18/2026
Sales Quotes and tenders 12 3/2/2026

Engineering Operations and development 15 1/9/2026

Figure 95: Groups view

The Groups view administers groups and their memberships. Through a group, you
grant access to a knowledge space to several users at once. The subtitle of the view
gives the number of the groups or the tenant whose groups the list holds.

The following information is available:

Column Description

Name Name of the group.

Descripti Short description of the group. The column stays empty if no
on description is entered.

Members Number of the users in the group.

Created Time at which the group was created.

The following options are available:

Option Description

Tenant list Selects the tenant whose groups the list holds. Without a selection,
the view shows Select a tenant to manage its groups...

New group Opens the New group dialog. See the Creating a group section.
button

Row of the Opens the dialog with the data, the members, and the grants of the
group group.
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Option Description

Delete row Deletes the group after the Delete the group "<name>"? Its
action memberships and grants are removed. confirmation.

If no group exists yet, the view shows No groups yet. Create one to grant
access by group.

3.5.2.1 Group dialog

Engineering

Name

‘ Engineering

Description

‘ Technical writing ‘

Members 1

a Alex Muster 0]

alexmuster@beispiel.de

Add member (pick from the list or type an email)

user@example.com

Add member

Access grants 1

Quotes 2026 Editor ]

Grant access toa
knowledge space Role

Selecta pro.. v H Viewer — ca.. v ‘ Add grant

Figure 96: Dialog of a group

The dialog carries the name of the group and administers its data, its members, and its
grants.

The following options are available in the dialog:

Option Description

Name field Changes the name of the group.
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Description field Changes the short description of the group.
Save button Applies the changed data.
Cancel button Closes the dialog without applying the changes.

The Members area lists the users of the group with their email address and gives their
number.

Option Description

Add member (pick from Selects the users that the group takes in.
the list or type an email)

list

Add member button Takes the users in. After the addition, the dialog shows
EMAIL added to the group.

Remove row action Removes the member after the Remove NAME from

this group? They lose the access this group grants.
confirmation.

The Access grants area lists the knowledge spaces that the group has access to and
gives the role granted for each.

Option Description

Grant accesstoa Selects the project that the group receives access to.
knowledge space

list

Role list Selects the role of the grant: Viewer — can read and chat,

Editor — can add knowledge files, or Owner — full control.
Add grant button Grants the access to all members of the group.

Remove row action Revokes the access after the Revoke this group’s access
to NAME? Every member of the group loses it.
confirmation.
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©) If the group holds no member yet, the dialog shows No members yet. If the
group holds no grant yet, the dialog shows No grants yet.

©) For the Finance role, the User Management area does not appear in the
user menu.
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3.5.3 Roles & permissions

Roles & permissions

ROLE TYPE PERMISSIONS USERS ACTIONS
Tenant Administrator System 38 2 Edit
Member System 12 18 Edit

Editorial Custom 7 [} Edit

Figure 97: Roles & permissions view

The Roles & permissions view composes custom roles from a curated set of
permissions and assigns them to users in the work area.

The following information is available:

Column Description

Role Name of the role with its description.

Type Origin of the role: System for the roles delivered by Myra, Custom for
the roles composed by yourself.

Permissi Number of the permissions that the role grants.
ons

Users Number of the user accounts that the role is assigned to.
Actions Holds the actions of the row. A role of the System type carries the

Managed by Myra note here.

The following options are available:

Option Description

New role Opens the New role dialog. See the Creating a role section.
button
Edit row Opens the Edit NAME dialog. See the Editing a role section.
action
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Option Description

Delete row Deletes the role after the Delete the role NAME? Its permissions
action and every user assignment are removed with it. confirmation.

The editor groups the permissions into modules:

Agents
Analytics
Approvals
Billing

Model catalog
Gateways
Governance
Groups
Connectors
Projects
Roles
Scheduled tasks
SSO
Workspace

Users

Workflows

A permission that your own user account does not hold cannot be granted.
The editor shows it as not grantable and gives You do not hold KEY, so you
cannot grant it. Roles of the System type cannot be edited or deleted. If
no custom role exists yet, the view shows No custom roles yet. Create one
to grant a tailored set of permissions.

For the Al Manager and Finance roles, this view is not available. The group
does not appear in the User Management area.
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3.6 My Account

My Account

Your profile, sign-in, tokens, and data export.

Profile

Email Role

member

alex.muster@beispiel.de

Tokens New Token
LABEL GATEWAY EXPIRES BUDGET RATE LIMIT CREATED
Editorial script redaktion 12/31/2026 $12.40 / $50.00 - $37.60 left 60/60's 4/2/2026 o
Analysis produktion never $10.00 - usage unknown 10/60s 6/11/2026 )
Your data

Download a machine-readable copy of your account data (conversations, memories, agents, projects, usage
statistics and more) under GDPR Article 15.

Danger Zone

Deleting your account signs you out and locks you out of MYRA Al. Your data is retained per our privacy policy; only
an administrator can restore the account.

Delete Account

Permanently erase your account and all associated data (GDPR Article 17, right to erasure). This is irreversible and
cannot be undone by you or an administrator.

Erase all my data

Figure 98: My Account view

The My Account view shows your profile, your sign-in, your tokens, and the data export.
Below the heading, the Your profile, sign-in, tokens, and data export. note appears.

The Profile section shows the identity data of your user account.

The following information is available:

Description

E Email address of your user account. You sign in with this address. It is also the
m confirmation for the permanent erasure of your data. The address is not
ail  editable in this view.

Ro Role of your user account as a colored label, for example admin,
le tenant_admin, member, viewer, or finance. The role controls which views
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En Description
tr

Yy

and options are available to you. Only users with the Administrator role can
change the role.

You do not set the interface language, the behavior of the Enter key, and the
personal Al preferences here, but in the Preferences view in the Settings
area.

The Tokens section lists your personal access tokens for the inference API. A token
applies to one gateway and always carries the inference scope.

The following information is available:

Col Description

um
n

Lab Name that you entered when you created the token. If you entered no name,
el the column shows —.

Gat Tenant and gateway of the token in the form /. If the gateway is no longer
ew available, the column shows the first eight characters of the gateway ID.

ay

Exp Date on which the token becomes invalid. If the token does not expire, the
ires column shows never.

Bu Spend budget and consumption of the token. If the consumption is known,

dge the column shows / - left. If the consumption is unknown, it shows « usage

t unknown. Without a budget, the column shows used. Without a budget and
without a known consumption, it shows -—.

Rat Number of requests and length of the time window in the form /s. Without a
e rate limit, the column shows —.

Lim

it

Date on which the token was created.
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Description

Cre
ate

The following options are available:

Option Description

New Token Opens the New Token dialog. The button appears only for a role that
button can create tokens.

Revoke row Opens the Revoke this token? confirmation. After the confirmation,
action Myra Al Workspace makes the token invalid and removes it from the
list.

If no token exists yet, the section shows No tokens yet. Create one to use
the inference APIL. The Learn more link opens the documentation. While
the list loads, the section shows Loading.... If the list cannot be loaded, the
section shows Could not load. Please try again. and offers the Retry
button.

If no gateway is available, Myra Al Workspace shows the No gateways
available warning when you click New Token and does not open the dialog.

The Finance role creates no tokens. For it, the Tokens section shows no list,
and the inference APl is not available to it.

The following sections describe the view in detail:

Entries in the New Token dialog
Entries in the Token Created dialog
Effects in the Delete Account dialog

Effects in the Erase all my data dialog
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3.6.1 Entries in the New Token dialog

You set the following entries when you create the token:

Entry Description

**Gate Gateway that the token applies to. The drop-down list contains the
way ***  gateways of all tenants that you are permitted to use, in the form /. The
entry is mandatory. The first gateway of the list is preselected.

Label Name of the token in the list, for example dev laptop. The entry is
optional. Without a name, the Label column shows - later.

Expire Date and time on which the token becomes invalid. The field carries the
s At Leave blank = never expires note.

Budge Spend budget of the token in US dollars. The field carries the unlimited
t(USD) placeholder. Without an entry, the token does not limit the cost.

Rate Number of requests in the left field and length of the time window in

limit seconds in the right field, at least 1 each. The right field is preset to 60 and
(req/ stays disabled while the left field is empty. The field carries the requests /
windo window_sec (blank = gateway default) note.

w)

The following options are available in the dialog:

Option Description

Create Creates the token and opens the Token Created dialog. While the
Token token is created, the button has the Creating... label. The button is
button disabled while no gateway is selected.

Cancel Closes the dialog without creating the token.

button

If no gateway is selected, the dialog shows Select a gateway. The token
always carries the inference scope. You cannot give it a different scope.
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3.6.2 Entries in the Token Created dialog

The Token Created dialog shows the created token one single time.

The following options are available in the dialog:

Option Description

Display of the Copies the token to the clipboard when you click it. The display
token carries the Click to copy note.

Copy button Copies the token to the clipboard. After the copy, the button
briefly has the Copied! label.

Done button Closes the dialog.

The dialog gives this warning: Copy this token now — it will not be shown
again. After you close the dialog, Myra Al Workspace does not show the
token again. If you lost it, revoke it and create a new one.

The Your data section gives you a machine-readable copy of your account data under
GDPR Article 15. The section carries this note: Download a machine-readable copy of
your account data (conversations, memories, agents, projects, usage statistics
and more) under GDPR Article 15.

The following option is available:

Option Description

Export my Creates the export and saves it as the myra-ai-datenexport-.json
data button file. While the export is prepared, the button has the Preparing
export... label and is disabled.

If the export fails, the section shows the error above the button. The export
does not change your user account. You can repeat it as often as necessary.

The Danger Zone section contains the two ways to end your user account. The ways
differ in whether your data stays available.
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The following options are available:

Option Description

Delete Opens the Delete Account dialog. The section carries this note:
Account Deleting your account signs you out and locks you out of MYRA
button Al. Your data is retained per our privacy policy; only an

administrator can restore the account.

Erase all Opens the Erase all my data dialog. The section carries this note:
my data Permanently erase your account and all associated data (GDPR
button Article 17, right to erasure). This is irreversible and cannot be

undone by you or an administrator.
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3.6.3 Effects in the Delete Account dialog

The Delete Account dialog deactivates your user account without erasing your data.

The confirmation has the following effects:

Object Effect

Sign-in Myra Al Workspace signs you out immediately and does not accept a new
sign-in.

Data Your conversations and your other data stay available as specified in the
privacy policy.

Restora  Only users with the Administrator role can restore the user account. You

tion cannot reactivate it yourself.

The following options are available in the dialog:

Option Description

Delete Deactivates the user account and signs you out. While the
Account button account is deleted, the button has the Deleting... label.

Cancel button Closes the dialog without deactivating the user account.

privacy policy Opens the privacy policy in a new tab.
link

The dialog gives the note that you erase your data permanently with the
Erase all my data button on your profile instead.
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3.6.4 Effects in the Erase all my data dialog

The Erase all my data dialog erases your user account and your data permanently
under GDPR Article 17.

The confirmation has the following effects:

Object Effect

User Myra Al Workspace erases the user account permanently. Neither you nor
account users with the Administrator role can restore it.

Content Myra Al Workspace deletes your conversations, memories, agents,
projects, uploaded files, and personal settings.

Record Myra Al Workspace retains a tamper-evident deletion record without any
of your content for compliance.

Tokens Your access tokens become invalid. Calls to the inference API with these
tokens fail afterwards.

You set the following entry in the dialog:

Entry Description

Type your email Confirmation of the erasure. The Erase everything button stays

O to confirm disabled while the entry is not exactly the email address of your
user account.

The following options are available in the dialog:

Option Description

Erase Erases the user account and all associated data. While the data
everything is erased, the button has the Erasing... label.

button

Cancel button Closes the dialog without erasing anything. The confirmation

entry is discarded.
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® If the erasure fails, the dialog shows the error and you stay signed in. In this
case, the user account stays unchanged.

® Myra Al Workspace cannot undo the erasure under GDPR Article 17. Export
your data with the Export my data button before you confirm the erasure.
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4. Configurations

4.1 Account

The following configurations concern your own user account. They determine how Myra
Al Workspace behaves for this account and apply only to the person who makes them.

The following sections describe these configurations:

Personal preferences
Managing personal commands
Managing PIl entries
Deleting the account
Managing tokens
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4.1.1 Personal preferences

The personal preferences set how Myra Al Workspace behaves for your user account.

Proceed as follows to edit the personal preferences:

My preferences My Commands My Pll configuration

Preferences

How the workspace behaves for you — language, currency, chat behaviour, and your default model.

General

Display currency | EUR |
Entorkey @
Default model | Auto (cheapest available) |

Personal Al preferences

These notes are added to every chat — they're not a question. Tell us about you or how you'd like replies written.
What should | call you? What best describes your work?

Alex ‘

Engineering v

How should the Al respond to you?

e.g. Always include unit tests when | ask for code.

Optional. Add specific preferences for how replies are written. Example: "Always include unit tests when | ask for code.”

Figure 99: My preferences tab

» Inthe Settings area, open the Preferences group.

> On the start page, click on your name at the bottom of the navigation bar.

> Inthe user menu, click on Settings.

v

Open the My preferences tab.

» Inthe General area, set the language, the Display currency, the behaviour of the
Enter key, and your Default model.

L  Myra Al Workspace saves each of these immediately.

» Inthe Personal Al preferences area, enter what the Al is to call you and what
describes your work.

» Enter how the Al is to respond to you.

v

Click on the Save preferences button.
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> Myra Al Workspace shows Saved. New chats use these preferences.

4111 Entries in the General area

You set the following entries in the area:

Entry Effect of the change

Language drop- Changes the interface to English or Deutsch. Myra Al
down list Workspace applies the language immediately and saves itin
the user account. Emails and notifications also follow it.

Display currency Shows budgets and costs in USD $ or EUR €. The entry applies
drop-down list to the display only. Myra Al Workspace stores each amountin
USD and enforces each budget in USD.

Press Enter to Sets whether the Enter key in chat sends the message or adds
send messages a line break. If the checkbox is not selected, the Ctri+Enter key
checkbox combination sends.

Default model Sets the model with which a new chat starts. A project or the
button message model picker overrides it. Without a choice and with

an unavailable model, Myra Al Workspace uses the cheapest
available model.

The area saves each entry immediately. There is no button to save. If the
save fails, Myra Al Workspace restores the previous value and shows Could
not save your Enter-key preference. Please try again. or Your default
model could not be saved. Please try again.

41.1.2 Entries in the Personal Al preferences area

You set the following entries in the area:

Entry Effect of the change

What should I call Sets the name that the Al uses for you. The field takes at
you? input field most 64 characters.

What best describes Sets your field of work, for example Product
your work? drop- Management, Engineering, or Legal. The — Not set —
down list entry sends no field of work.
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Entry Effect of the change

How should the Al Sets permanent instructions for the style of the replies.
respond to you? The field takes at most 5,000 characters.
input field

The following options are available in the area:

Option Description

Save Saves the three entries. While the entries are saved, the button has
preferences the Saving... label. The button is disabled while no entry is changed
button or the instructions exceed 5,000 characters.

If the instructions read like a question to the Al, the area asks back. The
Cancel button returns to the input field, and the Save anyway button
applies the text unchanged. The instructions are no chat — Myra Al
Workspace adds them to each new conversation and does not answer them.

If the instructions contain personal data, the area names the types detected
and asks back. The Edit button returns to the input field, and the Save
anyway button applies the text unchanged. The instructions go to the
model with each new conversation.

4.1.1.3 Effects of the changes

The changes have the following effects:

Object Effect

New chats A new chat starts with the default model and takes the name, the
field of work, and the instructions into its context.

Ongoing A conversation already started keeps its model and its context. The
conversation  changes apply from the next chat only.

s

Other users The preferences apply to your user account only. No other user

account and no shared project takes them over.
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Object Effect

Budgetsand  The Display currency changes the display only. A budget remains
costs stored in USD and is enforced in USD.
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4.1.2 Managing personal commands
A personal command is available as a slash command in the chat.

4.1.21 Creating a personal command

Proceed as follows to create a personal command:

My preferences My Commands My PII configuration

My Commands

Slash-commands available in chat — your own plus any shared with you.

Commands are reusable slash-command templates (like /translate) that you type into the chat to insert a prepared prompt. They're different from the
prompt examples on the chat start screen, which are one-tap suggestions for starting a conversation.

Personal commands New command

Your own slash-command shortcuts. Visible only to you; you can edit and delete them.

Search commands... All categories v

COMMAND CATEGORY DESCRIPTION TEMPLATE
/uebersetzen Editorial Translates a paragraph Translate to {{language}}: {{text}} ® Z 9D 'ﬁ W
/zusammenfassen Sales Summarises a note Summarise in five points: {{text}} ® Z 9D K W
Shared commands
Slash commands defined for your tenant. Read-only here — ask a tenant admin to change them.
COMMAND DESCRIPTION TEMPLATE
/angebot Writes a quote paragraph Write a quote for {{customer}} ®

Figure 100: My Commands tab

» Inthe Settings area, open the Preferences group.

> On the start page, click on your name at the bottom of the navigation bar.
> Inthe user menu, click on Settings.

» Openthe My Commands tab.

» Inthe Personal commands section, click on the New command button.

L The New Command dialog opens.
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New Command

Name *

command-name ‘

Description

I Short description shown in picker ‘

Category

e.g. Finance, Meetings (optional) ‘

Template *

Use {{variable}} for placeholders. Example: Translate
to {{language}}: {{text}}

Figure 101: New Command dialog

» In Name, enter the name of the command.

» In Template, enter the prompt.

B Aplaceholder of the form {{variable}} is asked for when the command is usedin
the chat.

» Click on the Create button.

> Myra Al Workspace creates the command in the Personal commands section. It is
available in the chat as a slash command.

4.1.2.1.1 Entries in the New Command dialog

You set the following entries at creation:

Entry Description

Name Name of the command without the leading slash, for example translate.
Myra Al Workspace replaces spaces with hyphens. The entry is required.

Descri  Short description that appears after the command in the picker of the
ption chat. The entry is optional.
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Entry Description

Categ Category by which the list in the My Commands tab filters. The entry takes
ory at most 64 characters and is optional.

Templ Prompt that the command inserts into the chat. A placeholder of the form
ate {{variable}} is asked for on each call. The entry is required.

The following options are available in the dialog:

Option Description

Variables Lists the placeholders that Myra Al Workspace finds in the
detected: template. The display appears as soon as the template contains a
display placeholder.

Create button Creates the command. While the command is saved, the button
has the Saving... label. The button is disabled while Name or
Template is empty.

Cancel button Closes the dialog without creating the command.

The name is unigue within your personal commands. If the name is taken
already, Myra Al Workspace does not create the command and reports the
conflict.

4.1.21.2 Entries in the Edit Command dialog

You change the following entries in the dialog:

Entry Effect of the change

Nam Changes the shortcut with which you call the command in chat. The
e previous shortcut is no longer available.

Desc Changes the text in the picker of the chat.
riptio

n

Cate Changes the assignment in the Filter by category drop-down list.
gory
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Entry Effect of the change

Temp Changes the prompt that the command inserts. The change applies from
late the next call. Messages sent already remain unchanged. If you remove a
placeholder, the chat no longer asks for it.

Myra Al Workspace creates a new version with each save. The Versions row
action opens the Version history — / dialog and restores an earlier version
with the Restore row action. The restore creates a new version in turn.

A command that another person shared with you carries the Shared with
you label and cannot be edited. Contact the person who created it, or your
tenant administration for a command of the tenant.
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4.1.2.2 Deleting a personal command

Proceed as follows to delete a personal command:

My preferences My Commands My PII configuration

My Commands

Slash-commands available in chat — your own plus any shared with you.

Commands are reusable slash-command templates (like /translate) that you type into the chat to insert a prepared prompt. They're different from the
prompt examples on the chat start screen, which are one-tap suggestions for starting a conversation.

Personal commands New command

Your own slash-command shortcuts. Visible only to you; you can edit and delete them.

’ Search commands... ‘ All categories v

COMMAND CATEGORY DESCRIPTION TEMPLATE
/uebersetzen Editorial Translates a paragraph Translate to {{language})}: {{text}} ® 2 9 < W
/zusammenfassen Sales Summarises a note Summarise in five points: {{text}} ® 2 9D £ W

Shared commands

Slash commands defined for your tenant. Read-only here — ask a tenant admin to change them.

COMMAND DESCRIPTION TEMPLATE

/angebot Writes a quote paragraph Write a quote for {{customer}} ®

Figure 102: My Commands tab

» Inthe Settings area, open the Preferences group.

> Onthe start page, click on your name at the bottom of the navigation bar.
>> Inthe user menu, click on Settings.

» Openthe My Commands tab.

» Inthe Personal commands section, delete the command.

L The Delete this command? query opens.
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Please confirm

Delete this command?

Cancel Confirm

Figure 103: Delete command query

» Confirm the query.

- Myra Al Workspace deletes the command. It is no longer available in the chat.

41.2.21 Effects of the deletion of a command

The deletion has the following effects:

Object Effect

Comman Myra Al Workspace removes the command from the Personal

d commands section. A restore is not possible.

Version The earlier versions of the command are removed with it.

history

Sharing The sharing ends. The command is no longer available to the persons

with whom you shared it.

Chat The /<name> shortcutis no longer available in the picker. The name is
free again for a new command.

Conversat The messages that the command inserted remain in the conversations.
ions
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4.1.3 Managing PIl entries

A PIl entry masks a word or a phrase in your messages before Myra Al Workspace sends
them to the provider. The entry applies in addition to the detectors configured on the
gateway.

Proceed as follows to create a Pll entry:

My preferences My Commands My PIl configuration

My PII configuration

Words and phrases you list here will be masked in your messages before they leave Myra, in addition to the gateway's pre-
configured PIl detectors.

Add akeyword

e.g. ProjectAtlas, ClientXYZ, ... ‘

Case-sensitive
Whole word only

ADD A KEYWORD CASE-SENSITIVE WHOLE WORD ONLY
ProjectAtlas / / W
ClientXYZ - v 0]

Figure 104: My PII configuration tab

» Inthe Settings area, open the Preferences group.

> Onthe start page, click on your name at the bottom of the navigation bar.
> Inthe user menu, click on Settings.

» Open the My PIl configuration tab.

» In Add a keyword, enter the word or the phrase.

» If necessary, set the Case-sensitive and Whole word only switches.

» Click on the Add button.

- Myra Al Workspace replaces the keyword with a token of the form [MYRA-CUSTOM:...]
before itis sent.
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4.1.31 Entries for the Pll entry

You set the following entries at creation:

Entry Description

Add a Word or phrase that Myra Al Workspace masks in your messages. The
keywor entry takes at most 200 characters and bare words only. The

d punctuation @ . - _ is permitted.

Case- Sets that Myra Al Workspace masks the spelling entered only. Without the
sensitiv entry, Myra Al Workspace masks each spelling.

e

Whole Sets that Myra Al Workspace masks the keyword as an independent word
word only. Without the entry, Myra Al Workspace also masks it as part of a

only longer word.

The entry has the following effects:

Object Effect

New Myra Al Workspace replaces the keyword with a token of the form
messages [MYRA-CUSTOM:..] before it sends the message. The model does not
see the keyword.

Gateway The entry adds to the detectors for personal data configured at the
detectors gateway. It does not replace them.

Messages The messages remain unchanged. The masking applies from the next

sent message only.

already

Other The list applies to your user account only.
users

For the Tenant administrator role, the Add a list area takes up to 20 words
at once — one word per line — orreads a .txt file. Myra Al Workspace scans
the file for malware before it reads the file and reports each rejected entry
with the reason.
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4.1.3.2 Effects of the deletion of a keyword

The deletion has the following effects:

Object Effect

Keyword

New
messages

Messages
sent
already

Myra Al Workspace removes the keyword from the list.

Myra Al Workspace no longer masks the word. The model sees it in
clear text from the next message, unless a detector of the gateway
applies.

The masking remains in the messages sent already.
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4.1.4 Deleting the account

The deletion of the user account ends your access to Myra Al Workspace. The
conversations and the other data are retained per the privacy policy. Only users with
the Administrator role restore the account.

4.1.41 Deleting the account

Proceed as follows to delete your user account:

Danger Zone

Deleting your account signs you out and locks you out of MYRA Al. Your data is retained per our privacy policy; only
an administrator can restore the account.

Delete Account

Permanently erase your account and all associated data (GDPR Article 17, right to erasure). This is irreversible and
cannot be undone by you or an administrator.

‘ Erase all my data ‘

Figure 105: Danger zone section

» Inthe Account area, open the Profile group.

> On the start page, click on your name at the bottom of the navigation bar.
> Inthe user menu, click on Account.
» Inthe Danger Zone section, click on the Delete Account button.

L The Delete Account dialog opens.
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Delete Account

This deletes your account. You will be logged out
immediately and will no longer be able to sign in.

Your conversations and other data are retained per our
privacy policy. Only an administrator can restore the
account; you cannot reactivate it yourself. To
permanently erase your data instead, use "Erase all my
data" on your profile.

Cancel Delete Account

Figure 106: Delete Account dialog

» Click on the Delete Account button.

- Myra Al Workspace signs you out and shows the sign-in.
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U MYRA

Sign in to Myra Al
Workspace

Continue with Email code

Figure 107: Sign-in

4.1.4.1.1 Effects of the deletion of the user account

The Delete Account dialog in the View: My Account section lists the effects of the
deletion in detail — on the sign-in, on your data, and on the restore.

4.1.4.2 Erasing all your data
The erasure of all your data removes the user account and its content permanently.
The following requirements are met:

You know the email address of your user account.
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Proceed as follows to erase all your data:

Danger Zone

Deleting your account signs you out and locks you out of MYRA Al. Your data is retained per our privacy policy; only
an administrator can restore the account.

Delete Account

Permanently erase your account and all associated data (GDPR Article 17, right to erasure). This is irreversible and
cannot be undone by you or an administrator.

‘ Erase all my data ‘

Figure 108: Danger zone section

» Inthe Account area, open the Profile group.

> On the start page, click on your name at the bottom of the navigation bar.
> Inthe user menu, click on Account.
» Inthe Danger Zone section, click on the Erase all my data button.

L The Erase all my data dialog opens.
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Erase all my data

This permanently and irreversibly erases your account
and all your data. It cannot be restored by you or an
administrator.

Your conversations, memories, agents, projects,
uploaded files and personal settings are deleted. A
tamper-evident deletion record (without any of your
content) is retained for compliance.

Type your email (alex.muster@beispiel.de) to confirm

alex.muster@beispiel.de

Cancel Erase everything

Figure 109: Erase all my data dialog

» Enter your email address to confirm.
» Click on the Erase everything button.

- Myra Al Workspace signs you out and shows the sign-in.
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U MYRA

Sign in to Myra Al
Workspace

Continue with Email code

Figure 110: Sign-in

Myra Al Workspace does not undo the deletion under Article 17 GDPR. Users
with the Administrator role also do not restore the data deleted. A tamper-
evident deletion record without any of your content is retained for
compliance.

The Erase all my data dialog in the View: My Account section lists the
effects of the erasure in detail — on the user account, on your content, on
the deletion record, and on your tokens. Export your data with the Export
my data button before you confirm the erasure.
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4.1.5 Managing tokens

A personal access token uses the inference API outside the interface.

4.1.5.1 Creating a token

The following requirements are met:

At least one gateway exists for your tenant.

Proceed as follows to create a token:

My Account

Your profile, sign-in, tokens, and data export.

U MYRA

Profile
Email Role
_— member
alex.muster@beispiel.de
Tokens New Token
LABEL GATEWAY EXPIRES BUDGET RATE LIMIT CREATED
Editorial script redaktion 12/31/2026 $12.40 / $50.00 - $37.60 left 60/60's 4/2/2026 [N
Analysis produktion never $10.00 - usage unknown 10/60s 6/11/2026 o
Your data

Download a machine-readable copy of your account data (conversations, memories, agents, projects, usage
statistics and more) under GDPR Article 15.

Danger Zone

Deleting your account signs you out and locks you out of MYRA Al. Your data is retained per our privacy policy: only
an administrator can restore the account.

Delete Account

Permanently erase your account and all associated data (GDPR Article 17, right to erasure). This is irreversible and
cannot be undone by you or an administrator.

Erase all my data

Figure 111: My Account view

» Inthe Account area, open the Profile group.

> On the start page, click on your name at the bottom of the navigation bar.
> Inthe user menu, click on Account.
» Inthe Tokens section, click on the New Token button.

L The New Token dialog opens.
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New Token

Gateway *

muster-gmbh/produktion

Label Expires At
dev laptop mm/dd/yyyy --:--
Leave blank = never expires
Budget (USD) Rate limit (req/window)
unlimited none 60s

Cancel

requests / window_sec (blank =

gateway default)

Create Token

Figure 112: New Token dialog

» Select the gateway and enter the label.

» If necessary, set the expiry date, the budget, and the rate limit.

» Click on the Create Token button.

y
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Token Created

Copy this token now — it will not be shown again. ’

agw _alb2c3d4eeccccee

Figure 113: Token Created dialog

A token always applies to exactly one gateway. If no gateway exists, Myra Al
Workspace shows No gateways available and creates no token.

4.1.5.11 Datain the New Token dialog

You set the following data at creation:

Item Description

Gateway * Gateway that the token applies to. A token always applies to
exactly one gateway. The item is mandatory.

Label Label of the token, for example dev laptop. The label appears in
the Label column of the list. The item is optional.

Expires At Date on which the token loses its validity. An empty field means:
never expires.

Budget (USD) Amountin USD that requests with this token may consume. An
empty field means: unlimited.
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Item Description

Rate limit Number of the requests per window seconds. An empty field
(req/window) applies the default of the gateway.

The following options are available in the dialog:

Option Description

Create Token Creates the token and shows it once. During the creation, the
button button shows Creating....
Cancel button Closes the dialog without creating the token.

Myra Al Workspace shows the token only immediately after the creation.
Copy it before you close the dialog. For the Viewer role, the area shows
Viewer users cannot make inference requests.

4.1.5.2 Revoking a token

In the My Account view, a token cannot be edited. You revoke it and create a new one.
The administration changes the spend cap, the rate limit, and the expiry of a token in
the detail view of the gateway.
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Proceed as follows to revoke a token:

My Account

Your profile, sign-in, tokens, and data export.

Profile

Email Role

member

alex.muster@beispiel.de

Tokens New Token
LABEL GATEWAY EXPIRES BUDGET RATE LIMIT CREATED
Editorial script redaktion 12/31/2026 $12.40 / $50.00 - $37.60 left 60/60's 4/2/2026 [N
Analysis produktion never $10.00 - usage unknown 10/60s 6/11/2026 o
Your data

Download a machine-readable copy of your account data (conversations, memories, agents, projects, usage
statistics and more) under GDPR Article 15.

Danger Zone

Deleting your account signs you out and locks you out of MYRA Al Your data is retained per our privacy policy: only
an administrator can restore the account.

Delete Account

Permanently erase your account and all associated data (GDPR Article 17, right to erasure). This is irreversible and
cannot be undone by you or an administrator.

Erase all my data

Figure 114: My Account view

» Inthe Account area, open the Profile group.

> Onthe start page, click on your name at the bottom of the navigation bar.
> Inthe user menu, click on Account.
» Inthe Tokens section, click on the Revoke button at the token.

L The Revoke this token? query opens.
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Please confirm

Revoke this token?

Cancel Confirm

Figure 115: Revoke token query

» Confirm the query.

- The token loses its validity. The gateway answers requests with this token with
Missing or invalid gateway token.

4.1.5.21 Effects of the revocation

The revocation has the following effects:

Object Effect

Token Myra Al Workspace removes the token from the list. The
revocation cannot be undone.

Requests The gateway answers requests with this token with Missing or
invalid gateway token.

Budget and rate  The data of the token ends with the token. A new token receives
limit its own data.

The following options are available in the confirmation:

Option Description

Revoke button Revokes the token.

Cancel button Closes the confirmation without revoking the token.
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©) The Finance role creates no tokens.
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4.2 Workspace

The workspace holds the content that is used in the chat:

B Projects bundle related chats, knowledge files, and instructions.
B Agents and workflows run recurring tasks.

B The library keeps the prompts available.

U MYRA

The following configurations create these objects, change them, and remove them

again.
The following sections describe these configurations:

Managing projects
Managing agents
Managing workflows
Managing scheduled tasks

Managing the prompts of the library
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4.2.1 Managing projects
A project holds related chats, files, and its own instructions together.

4.21.1 Creating a project

The following requirements are met:
Your user account has the Create projects permission.

Proceed as follows to create a project:

Projects

PROJECT DESCRIPTION MEMBERS FILES ROLE UPDATED
Quotes 2026 Templates and price blocks 4 12 Owner 8/12/2026
Handbook new edition Chapters and terminology 3 27 Editor 8/9/2026

Market watch Sources and summaries 2 8 Viewer 7/30/2026

Figure 116: Projects view

» Onthe start page, open the Projects view in the Workspace work area.
» Click on the New Project button.

L The New Project dialog opens.

Myra Al Workspace - Tenant Manual - V2.5 236



4.21Managing projects

New Project

Icon Color

[6]e 2 ¢ 0000
2 ¥ &« » 0000

B @

Name *

e.g. Research Project

Description

‘ Short description (optional)

Project Instructions

Custom system prompt for all conversations in this
project (optional)

Access tier

User configurable v ‘

All models available: people choose Pl protection per chat (today's
behaviour).

Preferred model

‘ Automatic (no preference) v ‘

Preselects this model for new chats in the project. Members can still
switch model per chat.

Figure 117: New Project dialog

» Enter the name of the project.

U MYRA

» If necessary, set the icon, the color, the description, the project instructions, and

the access tier.

» Click on the Create Project button.

> Myra Al Workspace creates the project and opens it.
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osex | Quotes 2026 owmer

Overview Files Members Conversations Feed

Templates and price blocks

ACCESS TIER MEMBERS FILES CONVERSATIONS

User Z 12 7

configurable

Project Instructions

Answer briefly and always name the price date.

Figure 118: View of a project

4.2.1.1.1 Datain the New Project dialog

You set the following data at creation:

Item Description

Icon Icon of the project. The icon marks the project in the list and in the
detail view.

Color Color of the icon. The color applies to the display only.

Name * Name of the project, for example Research Project. The item is
mandatory.

Descripti  Short description of the project. The description appears in the
on Description column of the Projects view and in the Overview tab. The
item is optional.

Project Custom system prompt for all conversations in this project. The Al
Instructi applies the prompt in every conversation of the project. The item is
ons optional.

Access Sets which models the project uses and whether PIl protection can be
tier turned off. The default is User configurable.
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The following options are available in the dialog:

Option Description

Create Project Creates the project and opens it. During the creation, the
button button shows Creating....
Cancel button Closes the dialog without creating the project.

If the name field stays empty, the dialog shows Name is required.

4.21.1.2 Access tiers

The access tier applies to every conversation of the project.

Access tier Effect

User All models available. People choose PII protection per chat.
configurable

Pl All models available, but Pl protection is always on and cannot be
protection turned off in this project.

required

Local only Only local Myra models. Data never leaves Myra infrastructure.

Cloud models, web search, and external tools are disabled.
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4.2.1.2 Editing a project

Proceed as follows to edit a project:

Projects

PROJECT DESCRIPTION MEMBERS FILES ROLE UPDATED
Quotes 2026 Templates and price blocks 4 12 Owner 8/12/2026
Handbook new edition Chapters and terminology 3 27 Editor 8/9/2026

Market watch Sources and summaries 2 8 Viewer 7/30/2026

Figure 119: Projects view

» Onthe start page, open the Projects view in the Workspace work area.
» Open the project.

L The view of the project opens.

eser | Quotes 2026 o

Overview Files Members Conversations Feed

Templates and price blocks

ACCESS TIER MEMBERS FILES CONVERSATIONS
User @ 12 7
configurable

Project Instructions

Answer briefly and always name the price date.

Figure 120: View of a project

» Click on the Edit project button.

L The Overview tab shows the data of the project as a form.
» Change the data.
» Click on the Save changes button.

- Myra Al Workspace applies the changes for every conversation of the project.
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osex | Quotes 2026 owmer

Overview Files Members Conversations Feed

Templates and price blocks

ACCESS TIER MEMBERS FILES CONVERSATIONS

User Z 12 7

configurable

Project Instructions

Answer briefly and always name the price date.

Figure 121: View of a project

4.21.2.1 Datain the Edit project form

You change the following data in the form:

Item Effect of the change

Name Changes the name in the list of the projects, in the detail view, and in
the selection of the project in the chat.

Icon Changes the icon of the project in the list and in the detail view.
Color Changes the color of the icon.

Descripti Changes the short description in the Description column and in the
on Overview tab.

Project Changes the system prompt for all conversations of the project. The
Instructi change applies from the next message, in existing conversations as
ons well.

Access Changes the models available and the PII protection of the project. If
tier you select the Local only access tier, only local Myra models are
available for selection.

Conversa Permanently deletes this workspace's conversations with no activity
tion for this many days (30-3650). To disable the deletion, leave the field
retention empty. A workspace period may only shorten retention versus the
(days) organization policy.
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Item Effect of the change

Preferred Preselects this model for new chats in the project. Members can still
model switch model per chat. With the Automatic (no preference) selection,
the project sets no model.

The following options are available in the form:

Option Description

Save changes Applies the changes. During the saving, the button shows
button Saving....
Cancel button Closes the form without applying the changes.

The Owner and Editor project roles and the Administrator role open the
form. The Conversation retention (days) field appears only for the Owner
project role and for the Administrator role. The deletion is irreversible.

4.2.1.3 Deleting a project

Proceed as follows to delete a project:

Projects

Ii Last edited :) Date created

PROJECT DESCRIPTION MEMBERS FILES  ROLE UPDATED

Quotes 2026 Templates and price blocks 4 12 Owner 8/12/2026

Handbook new edition Chapters and terminology 3 27 Editor 8/9/2026

Market watch Sources and summaries 2 8 Viewer 7/30/2026

Figure 122: Projects view

» Onthe start page, open the Projects view in the Workspace work area.
» Openthe project.

L The view of the project opens.
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osex | Quotes 2026 owmer co s

Overview Files Members Conversations Feed

Templates and price blocks

ACCESS TIER MEMBERS FILES CONVERSATIONS
User e 12 7
configurable

Project Instructions

Answer briefly and always name the price date.

Figure 123: View of a project

» Click on the Delete project button.

L The Delete Project? dialog opens with the This cannot be undone. hint.

Delete Project?

This will permanently delete Research project and
remove all its members and files. Conversations will be
detached but not deleted.

This cannot be undone.

Cancel Delete Project

Figure 124: Delete Project dialog

» Click on the Delete project button.
- Myra Al Workspace deletes the project.
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4.21.3.1 Effects of the deletion

The deletion has the following effects:

Object Effect

Project Myra Al Workspace deletes the project permanently.
Members Myra Al Workspace removes all members of the project.

Knowledge Myra Al Workspace removes all files of the project.
files

Conversatio  Myra Al Workspace detaches the conversations from the project, but
ns does not delete them.

The following options are available in the dialog:

Option Description

Delete Project Deletes the project. During the deletion, the button shows
button Deleting....
Cancel button Closes the dialog without deleting the project.

The Owner project role and the Administrator role delete the project. If the
deletion fails, the dialog shows Delete failed with the cause.
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4.2.2 Managing agents

An agent holds instructions, a model, tools, schedules, and the run history together.

4.2.2.1 Creating an agent

The following requirements are met:

Your user account has the Create and manage own agents permission.

At least one model is enabled on the gateway.

Proceed as follows to create an agent:

Agents Agent catalog New Agent +
Saved agents: instructions, model, tools, schedules and run history.
Al Active Scheduled Draft
Search agents by name... [C] Shared with me Any tool ¥
NAME MODEL TOOLS USED  SCHEDULE VERSION UPDATED
Daily briefing claude-sonnet-4-5 eb_search 128 in3hours 3 8/15/2026
tagesbriefing u Web._sear : v

Minutes assistant -
protokoll-assistent gpt-4o-mini files 46 - vi 8/11/2026

Repo research X .
repo-recherche mistral-large fetch, mepx2 12 in 4 days v2 7/28/2026

Figure 125: Agents view

» On the start page, open the Agents view in the Workspace work area.
» Click on the New Agent button.
L The New Agent dialog opens.
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New Agent

Name

Instructions (system prompt)

Model

claude-sonnet-4-5 v

The model this agent runs on. Models your tenant can run are shown; toggle
off “only runnable* in the picker to browse the full catalog.

Tools

[CJ Web search

(JJ URL fetch (agentic)

Connectors this agent can use

The agent runs these as its owner; each connector's tool permissions still
apply.

Knowledge areas
Select one or more knowledge areas. The agent searches across all of them
and cites the source file, page and section.

» Advanced

Figure 126: New Agent dialog

» Enterthe name and the slug and select the model.
» Set the instructions and the maximum number of the tokens.
» Click on the Create button.

- Myra Al Workspace creates the agent and opens its detail view.

U MYRA

=«  Daily briefing o | | share

Configuration Tryit Schedules Webhooks Runs Versions
Slug tagesbriefing
Model claude-sonnet-4-5
Provider anthropic
Max tokens 4096
Tools web_search
Version v3

Instructions (system prompt) Summarize the news of the day in five points.
Give the source for each point.

Duplicate

Figure 127: Detail view of an agent
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4.2.21.1 Entries in the New Agent dialog

You set the following entries when you create the agent:

Entry Description

Name * Name of the agent in the list of agents and in the detail view. The
entry is mandatory.

Instructio System prompt that controls each run of the agent. The text sets the
ns (system task, the tone and the limits of the agent.
prompt)

Model * Model the agent runs on. The drop-down list shows the models your
tenant can run. If you switch off the only runnable setting in the
picker, you browse the full model catalog. The entry is mandatory.

Tools: Web The agent searches the web to support its answer.
search

Tools: URL  The agent fetches the content of the addresses it selects itself.
fetch
(agentic)

Tools: The agent appends the sources it used to its answer.
Include

sources

listin the

answer

Connector MCP connectors the agent calls. The agent runs these as its owner.
s this The tool permissions of each connector still apply. If no connector
agent can exists yet, the dialog shows No connectors yet. and points to the
use MCP Connectors page.

Knowledge Knowledge areas the agent searches. The agent searches across all

areas selected areas and cites the source file, the page and the section. If
no knowledge area exists yet, the dialog shows No knowledge areas
yet. and points to the Projects page.

Advanced: Stable handle in the invoke URL of the agent. The entry is mandatory.
Slug *

Advanced: Upper limit of the tokens per answer of the agent. The value is a
Max tokens positive integer.
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The following options are available in the dialog:

Option Description

Advanced Expands and collapses the Slug and Max tokens entries.
group

Test run Runs the draft against a sample prompt before you save it. Model,
(preview) instructions, web search, agentic fetch, connectors and knowledge
area areas take effect and run under your user account. The Run preview

button starts the test run.

Create Creates the agent. While the agent is created, the button shows the
button label Saving....

Cancel Closes the dialog without creating the agent.

button

The dialog requires the name, the slug and the model. If an entry is missing,
it shows Name is required, Slug is required or Model is required. If the
Max tokens entry is not a positive integer, it shows Max tokens must be a
positive integer.

If the selected model does not support tools, the dialog shows The selected
model does not support tools. Pick a tool-capable model to enable web
search, URL fetch, connectors and knowledge areas. If the Playground is
switched off for the tenant, the Test run (preview) area shows the message
The preview requires the Playground, which is disabled for this tenant.

Myra Al Workspace - Tenant Manual - V2.5 248



U MYRA

4.2.2Managing agents

4.2.2.2 Editing an agent

Proceed as follows to edit an agent:

Agents Agent catalog New Agent +
Saved agents: instructions, model, tools, schedules and run history.

All Active Scheduled Draft
Search agents by name... [[] Shared with me Any tool v
NAME MODEL TOoOLS USED SCHEDULE VERSION UPDATED
Daily briefing laude- t-4-5 b h 128 in3h 3 8/15/2026
tagezhrlefmg claude-sonne web_searcl n ours V.

Minutes assistant .
protokoll-assistent gpt-4o0-mini files 46 = vi 8/11/2026

Figure 128: Agents view

» Onthe start page, open the Agents view in the Workspace work area.

» Openthe agent.

L The detail view of the agent opens.

«Back Daily briefi ng Edit Share Duplicate

Configuration Tryit Schedules Webhooks Runs Versions
Slug tagesbriefing
Model claude-sonnet-4-5
Provider anthropic
Max tokens 4096
Tools web_search
Version v3

Instructions (system prompt) Summarize the news of the day in five points.

Give the source for each point.

Figure 129: Detail view of an agent

» Click on the Edit Agent button.
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» Change the instructions, the model, the tools, the schedules, or the webhook
triggers.

» Click on the Save button.

- Myra Al Workspace creates a new version of the agent.

« Back Daily briefi ng Edit Share Duplicate
Configuration Tryit Schedules Webhooks Runs Versions
Slug tagesbriefing
Model claude-sonnet-4-5
Provider anthropic
Max tokens 4096
Tools web_search
Version v3
Instructions (system prompt) Summarize the news of the day in five points.
Give the source for each point.

Figure 130: Detail view of an agent

4.2.2.21 Entriesin the Edit Agent dialog

You change the following entries in the dialog:

Entry Effect of the change

Name Changes the name in the list of agents and in the detail view.

Instructions Changes the behaviour of the agent from the next run on.

(system Completed runs stay unchanged.
prompt)
Model Changes the model the agent runs on. If the new model does not

support tools, web search, URL fetch, connectors and knowledge
areas are no longer available.

Tools Extends or limits the tools of the agent from the next run on.
Connectors Changes the MCP connectors of the agent. Connectors you do not
this agent manage are kept when you save. The dialog shows a note about
canuse them.
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Entry Effect of the change

Knowledge Changes the knowledge areas the agent searches. Bindings you do

areas not manage are kept when you save. The dialog shows a note
about them.

Advanced: The entry is locked. The slug cannot be changed after creation, so

Slug that the invoke URL of the agent stays valid.

Advanced: Changes the upper limit of the tokens per answer of the agent.

Max tokens

The following options are available in the dialog:

Option Description

Test run Runs the changed draft against a sample prompt before you save
(preview) area it.

Save button Applies the changes and creates a new version of the agent.
While the agent is saved, the button shows the label Saving....

Cancel button Closes the dialog without applying the changes.

Each save creates a new version. The Versions tab of the detail view lists
the versions. The Restore this version row action creates a new version
with the selected configuration and overwrites nothing.
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4.2.2.3 Deleting an agent

Proceed as follows to delete an agent:

Agents Agent catalog New Agent +
Saved agents: instructions, model, tools, schedules and run history.

All Active Scheduled Draft
Search agents by name... [[] Shared with me Any tool v
NAME MODEL TOoOLS USED SCHEDULE VERSION UPDATED
Daily briefing laude- t-4-5 b h 128 in3h 3 8/15/2026
tagezhrlefmg claude-sonne web_searcl n ours V.

Minutes assistant .
protokoll-assistent gpt-4o0-mini files 46 = vi 8/11/2026

Figure 131: Agents view

» Onthe start page, open the Agents view in the Workspace work area.

» Openthe agent.

L The detail view of the agent opens.

«Back Daily briefi ng Edit Share Duplicate

Configuration Tryit Schedules Webhooks Runs Versions
Slug tagesbriefing
Model claude-sonnet-4-5
Provider anthropic
Max tokens 4096
Tools web_search
Version v3

Instructions (system prompt) Summarize the news of the day in five points.

Give the source for each point.

Figure 132: Detail view of an agent

» Click on the Delete button.

L The Delete agent ""? query opens.
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Please confirm

Delete agent "Rechercheagent"?

Cancel Confirm

Figure 133: Delete agent query

» Confirm the query.

- Myra Al Workspace deletes the agent with its schedules and webhook triggers.

4.2.2.31 Effects of the deletion

The deletion has the following effects:

Object Effect

Agent Myra Al Workspace removes the agent from the list of agents. The
invoke URL of the slug no longer responds.

Schedules Myra Al Workspace removes the schedules of the agent. Scheduled
runs no longer take place.

Webhook Myra Al Workspace removes the webhook triggers of the agent. Calls

triggers to the trigger addresses fail from then on.
Runs The Runs tab with the run history of the agent is no longer available.
Shares The shares to people, groups or the organization end. The agent no

longer appears in their list of agents.

If the deletion fails, the detail view shows The agent could not be deleted.
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® The Finance role creates no agents. It starts an agent shared with it.
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4.2.3 Managing workflows

A workflow chains your agents into a multi-stage sequence with branches, approvals,
and delivery.

4.2.31 Creating a workflow

The following requirements are met:

Your user account has the Create and run own workflows permission.

Your administration has switched on the workflows for the workspace.

Proceed as follows to create a workflow:

Workflows

Build multi-step workflows from your agents — branches, approvals, delivery.

NAME STATUS UPDATED
Review quote Published 3 days ago

Weekly report Disabled 2 weeks ago

Figure 134: Workflows view

» Onthe start page, open the Workflows view in the Workspace work area.
» Click on the New workflow button.

L The New workflow dialog opens.
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New workflow

Name

e.g. Press review with approval

Figure 135: New workflow dialog

» Inthe Name text field, enter the name.
» Click on the Create button.

- Myra Al Workspace creates the workflow and opens the editor.

Run budget (EUR) | 1o cap Saved Runs = Alcopilot = Versions = Publish m

[ ® Trigger ]

All workflows ‘ Review quote

Trigger
Type
Manual

Manual only — no automatic trigger configure
Add a Schedule, Webhook, or Form below.

Schedule Webhook Form

Figure 136: Editor of a workflow

4.2.3.1.1 Entries in the New workflow dialog

You set the following entries when you create the workflow:

Entr Description

Yy

Nam Name of the workflow in the list of the workflows, for example Press review
e* with approval. The entry is mandatory.
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The following options are available in the dialog:

Option Description

Create Creates the workflow and opens its builder. The button is locked while
button the Name input field is empty.

Cancel Closes the dialog without creating the workflow.

button

Myra Al Workspace creates the workflow on the access tier that is selected
in the Workflows view. An agent step uses only agents of the same access
tier. If the creation fails, the dialog shows The workflow could not be
created.

A new workflow carries the Draft status and does not run yet. Only the
Publish button in the builder makes it runnable.

4.2.3.2 Editing a workflow

Proceed as follows to edit a workflow:

Workflows

Build multi-step workflows from your agents — branches, approvals, delivery.

NAME STATUS UPDATED
Review quote Published 3 days ago

Weekly report Disabled 2 weeks ago

Figure 137: Workflows view

» Onthe start page, open the Workflows view in the Workspace work area.
» Openthe workflow.

L The editor of the workflow opens.
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All workﬁows‘ Review quote Run budget (EUR) Saved Runs Al copilot Versions Publish m
[ ® Tmoger ] Trigger
Type
Manual
Manual only — no automatic trigger configured.
Add a Schedule, Webhook, or Form below.
Schedule Webhook Form
Figure 138: Editor of a workflow
» Click on the Add step button and select the step type.
» Connect the steps and set their settings.
> The editor shows the save state as Saved.
All workflows ‘ Review quote Run budget (EUR) | no cap Saved Runs | Alcopilot | Versions | Publish m
[ ® Trigger ] .
Trigger

Type
Manual

Manual only — no automatic trigger configured
Add a Schedule, Webhook, or Form below.

Schedule Webhook Form

Figure 139: Editor of a workflow

If the editor shows Changed in another tab, click on the Reload button. If
you do not, the save operation writes over the change of the other tab.

4.2.3.21 Entries for the workflow

You change the following entries in the toolbar of the builder:

Entry Effect of the change

Name Changes the name in the list of the workflows. The builder saves the
change automatically.

Run Limits the cost of a single run. If the run exceeds the budget, Myra Al
budget Workspace stops it. If the field stays empty, no limit applies.
(EUR)
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4.2.3.2.2 Entries per step type

You set the following entries on the selected step:

Tri Type: Manual, Schedule, Webhook or Form. Form fields: label, key, type

gg (Text, Number, Select, File upload) and Required for each field. For a file

er field also Allowed file types (PDF, PNG, JPEG, WebP, Text, Word (DOCX), Excel
(XLSX)) and Max size per file (MB, 0 = default 10 MB). At most five file fields
are allowed per form.

Ag Agent: the agent that runs the step. Input for this step: the task the agent
ent receives. It may reference earlier steps. The system prompt of the agent is set
ste onthe agent, not here.

Co Value, Comparison (equals, not equal, contains, greater than, less than,
ndi is empty) and Compare with. The result leads into the If true branch or into
tio the Otherwise branch.

Lo Iterate over: the list whose items run through the For each item branch
op once each, up to ten items per run.

Ap Approver: the user account that decides. It finds the request in the My

pro Approvals view. If not decided in time: End the run (nothing goes out) or

val Continue automatically (auto-approve). Timeout (hours): period until the
decision.

Del Channel: Mattermost with the Mattermost channel ID (26 characters),

ive  Webhook with the Webhook URL (https) or Email with a Subject. The email

r goes to the recipient configured for the workspace. Message: the text to
deliver. An empty message delivers nothing.

4.2.3.2.3 Error handling of a step

You set the following entries in the Error handling area:

Entry Effect of the change

If this step
fails
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Entry Effect of the change

Stop the run (default) ends the run. Continue without this
step's result continues the run without the result. Run the error
branch runs the steps in the On error branch.

Attempts (1- Number of the attempts before the step counts as failed.
5)

Seconds Waiting time between two attempts.
between

attempts (0-

30)

4.2.3.2.4 Entries in the Schedule dialog

You set the following entries in the dialog:

Entry Effect of the change

Trigger Every fixed interval runs the workflow at the selected interval.
Once aday (UTC) runs it at a set time.

Interval and Distance between two runs. The value lies between one minute
Interval unit and 366 days.

Time of day Time of the daily run in the format HH:MM in UTC. The dialog
(UTCc) shows the matching local time below it.

Schedule Switches the automatic run on and off. A switched-off schedule
enabled starts no run. The manual run stays available.

The following options are available in the dialog:

Option Description
Save schedule Applies the schedule. While the schedule is saved, the button
button shows the label Saving....

Remove schedule Deletes the schedule. The workflow then runs only manually
button or through another trigger.

Myra Al Workspace - Tenant Manual - V2.5 260



U MYRA

4.2.3Managing workflows

If several scheduled runs fail in a row, Myra Al Workspace switches the
schedule off and shows This schedule was turned off automatically. Fix
the cause, switch the schedule back on and save — only the saving resumes
the automatic runs.

4.2.3.2.5 Entries in the Webhook dialog

The following options are available in the dialog:

Option Description

Create webhook Creates the webhook. The dialog then shows the Webhook
button URL and the Secret.
Secret entry Is shown only once and cannot be retrieved later. Copy the

secret immediately.

Delete webhook Deletes the webhook. Calls to the address no longer start a
button run.

An external system starts a run by POSTing to the webhook URL with the
secret header. The JSON body becomes the output of the trigger step and is
available to the following steps.

4.2.3.2.6 Entries in the Form dialog

You set the following entries in the dialog:

Entry Effect of the change

Form enabled Switches the public form page on and off. The form works
only while the workflow is published.

Require anti-spam Requires a check against automated input before the
check (CAPTCHA) form is submitted.
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The following options are available in the dialog:

Option Description

Create form button Creates the public form page and shows the Public form
URL.

Regenerate link Assigns a new address. The previous address then leads

button nowhere.

Delete form button Deletes the public form page.

Anyone with the link submits the form without signing in and thereby starts
a run that drives the agents of this workflow with their full tool access. Only
enable the form on a workflow you trust with anonymous input.

4.2.3.3 Deleting a workflow

Proceed as follows to delete a workflow:

Workflows

Build multi-step workflows from your agents — branches, approvals, delivery.

NAME STATUS UPDATED
Review quote Published 3 days ago

Weekly report Disabled 2 weeks ago

Figure 140: Workflows view

» Onthe start page, open the Workflows view in the Workspace work area.
» Click on the Delete button at the workflow.

L The Delete this workflow and all its runs? query opens.
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Please confirm

Delete this workflow and all its runs?

Cancel Delete

Figure 141: Delete workflow query

» Confirm the query.

- Myra Al Workspace deletes the workflow with all its runs.

4.2.3.31 Effects of the deletion

The deletion has the following effects:

Object Effect

Workflow  Myra Al Workspace removes the workflow from the list of the workflows.
The builder is no longer available.

Runs Myra Al Workspace deletes all runs of the workflow with their history and
their cost.

Versions The published versions are removed. A roll back to an earlier version is
no longer possible.

Triggers Schedule, webhook and public form are removed. Calls to the webhook
address and to the form address no longer start a run.

Open Approvals that wait for a decision are removed. They no longer appear in

approval the My Approvals view.

s

Agents The agents of the steps stay. The deletion of the workflow deletes no
agent.
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©) If the deletion fails, the view shows The workflow could not be deleted.

©) The Finance role creates no workflows. The Workflows view does not
appear for it.

Myra Al Workspace - Tenant Manual - V2.5 264



U MYRA

4.2.4Managing scheduled tasks

4.2.4 Managing scheduled tasks
A scheduled task runs a prompt on a schedule.
4.2.41 Creating a scheduled task
The following requirements are met:

Your user account has the Create and manage own scheduled tasks permission.

Proceed as follows to create a scheduled task:

Scheduled tasks

NAME PROMPT SCHEDULE MODEL GATEWAY STATUS
Daily briefing Summarise today's news Daily claude-sonnet-4-5 produktion Last run 0K
Weekly review Summarise the week in five points Weekly gpt-4o-mini redaktion Paused

Figure 142: Scheduled view

» On the start page, open the Scheduled view in the Workspace work area.
» Click on the New scheduled task button.

L The New scheduled task dialog opens.

Myra Al Workspace - Tenant Manual - V2.5 265



U MYRA

4.2.4Managing scheduled tasks

New scheduled task

Name

Prompt

e.g. Summarize today's Al news in five bullet points

Model

claude-sonnet-4-5 v ‘

Gateway

produktion v ‘

Schedule

Daily v ‘

Time

06:00

Your local time. Stored in UTC — across a daylight-saving change the run
time shifts by one hour.

The first run starts shortly after creation.

Also send by email (optional)

you@example.com ‘

Leave empty to deliver into the conversation only.

Cancel m

Figure 143: New scheduled task dialog

» Enterthe prompt and set the schedule.
» If necessary, switch on the delivery of the result by email.
» Save the task.

Myra Al Workspace runs the prompt on the schedule. The result appears in a
conversation.

y

4.2.4.11 Entries in the New scheduled task dialog

You set the following entries when you create the task:

Entry Description

Name * Name of the task in the list of the scheduled tasks. The entry is
mandatory.
Prompt* Prompt Myra Al Workspace sends to the model on each run, for

example Summarize today's Al news in five bullet points. The entry
is mandatory.

Model * Model that answers the prompt. The entry is mandatory.
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Entry Description

Gateway Gateway the task runs on. The drop-down list appears only when you
create the task and only if more than one gateway is available.

Schedule Daily, Weekly or Interval. The selection decides which further entries
the dialog shows.

Run every Distance between two runs for the Interval selection, in minutes,
and Unit hours or days. The value lies between one minute and 366 days.

Weekday Weekday of the run for the Weekly selection.

Time Time of the run in the format HH:MM for the Daily and Weekly
selections. You enter your local time. Myra Al Workspace stores itin
UTC. Across a daylight-saving change the run time shifts by one hour.

Also send Email address Myra Al Workspace sends the result to in addition. If the
by email field stays empty, the result arrives in the conversation only.
(optional)

The following options are available in the dialog:

Option Description

Save button Creates the task. While the task is saved, the button shows the label
Saving....

Cancel Closes the dialog without creating the task.
button

The first run starts shortly after creation. After that the task follows its
schedule.

If an entry is missing or invalid, the dialog shows Please enter a name.,
Please enter a prompt., Please choose a model., The interval must be at
least 1 minute and at most 366 days. or Please enter a time as HH:MM. If
the model does not belong to your plan, the dialog shows This model is not
available on your plan.
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4.2.4.2 Editing a scheduled task

Proceed as follows to edit a scheduled task:

Scheduled tasks

NAME PROMPT SCHEDULE MODEL GATEWAY STATUS
Daily briefing Summarise today's news Daily claude-sonnet-4-5 produktion Last run 0K
Weekly review Summarise the week in five points Weekly gpt-4o-mini redaktion Paused

Figure 144: Scheduled view

» On the start page, open the Scheduled view in the Workspace work area.
» Openthe task.
L The Edit scheduled task dialog opens.

Edit scheduled task

Name

Press review

Prompt

e.g. Summarize today's Al news in five bullet points

Model

‘ claude-sonnet-4-5 v ‘

Schedule

‘ Daily v ‘

Time

06:00 ‘

Your local time. Stored in UTC — across a daylight-saving change the run
time shifts by one hour.

Also send by email (optional)

you@example.com ‘

Leave empty to deliver into the conversation only.

cance' m

Figure 145: Edit scheduled task dialog

» Change the prompt, the schedule, or the delivery.
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» Save the task.

> Myra Al Workspace uses the change from the next run.

4.2.4.2.1 Entries in the Edit scheduled task dialog

You change the following entries in the dialog:

Entry Effect of the change

Name Changes the name in the list of the scheduled tasks.

Prompt Changes the prompt from the next run on. Results that were
already delivered stay unchanged.

Model Changes the model that answers the prompt.

Schedule Changes the kind of the schedule: Daily, Weekly or Interval.
Myra Al Workspace calculates the next run again.

Run every, Unit, Change the time of the next run.
Weekday and Time

Also send by email Changes or removes the additional delivery by email. If you
(optional) clear the field, the result arrives in the conversation only.

The following options are available in the dialog:

Option Description

Save button Applies the changes. Myra Al Workspace uses them from the next
runon.

Cancel Closes the dialog without applying the changes.
button

The gateway of an existing task cannot be changed. The Gateway drop-
down list appears only when you create the task. If the saving fails, the
dialog shows The task could not be saved — please check the fields. or
Saving failed. Please try again.
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The Pause row action holds the task without changing it. The Resume row
action takes it up again. A paused task does not count against the limit of

your plan. If the switch fails, the view shows Could not update the task.
Please try again.

4.2.4.3 Deleting a scheduled task

Proceed as follows to delete a scheduled task:

Scheduled tasks

NAME PROMPT SCHEDULE MODEL GATEWAY STATUS
Daily briefing Summarise today's news Daily claude-sonnet-4-5 produktion Last run 0K
Weekly review Summarise the week in five points Weekly gpt-4o-mini redaktion Paused

Figure 146: Scheduled view

» On the start page, open the Scheduled view in the Workspace work area.

» Delete the task.

L The Delete the scheduled task “”? It will stop running and this cannot be
undone. query opens.
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Please confirm

Delete the scheduled task “Presseschau”? It will stop
running and this cannot be undone.

Cancel Delete

Figure 147: Delete task query

» Confirm the query.

- Myra Al Workspace does not run the task any more. A run that is still due does not
occur.

4.2.4.31 Effects of the deletion

The deletion has the following effects:

Object Effect

Scheduled Myra Al Workspace removes the task from the list. The deletion

task cannot be undone.

Schedule Arun that is still due is removed. Myra Al Workspace no longer runs
the prompt.

Results The results that were already delivered stay in their conversations.

Limit of the The deletion frees a slot. You can then create another task.

plan

If the deletion fails, the view shows Could not delete the task. Please try
again.
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@ The Finance role creates no scheduled tasks. The Scheduled view does not
appear for it.
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4.2.5 Managing the prompts of the library
A prompt of the library is available to the whole organization in the chat.

4.2.5.1 Creating a prompt of the library

The following requirements are met:

Your user account has the Manage governance rules, prompts, and approvals
permission.

Proceed as follows to create a prompt:

. . .
Prompt Library (Organization) New prompt
All categories Sales Support Editorial
NAME CATEGORY DESCRIPTION TEMPLATE VERSION
Quote text Sales Writes a quote paragraph {{customer}} .. va
Fault report Support Summarises a fault {{ticket}} ... v2
Translation Editorial Translates a paragraph {{text)} .. v1

Figure 148: Library view

» Onthe start page, open the Library view in the Workspace work area.
» Click on the New prompt button.

L The New prompt dialog opens.
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New prompt

Name (required)

e.g. Complaint reply ‘

Category

e.g. Support ‘

Description

‘ Short description (optional) ‘

Template (required)

The prompt text...

Figure 149: New prompt dialog

» Enterthe name, the category, and the prompt text.
» Save the prompt.

- Myra Al Workspace creates the prompt and submits it for approval.

4.2.5.1.1 Entries in the New prompt dialog

You set the following entries when you create the template:

Entry Description

Name Name of the template in the list of the library, for example Complaint
(require reply. The name holds a maximum of 255 characters.
d)

Categor Category of the template, for example Support. The category holds a
\% maximum of 64 characters and supplies the Filter by category drop-
down list. The entry is optional.

Descript Short description of the template. The description appears in the list of
ion the library. The entry is optional.
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Entry Description

Templat Prompt text the users move into the chat with the Use in chat row
e action.

(require

d)

The following options are available in the dialog:

Option Description

Create Creates the template. While the template is saved, the button shows
button the label Saving....

Cancel Closes the dialog without creating the template.

button

If a mandatory entry is missing, the dialog shows Name is required. or
Template is required.

4.2.5.2 Editing a prompt of the library

Proceed as follows to edit a prompt:

Prompt Library (Organization)
m) Sales Support Editorial

NAME CATEGORY DESCRIPTION TEMPLATE VERSION

Quote text Sales Writes a quote paragraph {{customer}} .. !

Fault report Support Summarises a fault {{ticket}} .. v2

Translation Editorial Translates a paragraph {{text)} .. vl

Figure 150: Library view

» Onthe start page, open the Library view in the Workspace work area.
» Openthe prompt.
L The Edit prompt dialog opens.
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Edit prompt

Name (required)

I Complaint reply ‘

Category

I Support ‘

Description

‘ Short description (optional) ‘

Template (required)

The prompt text...

Figure 151: Edit prompt dialog

» Change the entries and save the prompt.

> Myra Al Workspace creates a new version and submits it for approval.

A change to the prompt library becomes effective only after the approval of
a second person. The person who makes the request never approves their
own change. The changes that are open are in the Settings area, in the
Approvals group, in the Configurations tab.

4.2.5.21 Entries in the Edit prompt dialog

You change the following entries in the dialog:

Entry Effect of the change

Name Changes the name in the list of the library and in the Versions dialog.
(required

)

Category
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Entry Effect of the change

Assigns the template to a different category. If you clear the field, the
Category column shows — and the template appears under All
categories only.

Descripti Changes the description in the list. If you clear the field, the
on Description column shows —.

Template Changes the prompt text. Each save creates a new version. The
(required Version column counts up. Texts that were already used in the chat
) stay unchanged.

The following options are available in the dialog:

Option Description

Save Applies the changes as a new version. While the template is saved,
button the button shows the label Saving....

Cancel Closes the dialog without applying the changes.

button

The Restore row action in the Versions dialog puts an earlier version back
in place. Myra Al Workspace creates a new version with the restored
content. The versions in between stay available. A restore also needs the
approval of a second person.
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4.2.5.3 Deleting a prompt of the library

Proceed as follows to delete a prompt:

. . .
Prompt Library (Organization) New prompt
All categories Sales Support Editorial
NAME CATEGORY DESCRIPTION TEMPLATE VERSION
Quote text Sales Writes a quote paragraph {{customer}} .. va4
Fault report Support Summarises a fault {{ticket)} .. v2
Translation Editorial Translates a paragraph {{text}} .. vi

Figure 152: Library view

» Onthe start page, open the Library view in the Workspace work area.
» Delete the prompt.

L The Delete the prompt ""? query opens.

Please confirm

Delete the prompt "Beschwerde-Antwort"?

Cancel Confirm

Figure 153: Delete prompt query

» Confirm the query.

> Myra Al Workspace shows Prompt deleted.
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4.2.5.3.1 Effects of the deletion

The deletion has the following effects:

Object Effect

Template  Myra Al Workspace removes the template from the library. The users no
longer find it in the chat.

Versions Myra Al Workspace removes all versions of the template. A restore
through the Versions dialog is no longer possible.

Convers The prompts that were already sent stay in the conversations.
ations

A deletion also needs the approval of a second person. Until the approval,
the view shows Change submitted for approval. and the template stays in
the list.

The Library view does not appear for the Finance role.
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4.3 Connections

Connections integrate external systems into Myra Al Workspace. A connector for the
Model Context Protocol (MCP) provides the Al in the chat with the tools of an external
server, and a chat integration opens the chat in a messenger.

The following sections describe these configurations:

B Managing the MCP connectors of the tenant
B Managing your own MCP connectors
B Managing chat integrations
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4.3.1 Managing the MCP connectors of the tenant

A connector for the Model Context Protocol (MCP) makes the tools of an external server
available to the Al in the chat.

4.3.11 Creating an MCP connector

The following requirements are met:

Your user account has the Manage tenant settings permission.

The address of the MCP server and the related credentials are available.

Proceed as follows to create an MCP connector:

MCP Connectors Chat Integrations
MCP Connectors
NAME SERVER URL AUTH CREATED

Knowledge base https:/mcp.beispiel.de/v1 Bearer token 7/22/2026

Ticket system https:/tickets.beispiel.de/mcp Header 6/30/2026

Figure 154: MCP Connectors view

» Inthe Settings area, open the Connections group and its MCP Connectors tab.

> Onthe start page, click on your name at the bottom of the navigation bar.
> Inthe user menu, click on Settings.
» Click onthe New connector button.

L The New MCP Connector dialog opens.
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New MCP Connector

Name *

’ My Tools Server

Credential scope

| Tenant-shared | Per-user

A single auth value is stored on this connector and used by every user in
the tenant. Right for internal MCPs that don't have per-user auth.

Server URL *

‘ https://my-mcp-server.example.com/mcp

JSON-RPC 2.0 endpoint of the MCP server.

Authentication

| None | Bearer token = Custom header

Tool permissions

Choose whether tools from this connector are allowed by default, then
block or allow individual tools as exceptions. Blocking is enforced on the
server — a blocked tool can never run.

| Allow by default | Block by default

Figure 155: New MCP Connector dialog

» Enter the name and select under Credential scope whether the connector is
Tenant-shared or Per-user.

» Enterthe address of the server and give the credentials.
» Save the connector.

- Myra Al Workspace creates the connector. The Al calls its tools in the chat.

The test of a connector needs a saved connector. Before that, the dialog
shows Save the connector first, then test.

4.3.1.1.1 Entries in the New MCP Connector dialog

You set the following entries when you create the connector:

Entry Description

Name Name of the connectorin the list, for example My Tools Server. The entry is
mandatory.
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Entry Description

Cred Tenant-shared stores a single auth value on the connector that every user

ential of the tenant uses. That is the right scope for an internal MCP server

scop without a sign-in per person. Per-user asks every person for their own

e credential. That is the right scope for a service such as Gmail or GitHub
whose token represents a specific person. The users then connect
themselves in the My MCP Connectors view.

Micro Directory identifier of your organization as a GUID from the Entra admin
soft center. The entry appears for a tenant-scoped Microsoft 365 connector
Entra only, and when you create it only. Myra Al Workspace derives the server URL
tena and the sign-in addresses from it. The Server URL is then read-only. The
ntiID entry is mandatory.

Serv JSON-RPC 2.0 endpoint of the MCP server, for example https:/my-mcp-
er server.example.com/mcp. The entry is mandatory.
URL

Auth Method with which the connector signs in to the server. For Tenant-

entic shared, None, Bearer token, and Custom header are available. For Per-

ation user, None and Bearer token are available. For Bearer token, you enter
the token, for Custom header, the header in the Header-Name: header-
value format, for example X-Api-Key: your-secret-value.

Tool Basic rule for the tools of this connector: Allow by default or Block by
perm default. Myra Al Workspace enforces the rule on the server. A blocked tool
issio never runs.

ns

If you select Per-user and Bearer token, the OAuth (advanced) area gives you these
entries in addition:

Entry Description

Authori  Address at which the users sign in to the provider.
ze URL

Token Address at which the provider issues the tokens.
URL

Identifier of the OAuth app at the provider. For a Microsoft 365
connector, the entry is mandatory.
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Entry Description

OAuth
Client
ID

OAuth Secret of the OAuth app. Myra Al Workspace stores it encrypted and
Client never shows it again. PKCE is always used. For a public client, the field
Secret stays blank.

Scopes Space-separated permissions that the sign-in requests. For Microsoft
Entra, they include offline_access and the resource scope so that
access is refreshed without a new sign-in.

The following options are available in the dialog:

Option Description

Test Calls the server and shows Connected v or Connected v — tool(s)

connectio found. The button appears for Tenant-shared only, because only

n button there the credential is in the dialog. It is disabled while the Server
URL is empty.

Create Creates the connector. While it stores, the button carries the Saving...

button label.

Cancel Closes the dialog without creating the connector.

button

If a mandatory entry is missing, the dialog shows Name is required, Server
URL is required, Microsoft Entra tenant ID is required. or OAuth client
ID is required for a Microsoft 365 connector.

On a test, the dialog shows Save the connector first, then test. while the
connector is not stored yet, Connect required — add your credential first.
while no credential is available, and Error: on an error.
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4.3.1.2 Editing an MCP connector

Proceed as follows to edit an MCP connector:

A

MCP Connectors Chat Integrations
MCP Connectors New connector
NAME SERVER URL AUTH CREATED
Knowledge base https:/mcp.beispiel.de/v1 Bearer token 7/22/2026
Ticket system https:/tickets.beispiel.de/mcp Header 6/30/2026

Figure 156: MCP Connectors view

» Inthe Settings area, open the Connections group and its MCP Connectors tab.

> Onthe start page, click on your name at the bottom of the navigation bar.
>> Inthe user menu, click on Settings.
» Openthe connector.

L The Edit MCP Connector dialog opens.
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Edit MCP Connector

Name *

‘ Knowledge service ‘

ConnectorID

‘ mcp_alb2c3d4 ‘

Use this ID to reference the connector from the API, e.g. tools: [{ "type":
*mep", “connector _id": ™ }].

Credential scope

| Tenant-shared | Per-user

Assingle auth value is stored on this connector and used by every user in
the tenant. Right for internal MCPs that don't have per-user auth.

Server URL *

‘ https://my-mcp-server.example.com/mcp

JSON-RPC 2.0 endpoint of the MCP server.

Authentication

| None | Bearer token = Custom header

Tool permissions

Choose whether tools from this connector are allowed by default, then
block or allow individual tools as exceptions. Blocking is enforced on the
server — a blocked tool can never run.

| Allow by default | Block by default

Figure 157: Edit MCP Connector dialog

» Change the data.
» Save the connector.

- Myra Al Workspace applies the change.

The field for the stored secret stays empty. Leave it empty to keep the
stored secret.

4.3.1.2.1 Entries in the Edit MCP Connector dialog

You change the following entries in the dialog:

Entry Effectof the change

Name Changes the name in the list and in the selection of the tools in the chat.

Cred Switches between a shared and a personal access. After a change to Per-
ential user, every person connects themselves in the My MCP Connectors view.
Until then, the Al does not call the tools for that person. After a change to

Myra Al Workspace - Tenant Manual - V2.5 286



U MYRA

4.31Managing the MCP connectors of the tenant

Entry Effectofthe change

scop Tenant-shared, the value stored on the connector applies to every user of
e the tenant.

Serv Points the connector at a different server. The Al then calls the tools of this
er server. If the credential is not valid there, the calls fail. For a Microsoft 365
URL connector, the entry is read-only.

Auth  Changes the sign-in method. On a change, Myra Al Workspace discards the
entic value entered so far. Store the credential again afterwards.
ation

OAut Replaces the stored secret. If you leave the field blank, Myra Al Workspace
h keeps the stored secret.

Clien

t

Secr

et

Tool Changes which tools the Al calls. The change applies immediately to each
perm new call and to every user of the tenant. A blocked tool never runs.

issio

ns

The following entry is no longer changeable after the connector is created:

Entry Description

Conne Identifier of the connector. You address the connector by this identifier
ctorID from the API. The Copy button puts the identifier on the clipboard.

The per-tool exceptions are available in the Edit MCP Connector dialog
only, because they need a stored connector. While the tools are not loaded,
the Tool permissions area carries the note that you load this connector's
tools with the Test connection button and then set per-tool exceptions.
For each tool, you then set Allow or Block.
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4.3.1.3 Deleting an MCP connector

Proceed as follows to delete an MCP connector:

MCP Connectors Chat Integrations
MCP Connectors New connector
NAME SERVER URL AUTH CREATED
Knowledge base https:/mcp.beispiel.de/v1 Bearer token 7/22/2026
Ticket system https:/tickets.beispiel.de/mcp Header 6/30/2026

Figure 158: MCP Connectors view

» Inthe Settings area, open the Connections group and its MCP Connectors tab.

> Onthe start page, click on your name at the bottom of the navigation bar.
>> Inthe user menu, click on Settings.
» Delete the connector.

L The Delete this MCP connector? The model will no longer have access to its
tools. query opens.

Myra Al Workspace - Tenant Manual - V2.5 288



U MYRA

4.31Managing the MCP connectors of the tenant

Please confirm

Delete this MCP connector? The model will no longer
have access to its tools.

Cancel Confirm

Figure 159: Delete MCP connector query

» Confirm the query.

- Myra Al Workspace deletes the connector.

4.3.1.3.1 Effects of the deletion

The deletion has the following effects:

Objec Effect

t

Conn Myra Al Workspace removes the connector from the list. It cannot be
ector restored.

Crede Myra Al Workspace deletes the credential stored on the connector and, for
ntials a connector with the Per-user scope, the tokens of every user as well. The
tokens at the provider stay. Revoke them there if they are no longer to be

valid.
Tool The basic rule and the per-tool exceptions go with the connector.
permi
ssions

Chat The Al no longer calls the tools of this server for any person of the tenant. A
task that needs such a tool then fails.
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Objec Effect

t

Agent  An agent that uses this tool continues to work without the tool. Check the
s agents concerned before the deletion.

API Calls that address the connector by its Connector ID no longer find it.

These tasks need the Manage tenant settings permission. The Al Manager
and Finance roles do not have it. The Al Manager role manages its own
connectors instead.

Myra Al Workspace - Tenant Manual - V2.5 290



U MYRA

4.3.2Managing your own MCP connectors

4.3.2 Managing your own MCP connectors

A connector for the Model Context Protocol (MCP) makes the tools of an external server
available to the Al in the chat. A connector that you create yourself is yours alone —
other users do not share your tokens.

4.3.21 Creating an MCP connector
The following requirements are met:

Your user account has the Create and manage own MCP connectors permission.

The address of the MCP server and the related credentials are available.

Proceed as follows to create an MCP connector:

My MCP Connectors _
Add from directory

Per-user MCP connectors your admin made available. Each
connection is yours alone — other users don't share your tokens.

NAME SERVER URL STATUS

Knowledge base https:/mcep.beispiel.de/v1 Connected P

Ticket system https:/tickets.beispiel.de/mcp Not connected b Z2 W

Figure 160: My MCP Connectors view

» Inthe Settings area, open the Connections group.

> On the start page, click on your name at the bottom of the navigation bar.
> Inthe user menu, click on Settings.
» Click on the New connector button.

L The New MCP Connector dialog opens.
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New MCP Connector

Name *

My Tools Server

Server URL *

’ https://my-mcp-server.example.com/mcp

JSON-RPC 2.0 endpoint of the MCP server.

Authentication

| None | Bearer token | Custom header

Tool permissions

Choose whether tools from this connector are allowed by default, then
block or allow individual tools as exceptions. Blocking is enforced on the
server — a blocked tool can never run.

| Allow by default | Block by default

Figure 161: New MCP Connector dialog

» Enter the name and the address of the server and give the credentials.
» Save the connector.

- Myra Al Workspace creates the connector. The Al calls its tools in the chat.

A connector that your administration made available can only be connected
and disconnected. Edit and delete are available for your own connectors
only.

4.3.2.1.1 Entries in the New MCP Connector dialog

You set the following entries when you create the connector:

Entry Description

Name Name of the connector in the list, for example My Tools Server. The entry
is mandatory.
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Entry Description

Serve JSON-RPC 2.0 endpoint of the MCP server, for example https:/my-mcp-
rURL server.example.com/mcp. The entry is mandatory.

Authe Method with which the connector signs in to the server: None or Bearer
nticat token. For your own connector, a custom header is not available, because
ion Myra Al Workspace always sends a personal credential as a bearer token.

Tool Basic rule for the tools of this connector: Allow by default or Block by
permi default. Myra Al Workspace enforces the rule on the server. A blocked tool
ssion never runs.

If you select Bearer token, the OAuth (advanced) area gives you these entries in
addition:

Entry Description

Authorize Address at which you sign in to the provider.

URL

Token Address at which the provider issues the tokens.

URL

OAuth Identifier of the OAuth app at the provider.

ClientID

OAuth Secret of the OAuth app. Myra Al Workspace stores it encrypted and
Client never shows it again. PKCE is always used. For a public client, the field
Secret stays blank.

Scopes Space-separated permissions that the sign-in requests. The entry is

optional.

The following options are available in the dialog:

Option Description
Create Creates the connector. While it stores, the button carries the
button Saving... label.

Closes the dialog without creating the connector.
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Option Description

Cancel
button

If a mandatory entry is missing, the dialog shows Name is required or
Server URL is required.

The dialog carries the note You'll provide your personal credential after
saving — either via Connect (paste a token) or by configuring the sign-
in below. The OAuth (advanced) area is the way for a connector with a
sign-in at the provider. Without it, you paste your token through the
Connect row action.

4.3.2.2 Editing an MCP connector

Proceed as follows to edit one of your own MCP connectors:

My MCP Connectors ,
Add from directory

Per-user MCP connectors your admin made available. Each
connection is yours alone — other users don't share your tokens.

NAME SERVER URL STATUS

Knowledge base https:/mcp.beispiel.de/v1 Connected oo

Ticket system https:/tickets.beispiel.de/mcp Not connected b 2 w

Figure 162: My MCP Connectors view

» Inthe Settings area, open the Connections group.

> On the start page, click on your name at the bottom of the navigation bar.
> Inthe user menu, click on Settings.
» Inthe row of the connector, click on the Edit button.

L The Edit MCP Connector dialog opens.
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Edit MCP Connector

Name *

’ Knowledge service ‘

ConnectorID

’ mcp_alb2c3d4 ‘

Use this ID to reference the connector from the API, e.g. tools: [{ "type™:
“mcp”, "connector_id": "™ }].

Server URL *

’ https://my-mcp-server.example.com/mcp ‘

JSON-RPC 2.0 endpoint of the MCP server.

Authentication

| None | Bearer token = Custom header

Tool permissions

Choose whether tools from this connector are allowed by default, then
block or allow individual tools as exceptions. Blocking is enforced on the
server — a blocked tool can never run.

| Allow by default | Block by default

Figure 163: Edit MCP Connector dialog

» Change the data.
» Save the connector.

- Myra Al Workspace applies the change.

The field for the stored secret stays empty. Leave it empty to keep the
stored secret.

4.3.2.21 Entries in the Edit MCP Connector dialog

You change the following entries in the dialog:

Entry Effect of the change

Name Changes the name in the list and in the heading of the Connect dialog.
Server Points the connector at a different server. The Al then calls the tools of
URL this server. If your access token is not valid there, the calls fail and you

connect the connector again.
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Entry Effect of the change

Authenti Changes the sign-in method. On a change, Myra Al Workspace discards
cation the value entered so far. Store your credential again through the
Connect row action.

OAuth Replaces the stored secret. If you leave the field blank, Myra Al

Client Workspace keeps the stored secret.

Secret

Tool Changes which tools the Al calls. The change applies immediately to
permissi each new call. A blocked tool never runs.

ons

The following entry is no longer changeable after the connector is created:

Entry Description

Conne Identifier of the connector. You address the connector by this identifier
ctorID from the API. The Copy button puts the identifier on the clipboard.

The per-tool exceptions appear as soon as the tools of the server are known.
While none are known, the Tool permissions area carries the note that you
load this connector's tools with the Test connection button and then set
per-tool exceptions. For each tool, you then set Allow or Block.
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4.3.2.3 Deleting an MCP connector

Proceed as follows to delete one of your own MCP connectors:

My MCP Connectors
. . Add from directory
Per-user MCP connectors your admin made available. Each

connection is yours alone — other users don't share your tokens.

NAME SERVER URL STATUS
Knowledge base https:/mcp.beispiel.de/v1 Connected P
Ticket system https:/tickets.beispiel.de/mcp Not connected b Z2 W

Figure 164: My MCP Connectors view

» Inthe Settings area, open the Connections group.

> On the start page, click on your name at the bottom of the navigation bar.
> Inthe user menu, click on Settings.
» Inthe row of the connector, click on the Delete button.

L The Delete ""? This removes the connector and can't be undone. query
opens.
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Please confirm

Delete "('w', 'Wissensdienst, 'Knowledge service’)"? This
removes the connector and can't be undone.

Cancel Confirm

Figure 165: Delete MCP connector query

» Confirm the query.

- Myra Al Workspace deletes the connector.

4.3.2.31 Effects of the deletion

The deletion has the following effects:

Object Effect

Connect Myra Al Workspace removes the connector from the list. It cannot be
or restored.

Credent  Myra Al Workspace deletes your stored access token together with the
ial connector. The token at the provider stays. Revoke it there if it is no
longer to be valid.

Tool The basic rule and the per-tool exceptions go with the connector.
permissi

ons

Chat The Al no longer calls the tools of this server. A task that needs such a

tool then fails.

Convers The answers already produced stay in the conversations.
ations
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Object Effect

API Calls that address the connector by its Connector ID no longer find it.

These tasks describe the personal connectors of the Al Manager role. The
Finance role creates no own MCP connectors.
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4.3.3 Managing chat integrations

A chat integration connects Mattermost, Slack, or Microsoft Teams to an agent. Your
team then talks to the agent from the chat platform.

4.3.3.1 Creating a chat integration

The following requirements are met:

Your user account has the Manage tenant connector-sync and chat-bridge
permission.

You have the credentials of the chat platform.

The agent that answers exists.

Proceed as follows to create a chat integration:

MCP Connectors Chat Integrations

.
Chat Integrations
Add connection
Let your team talk to an agent from Mattermost, Slack or Microsoft Teams. Paste the platform's

credentials, pick the agent that answers, and enable it.

PLATFORM WORKSPACE AGENT GATEWAY STATUS WEB SEARCH ALLTOOLS CREATED
Mattermost  muster-team  briefing produktion Enabled On Off 7/30/2026 O ® L O W
Slack beispiel-ag protokoll  redaktion Disabled Off Off 8/4/2026 O O L o w

Figure 166: Chat Integrations view

» Inthe Settings area, open the Connections group.

> On the start page, click on your name at the bottom of the navigation bar.
> Inthe user menu, click on Settings.

» Open the Chat Integrations tab.

» Click on the Add connection button.

L The Add chat connection dialog opens.
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Add chat connection

Platform

| Mattermost v ‘
Gateway

| Select a gateway... v ‘
Agent

| Select an agent... v ‘

Workspace (team id)

| the Mattermost team id ‘

Mattermost URL

| https://mattermost.example.com ‘

Bot access token

| |

Relay secret

A high-entropy shared secret the relay presents on every event. Store it
only in the relay config.

() Allow web search

Let this bot search the web to answer. Other external tools (fetching URLs,
running code) stay disabled on the chat channel.

() Allow all tools

Give this bot its agent's full toolset — running code, fetching URLs, MCP
connectors, image generation. These run under the bot owner's
credentials, and anyone in the chat workspace can trigger them. Leave off
unless you trust every member of this channel.

= |

Figure 167: Add chat connection dialog

» Under Platform, select the chat platform.
B The credential fields depend on this selection.
» Select the Gateway and the Agent that answers.
» Enter the identifier of the workspace and the credentials of the platform.
» If necessary, set the Allow web search and Allow all tools switches.
» Click on the Save button.

- Myra Al Workspace creates the connection with the Enabled status. Your team
talks to the agent from the platform selected.

® Allow all tools gives the bot its agent's full toolset — running code, fetching
URLs, MCP connectors, image generation. These run under the bot owner's
credentials, and anyone in the chat workspace triggers them. Set the switch
only if you trust every member of the channel.
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4.3.3.11 Entries in the Add chat connection dialog

You set the following entries for every platform:

Entry Description

Platfo Chat platform of the connection: Mattermost, Slack, or Microsoft
rm Teams. The selection decides which credential fields the dialog gives you
next.

Gatew Gateway through which the connection bills and enforces its requests.
ay The drop-down list gives the gateways of the tenant. The entry is
mandatory.

Agent Agentthat answers the messages from the chat. The drop-down list gives
the agents of the selected gateway and is disabled while no gateway is
selected. The entry is mandatory.

Works Identifier of the workspace on the platform. For Mattermost, that is the
pace team ID, for Slack, the team ID in the TO123ABCD form, for Microsoft
Teams, the GUID of the Entra tenant. The entry is mandatory.

Allow Lets the bot search the web for its answers. Other external tools —
web fetching URLs, running code — stay switched off on the chat channel. The
search check box is available when you create the connection only.

Allow Gives the bot the full toolset of its agent: running code, fetching URLs,
all MCP connectors, and image generation. The check box is available when
tools you create the connection only.

For the Mattermost platform, these entries come in addition:

Entry Description

Matterm  Address of your Mattermost server, for example https:/
ost URL mattermost.example.com. The entry is mandatory.

Bot Access token of the bot account from Mattermost. The entry is
access mandatory.

token

Relay High-entropy shared secret that the relay presents on every event.
secret Store it in the configuration of the relay only. The entry is mandatory.
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For the Slack platform, these entries come in addition:

Entry Description

Bot token Bot token of the Slack app. The entry is mandatory.
(xoxb-...)

Signing Request-signing secret from Basic Information — App Credentials
secret in Slack. Store it here only. The entry is mandatory.

For the Microsoft Teams platform, these entries come in addition:

Entry Description

BotappID Application identifier from your Azure Bot registration. The entry
is mandatory.

Bot app type Multi-tenant for an app that serves several Entra tenants, or
Single-tenant for an app in your own tenant.

Home tenant GUID of the Entra tenant that holds the bot registration. The entry

ID (Entra is mandatory.

GUID)

Service URL Messaging endpoint from the bot registration, for example
https:/smba.trafficmanager.net/emea/. The entry is
mandatory.

Client secret Secret of the bot registration. The entry is mandatory.

The following options are available in the dialog:

Option Description

Save button Creates the connection. While it stores, the button carries the
Loading... label.

Cancel Closes the dialog without creating the connection.
button
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Myra Al Workspace never gives the credentials out again. They appear
neither in the list nor in the dialog. To change them, use the Rotate token
row action.

4.3.3.2 Editing a chat integration

The platform, the workspace, and the agent that answers stay unchanged on an
existing chat integration. You can change the status and the two tool switches in the
row of the connection.

Proceed as follows to edit a chat integration:

MCP Connectors Chat Integrations

.
Chat Integrations
. Add connection
Let your team talk to an agent from Mattermost, Slack or Microsoft Teams. Paste the platform's
credentials, pick the agent that answers, and enable it.
PLATFORM WORKSPACE AGENT  GATEWAY STATUS WEB SEARCH ALLTOOLS CREATED

Mattermost  muster-team  briefing produktion Enabled On Off 7/30/2026 0) @ G O

Slack beispiel-ag protokoll  redaktion Disabled Off Off 8/4/2026 O ® b o

Figure 168: Chat Integrations view

» Inthe Settings area, open the Connections group.

> Onthe start page, click on your name at the bottom of the navigation bar.
>> Inthe user menu, click on Settings.
» Open the Chat Integrations tab.

» Inthe row of the connection, select Disable, Enable web search, or Enable all
tools.

- Myra Al Workspace applies the change immediately and shows it in the Status,
Web search, and All tools columns.
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4.3.3.2.1 Effects of the changes

The changes in the row have the following effects:

Change Effect

Disable The bot stops answering. The connection and its credentials stay. The
Status column then shows Disabled.

Enable The bot answers again. The Status column then shows Enabled.
Enable The bot searches the web for its answers. The Web search column
web then shows On.

search

Disable The bot answers from the knowledge of the model and the sources of
web its agent only. The Web search column then shows Off.

search

Enable all The bot uses the full toolset of its agent. The All tools column then
tools shows On.

Disable all The bot uses no external tool other than the web search. The All tools
tools column then shows Off.

The following entries are no longer changeable after the connection is created:

Entry Description

Platform The chat platform of the connection. For a different platform, create
another connection.

Workspa The identifier of the workspace on the platform.
ce

Agent The agent that answers.

Gateway The gateway that bills.

The changes apply immediately to the next message. Myra Al Workspace
does not stop an answer that is already running.
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4.3.3.3 Rotating the credentials of a chat integration

You can change the credentials of the chat platform without creating the connection
again.

Proceed as follows to rotate the credentials:

MCP Connectors Chat Integrations

.
Chat Integrations
. Add connection
Let your team talk to an agent from Mattermost, Slack or Microsoft Teams. Paste the platform's

credentials, pick the agent that answers, and enable it.

PLATFORM WORKSPACE AGENT GATEWAY STATUS WEB SEARCH ALLTOOLS CREATED

Mattermost ~ muster-team  briefing  produktion  Enabled on off 7/30/2026 O O o w
Slack beispiel-ag protokoll  redaktion Disabled Off off 8/4/2026 O ® B o w

Figure 169: Chat Integrations view

» Inthe Settings area, open the Connections group.

> On the start page, click on your name at the bottom of the navigation bar.
> Inthe user menu, click on Settings.

» Open the Chat Integrations tab.

» Inthe row of the connection, select Rotate token.

L The Rotate bot token dialog opens.

Myra Al Workspace - Tenant Manual - V2.5 306



U MYRA

4.3.3Managing chat integrations

Rotate bot token

Platform

Mattermost

Workspace

muster-team

Agent

briefing

New bot access token

leave blank to keep the current token

Cancel Rotate token

Figure 170: Rotate bot token dialog

» Under New bot access token, enter the new token.
B An empty field keeps the current token.
» Click on the Rotate token button.

- Myra Al Workspace replaces the credentials of the connection. The bot continues to
answer from the same workspace.

4.3.3.3.1 Entries in the Rotate bot token dialog

The Rotate bot token dialog changes the credentials of a connection that exists. The
fields follow the platform of the connection.

The dialog gives the following entries as read-only:

Entry Description

Platform Chat platform of the connection.
Workspace Identifier of the workspace on the platform.
Agent Agent that answers.
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You change the following entries in the dialog:

Entry Effect of the change

New bot access Replaces the access token of the bot at Mattermost. The field
token appears for Mattermost.

New bot token Replaces the bot token of the Slack app. The field appears for

Slack.
New signing Replaces the request-signing secret of the Slack app. The field
secret appears for Slack.
New client Replaces the secret of the Azure Bot registration. The field
secret appears for Microsoft Teams.

The following options are available in the dialog:

Option Description

Rotate token Takes over the credentials that you entered. While it stores, the
button button carries the Loading... label.
Cancel button Closes the dialog without changing the credentials.

Every field carries the leave blank to keep the current token placeholder.
A blank field leaves the related credential unchanged. If every field stays
blank, the dialog changes nothing.

Change the credentials at the platform first and enter them here afterwards.
Between the two steps, the bot does not answer.
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4.3.3.4 Deleting a chat integration

Proceed as follows to delete a chat integration:

MCP Connectors Chat Integrations

Chat Integrations

. Add connection
Let your team talk to an agent from Mattermost, Slack or Microsoft Teams. Paste the platform's

credentials, pick the agent that answers, and enable it.

PLATFORM WORKSPACE AGENT GATEWAY STATUS WEB SEARCH ALLTOOLS CREATED

Mattermost  muster-team  briefing produktion Enabled On Off 7/30/2026 O ® L O W
Slack beispiel-ag protokoll  redaktion Disabled Off Off 8/4/2026 O O Lo w

Figure 171: Chat Integrations view

» Inthe Settings area, open the Connections group.
> On the start page, click on your name at the bottom of the navigation bar.
> Inthe user menu, click on Settings.

» Open the Chat Integrations tab.

» Inthe row of the connection, select Delete.

L The Delete this chat connection? The bot will stop answering and its
access token is revoked. query opens.
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Please confirm

Delete this chat connection? The bot will stop answering
and its access token is revoked.

Cancel Confirm

Figure 172: Delete chat connection query

» Confirm the query.

- Myra Al Workspace deletes the connection and revokes its access token. The
platform does not reach the agent any more.

4.3.3.4.1 Effects of the deletion

The deletion has the following effects:

Object Effect

Conne Myra Al Workspace removes the connection from the Chat Integrations
ction tab. It cannot be restored.

Creden Myra Al Workspace revokes the access token of the bot. The bot

tials registration on the platform stays. Remove it there if the bot is no longer
to appear.

Chat The bot no longer answers in the workspace. The messages so far stay in

platfor  the channel.

m

Agent The agent that answers stays and continues to work unchanged in Myra
Al Workspace.

The usage already billed stays in the report.
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Object Effect

Gatewa
y

The Chat integrations tab does not appear for the Al Manager and
Finance roles.
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4.4 Gateway

A gateway is the named installation of a tenant. It determines the available providers
and models, the rules for content, the budget, and the permitted API tokens. The

following configurations set up the gateway and determine how it checks and forwards
arequest.

The following sections describe these configurations:
Managing gateways

Configuring guardrails
Managing routing rules

Managing governance templates
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4.4.1 Managing gateways

A gateway is the named installation of a tenant. It sets the providers and models that
are available, the rules for the content, the budget, and the API tokens permitted.

4.4.1.1 Creating a gateway
The following requirements are met:
Your user account has the Manage gateways and routing permission.

Proceed as follows to create a gateway:

Gateways

Tenant: muster-gmbh

Search gateways by name... ‘ New Gateway

Select Tenant Filter tenants by name.. ‘

NAME AUTH BUDGET CACHE RATE LIMIT DETECTORS CREATED
produktion required €460.00 300s 60/60s 3 5/14/2026 g w
redaktion required €110.40 3.600s 30/60s 2 6/2/2026 g w
labor open - 0Os - - 7/19/2026 g W

Figure 173: Gateways view

» Inthe Settings area, open the Gateways group.

> On the start page, click on your name at the bottom of the navigation bar.
> Inthe user menu, click on Settings.
» Click on the New Gateway button.

L The New Gateway dialog opens.
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New Gateway

Name *

prod ‘

Lowercase letters, numbers, and hyphens only.

Gateway Budget (USD) Cache TTL (s)
unlimited ‘ ’ 300 ‘
Applies to this gateway only. The 0 = disabled

tenant's overall spend is capped
separately by its own budget.

Retry Count Timeout (ms)

E |

Default 2 — a failed upstream callis ~ How long to wait for the upstream

retried up to twice. Set O to disable  before failing. The default suits

retries. most models; raise it only for very
long generations.

120000 ‘

Require auth token

Guardrails (0) Regex /Pattern Keyword Jailbreak
Presidio (NLP) Prompt Guard
Prompt Injection Pl Protector

Custom PII Blacklist

No guardrails configured. Add one above to start scanning requests or

responses.
Cancel Create Gateway

Figure 174: New Gateway dialog

» In Name, enter the identifier of the gateway.

B The identifier contains lowercase letters, numbers, and hyphens.
» Setthe budget, the cache, the retries, and the timeout.
» Click on the Create Gateway button.

- Myra Al Workspace creates the gateway.

4.4.1.1.1 Entries in the New Gateway dialog

You set the following entries when you create a gateway:

Description

Nam Identifier of the gateway, for example prod. Only lowercase letters, numbers,
e* and hyphens are permitted. The identifier is part of the endpoint URL. The
entry is required.

Gate
way
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Entr Description

y

Bud Spend cap of this gateway. If you leave the field empty, the unlimited entry
get applies. The budget applies to this gateway only. The tenant's overall spend
(Us is capped separately by its own budget.

D)

Cac Lifetime of the cache in seconds. The value 0 disables the cache.
he
TTL

(s)

Retr Number of retries of a failed call to the provider. The default is 2. The value 0
\Y disables the retries.

Cou

nt

Time Time to wait for the provider before the request fails. The default suits most
out models. Raise it only for very long generations.
(ms)

Req If the check box is set, every request to the gateway must carry an
uire authentication token.

auth

toke

Guar Detectors that examine the requests and the responses of this gateway.

drail With the Regex / Pattern, Keyword, Jailbreak, Presidio (NLP), Prompt

s Guard, Prompt Injection, Pll Protector, and Custom PII Blacklist buttons
you add detectors while you create the gateway. As long as no detector
exists, the No guardrails configured. Add one above to start scanning
requests or responses. entry appears. See the Adding a guardrail
detector section.

The following options are available in the dialog:

Option Description

Create Gateway Creates the gateway. While the gateway is created, the button
button shows the Creating... label.
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Option Description

Cancel button Closes the dialog without creating the gateway.

You set all further settings — rate limit, circuit breaker, webhook, SIEM, web
search, image generation, prompt caching, compaction, tools, and tracing —
in the Edit Gateway dialog after you create the gateway. Afterwards you no
longer change the guardrails in this dialog, but in the Guardrails section of
the detail view of the gateway.

4.4.1.2 Enabling a model on a gateway

Proceed as follows to enable a model on a gateway:

Gateways Search gateways by name... ‘

Tenant: muster-gmbh

Select Tenant Filter tenants by name.. ‘

NAME AUTH BUDGET CACHE RATE LIMIT DETECTORS CREATED
produktion required €460.00 300s 60/60s 3 5/14/2026 g w
redaktion required €110.40 3,600s 30/60s 2 6/2/2026 g w
labor open - Os - - 7/19/2026 g W

Figure 175: Gateways view

» Inthe Settings area, open the Gateways group.

> On the start page, click on your name at the bottom of the navigation bar.
> Inthe user menu, click on Settings.
» Open the gateway.

L The detail view of the gateway opens.
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«Gateways

Gateway: produktion

BUDGET

€342.00 / €460.00 100

This month

CACHETTL RETRIES

5m 2

RATE LIMIT LOG PAYLOADS

60/60 s yes

WEB SEARCH IMAGE GEN

on off

COMPACT ERR

32k tok

Endpoint URL
anthropicy

https://ai beispiel.de/v1/muster.

TIMEOUT

60s

wesHook
all
events

PROMPT CACHING

edit | [ Delete
Reset Spend

AuTH

required

TRACING

on

COMPACTION

on

Analysis 9fBe7decsbaas0zt.  10/60s -

Provider Keys Add Model
PROVIDER Auas ADDED
anthrop: 5/14/2026 w
open: 6/2/2026 o
Auth Tokens Generate
= software. Create
LA RATELIMIT  SPENDCAP  EXPIRES CREATED
Editorial system 1b2¢3d4e5160718.. 60/60's €50.00 12/31/2026, 11:59:00 PM 4/2/2026 [N

6/m/2026 S

Figure 176: Detail view of a gateway

» Click on the Add Model button.
L The Add Model dialog opens.
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Add Model

[ Use My Own Key ] Use Platform Key

Enable a provider's models on this gateway.

Provider Alias
anthropic v default
APl Key *
Paste API key... ®

Stored encrypted. Replaces existing key for this provider/alias.

Cancel Store Key

Figure 177: Add Model dialog

» Select the method Use My Own Key or Use Platform Key.

» Select the Provider and, for your own key, enter the API Key and, optionally, give
an Alias.

» Click on the Enable button at the model you want.

- Myra Al Workspace shows Key stored and encrypted successfully. The model is
available for selection in the chat.
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<Gateways
Gateway: produktion
nnnnnn
€342.00 / €460.00 7500
o
ReTaies Tgour A
2 60s required
AAAAAAAAA L0G pAYLOADS wesHook TRacinG
60/60 s yes all on
events
wes searc iwace cEn PROMPT CACHING compaction
on off on on
32k tok
Ldepit/muster Cony
Provider Keys Add Model
ProwoeR Auss aooen
anthropic Editorial Anthropic 5/14/2026 o
GEE) $Z2Z0909090909090 Anan sis Openal 6/2/2026 o}
Auth Tokens Generate
LaseL WASH(FRST1O  RATELMIT  SPENDGAP  EXPIRES createn
Editorial system 21b2c3d4€5(60716. 60/60s €50.00 12/31/2026, 11:59:00 PM 4/2/2026 o
Analysis 91867d6c5b4a3021. 10/60s - never 6/11/2026 N

Figure 178: Detail view of a gateway

A model made available through the platform key carries the Billed to your
plan / trial budget mark.

4.41.21 Entries in the Add Model dialog

You set the following entries when you enable a model:

Ent Description

ry

Ho Sets the key the model runs with: Use My Own Key or Use Platform Key.
w

to

add

mo
del
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Description

Pro Provider whose models the gateway is to reach, for example anthropic or
vid openai.
er

Alia Label of the key, for example default. The alias distinguishes several keys of
s the same provider.

APl  Key of the provider. Myra Al Workspace stores it encrypted and thereby
Key replaces an existing key for the same provider and alias. Most providers
expect the key as a single character string. AWS Bedrock expects the
credentials separated by colons in the form
ACCESS KEY ID:SECRET ACCESS KEY or
ACCESS KEY ID:SECRET ACCESS KEY:SESSION TOKEN . Vertex Al expects the
JSON key of a Google Cloud service account. Some providers need no key.
Then the dialog shows This provider does not require an API key.

The following options are available in the dialog:

Option Description

Show button  Shows the API key you entered as plain text. When the key is shown,
the button carries the Hide label.

Store Key Stores the key encrypted. While the key is stored, the button shows
button the Storing... label.

Enable Enables the model of the row on this gateway. For an enabled
button model, the button carries the Disable label.

Cancel Closes the dialog.

button

A model provided through the platform key is usable only once the
workspace has a budget. If no models are available, the dialog shows No
Myra-provided models are available.
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Several keys of the same provider exist next to each other on one gateway
under different aliases. If you store a key again for the same provider and
alias, it replaces the previous key. Thus you exchange a key without an
interruption. A request selects an alias other than default with the x-aig-
byok-alias header. If the specified alias does not exist, the gateway rejects
the request with a configuration error. It does not fall back to the default
alias.

4.4.1.3 Deleting a provider key

A deleted provider key cannot be restored. Requests that resolve to this provider and
alias fail until a new key is stored.

Proceed as follows to delete a provider key:

Gateways Search gateways by name... ‘ New Gateway

Tenant: muster-gmbh

Select Tenant Filter tenants by name.. ‘

NAME AUTH BUDGET CACHE RATE LIMIT DETECTORS CREATED
produktion required €460.00 300s 60/60s 3 5/14/2026 g w
redaktion required €110.40 3,600s 30/60s 2 6/2/2026 g w
labor open - 0Os - - 7/19/2026 g W

Figure 179: Gateways view

» Inthe Settings area, open the Gateways group.

> On the start page, click on your name at the bottom of the navigation bar.
> Inthe user menu, click on Settings.
» Open the gateway.

L The detail view of the gateway opens.
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«Gateways
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BUDGET
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32k tok
Endpoint URL
E—
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Provider Keys Add Model
ProwoeR Auss aooen
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open: Analysis OpenAl 6/2/2026 o
Auth Tokens Generate.
LaseL WASH(FRST1O  RATELMIT  SPENDGAP  EXPIRES createn
Editorial system 21b2c3d4€5(60716.- 60/60s €50.00 12/31/2026,11:59:00 PM 4/2/2026 [N
Analysis 918e7d6c5b4a3021. 10/60s - never 6/11/2026 N

Figure 180: Detail view of a gateway
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» Inthe Provider Keys area, click on the Delete row action of the key.

L The Delete key for /? Routing to this provider will fail. query opens.
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Please confirm

Delete key for anthropic/default? Routing to this
provider will fail.

Cancel Confirm

Figure 181: Delete key query

» Confirm the query.

> Myra Al Workspace removes the key from the Provider Keys area.

Guwers
€342.00 / €460.00 71xuee0
Thismontn
wemes | | mweo o v
5m 2 60s required
60/60 s yes all on
events
on off on on
32k tok
Endpaint L
nt
prese TR s [Comr
Provider Keys Add Model
anthropic Editorial Anthropic 5/14/2026 w
JR— orara006 o
Auth Tokens nerat
,,,,,,,,,,,,,,
Editorial system 21b2c3d4e5160718.  60/60s €50.00 12/31/2026, 11:59:00 PM 4/2/2026 [N
Analysis 9fBe7décsbdaso2t.  10/60s - never 6/11/2026 [N

Figure 182: Detail view of a gateway
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4.41.31 Effects of the deletion of a key

The deletion has the following effects:

Object Effect

Key Myra Al Workspace removes the key immediately. The deletion cannot
be undone.

Requests Requests that resolve to this provider and alias fail until a new key is
stored. The gateway does not fall back to a different alias.

Other The other keys of the same provider remain. A request reaches them
aliases with the x-aig-byok-alias header.

Keys of A key stored on the tenant does not step in. It serves the administration
the and the analysis of the usage data, not the answering of requests.
tenant

The deletion of the key with the default alias makes every request fail that
specifies no alias.

The following options are available in the query:

Option Description

Confirm button Deletes the key.

Cancel button Closes the query without deleting the key.
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4.4.1.4 Editing a gateway

Proceed as follows to edit a gateway:

Gateways Search gateways by name... ‘

Tenant: muster-gmbh

Select Tenant Filter tenants by name.. ‘

NAME AUTH BUDGET CACHE RATE LIMIT DETECTORS CREATED
produktion required £460.00 300s 60/60s 3 5/14/2026 g w
redaktion required €110.40 3.600s 30/60s 2 6/2/2026 |’_,7' @
labor open - Os - - 7/19/2026 g w

Figure 183: Gateways view

» Inthe Settings area, open the Gateways group.

> On the start page, click on your name at the bottom of the navigation bar.
> Inthe user menu, click on Settings.
» Openthe gateway.

L The detail view of the gateway opens.
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<Gateways
Gateway: produktion Edit | [ Delete
eupcer
€342.00 / €460.00 100
This month
e ReTaies Tgour A
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60/60 s yes all on
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Figure 184: Detail view of a gateway

» Click on the Edit button.

L The Edit Gateway: dialog opens.
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Edit Gateway: produktion

BUDGET & LIMITS

Gateway Budget (USD) Budget Period

‘ 250 ‘ ‘ Month v ‘
Cache TTL (s) Retry Count

| 300 | |2 |
Timeout (ms) Rate Limit (req)

’ 120000 ‘ ’ 600 ‘

Rate Window (s)

’60

Require auth token
Log request/response payloads

PROVIDER BASE URLS

CIRCUIT BREAKER

Cancel Save Changes

Figure 185: Edit Gateway dialog

>

>

->

Click on the Save changes button.
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Myra Al Workspace applies the change for the next request.
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Change the routing, the budget, the rules, or the URL overrides of the providers.
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<Gateways
Gateway: produktion Edit | [ Delete
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Figure 186: Detail view of a gateway

4.4.1.41 Entries in the Edit Gateway dialog

The dialog groups the entries in sections. You change the following entries in the
Budget & limits section:

Entry Effect of the change

Gateway Budget Sets the spend cap of this gateway. When the cap is

(UsD) reached, the gateway rejects further requests.

Budget Period Sets what the cap refers to: Monthly, Daily, or Lifetime.

Cache TTL (s) Changes the lifetime of the cache. The value 0 disables the
cache.

Retry Count Changes the number of retries of a failed call to the provider.

Timeout (ms) Changes the time to wait for the provider. A value that is too

small aborts long generations.
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Entry Effect of the change

Rate Limit (req) and  Limit the requests per time window. The gateway rejects
Rate Window (s) requests beyond that.

Require auth token If the check box is not set, the gateway accepts requests
without a token.

Log request/ If the check box is set, Myra Al Workspace stores the
response payloads payloads of the requests and responses in the request log.

You change the following entries in the remaining sections:

Section Effect of the change

Provide Overrides the upstream URL for a provider, for example for a self-hosted
r Base OpenAl-compatible endpoint. The Add URL override button adds a row,
URLs the Remove button deletes it.

Circuit Stops the routing to a provider after repeated failures and probes again

Breaker after a cooldown. The Failure threshold (default 5), Window (s) (default
60), and Cooldown (ms) (default 30000) entries set when the circuit
breaker opens and when it probes again.

Webhoo Sends HTTP POST notifications on gateway events to the URL you enter.
k If you leave the URL empty, the webhook is disabled. A signing secret
adds the X-AlG-Signature header.

SIEM Streams security events to an external SIEM and thereby overrides any
Integra  SIEM configuration at tenant level. The Events to forward selection sets
tion which events the gateway sends. The all (every request) entry sends

every request.

Web Enables the server-side web search for all requests on this gateway. The

Search Search provider is Brave — US or Linkup — EU. Without a selection, the
tenant default applies. If the gateway enforces EU data residency,
Linkup — EU is required. Without an API key of the search provider, the
web search cannot be enabled.

Image Lets the assistant create images on request through the
Genera generate_image tool. The image model is a self-hosted EU model. The
tion default is flux.2-dev.
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Section Effect of the change

Anthro
pic
Prompt
Cachin

Contex
t
Compa
ction
(Anthro

pic)

Compa
cterror
thresho
Id
(tokens

)

Tools &
Access

Reques
t
Tracing

Sets a cache breakpoint on the system prompt so that Anthropic reuses
cached tokens across turns. The Cache TTL is 5 minutes (1.25x% write
cost) or 1hour (2x write cost). The setting applies to Anthropic models
only.

Summarises the conversation history as soon as the input tokens exceed
the Threshold (tokens). The default is 200 000 tokens. The Keep last N
turns verbatim entry sets how many turns stay uncompacted.

Returns a context too long error to the client as soon as the estimated
number of input tokens exceeds this value. If you leave the field empty,
the response is disabled.

Groups the IP allowlist, the code interpreter, the agentic web fetch,
the malware scan of the uploads, and the maximum number of parallel
tool calls. See the following table.

Records a full step-by-step trace for every request. The Retention
(hours) entry sets how long the traces are kept (1to 720).

You change the following entries in the Tools & Access section:

Entry Effect of the change

IP allowlist  Restricts the inference to the source IP ranges you enter in CIDR

Enable
code
interprete
r

notation, for example 10.0.0.0/8 or 2001:db8::/32. An empty list
allows all source IP addresses. The list applies to the inference only,
not to the admin API.

Lets the assistant run code. With Persistent kernel (stateful), the
variables are kept across turns.
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Entry Effect of the change

Enable Lets the assistant fetch web pages on its own.

agentic

web fetch

Scan Scans files that are uploaded to this gateway before they are

uploads for processed. The gateway rejects infected or unscannable files. The
malware scan requires a provisioned ClamAYV service.

(ClamAV)

Max Limits the tool calls per round. If you leave the field empty, the default
parallel 4 applies.

tool calls

The following options are available in the dialog:

Option Description

Save Changes Applies the changes. While the changes are saved, the button
button shows the Saving... label.
Cancel button Closes the dialog without applying the changes.

If an entry of the IP allowlist is not a valid CIDR notation, the dialog shows
Invalid CIDR: . If the web search is enabled without an API key, the dialog
shows An API key for the selected search provider is required to enable
web search.

4.4.1.5 Creating an auth token

An auth token identifies an application to the gateway. Create one token per application
so that you can revoke it individually.

The following requirements are met:

Your user account has the Administrator or Tenant Administrator role.
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Proceed as follows to create an auth token:

U MYRA

Gateways

Tenant: muster-gmbh

Select Tenant

NAME AUTH
produktion required
redaktion required
labor open

probe-kg

BUDGET

€460.00

€110.40

CACHE

300s

3,600s

Os

Search gateways by name...

|

RATE LIMIT

60/60s

30/60s

Filter tenants by name... ‘

DETECTORS

CREATED

5/14/2026 g w
6/2/2026 g w
7/19/2026 g w

Figure 187: Gateways view

>

>
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In the Settings area, open the Gateways group.

> On the start page, click on your name at the bottom of the navigation bar.

> Inthe user menu, click on Settings.

Open the gateway.

L The detail view of the gateway opens.
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Figure 188: Detail view of a gateway

» Inthe Auth Tokens section, click on the Generate button.

L The Create Auth Token dialog opens.
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Create Auth Token

Label (optional)

e.g. ci-pipeline

Expires At (optional)

mm/dd/yyyy --:--

Leave blank for a non-expiring token — recommended for service and
scheduler tokens.

Spend cap (USD, optional)

unlimited

Block this token once cumulative cost exceeds this amount.

Rate limit (req, optional) Window (s)

unlimited 60

Cancel Generate Token

Figure 189: Create Auth Token dialog

» Enterthe label.
» If necessary, set the expiry, the spend cap, and the rate limit.
» Click on the Generate Token button.

> Myra Al Workspace creates the token and shows it once in the Token Created
dialog.
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Token Created

Copy this token now — it will not be shown again. ’

agw _alb2c3d4eeccccee

Figure 190: Token Created dialog

A token always applies to exactly one gateway. The section carries the hint
An authentication token is a secret key an application sends with each
request to prove it may use this gateway - like a password for
software. Create one per app or integration so you can revoke it
individually.

4.4.1.5.1 Entries in the Create Auth Token dialog

You set the following entries at creation:

Entry Description

Label Label of the token, for example ci-pipeline. The label appears in the
(optional) Label column of the section. Without a label, the section lists the
token under the first 16 characters of its hash value.

Expires At Time at which the token loses its validity. The field carries the hint

(optional) Leave blank for a non-expiring token — recommended for
service and scheduler tokens. If you set an expiry, the owneris
warned (in-app and by email) 7 days before it lapses.
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Entry Description

Spend cap Amount above which Myra Al Workspace blocks the token. The field

(USD, carries the hint Block this token once cumulative cost exceeds
optional) this amount. An empty field means: unlimited.

Rate limit Limit the requests with this token per time window. An empty Rate
(req, limit (req, optional) field means: unlimited. The Window (s) field
optional) carries the value 60.

and Window

(s)

The following options are available in the dialog:

Option Description

Generate Creates the token and shows it once. During the creation, the
Token button button shows Generating....

Copy button Copies the token shown to the clipboard. After the copy, the
button shows Copied!. A click on the token itself does the same.

Done button Closes the Token Created dialog.

Cancel button Closes the dialog without creating a token.

Myra Al Workspace shows the token only immediately after the creation. The
dialog carries the hint Copy this token now. It will not be shown again.
Copy the token before you close the dialog.

4.4.1.6 Editing an auth token

You change the spend cap, the rate limit, and the expiry of an existing token without
revoking the token. The token itself stays valid. An application that is already set up
continues to work.

The following requirements are met:

Your user account has the Administrator or Tenant Administrator role.

At least one auth token exists for the gateway.
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Proceed as follows to edit an auth token:

Gateways Search gateways by name... ‘

Tenant: muster-gmbh

Select Tenant Filter tenants by name.. ‘

NAME AUTH BUDGET CACHE RATE LIMIT DETECTORS CREATED
produktion required €460.00 300s 60/60s 3 5/14/2026 g W
redaktion required €110.40 3,600s 30/60s 2 6/2/2026 g w
labor open - Os - - 7/19/2026 g w

Figure 191: Gateways view

» Inthe Settings area, open the Gateways group.

> On the start page, click on your name at the bottom of the navigation bar.
> Inthe user menu, click on Settings.
» Openthe gateway.

L The detail view of the gateway opens.
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«Gateways
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COMPACTION
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Provider Keys Add Model
PROVIDER Auas ADDED
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6/m/2026 S

Figure 192: Detail view of a gateway

U MYRA

» Inthe Auth Tokens section, click on the Edit row action at the token.

L The Edit Token — dialog opens with the current entries.
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Edit Token — ci-pipeline

Expires At (optional)

12/31/2026 23:59

Leave blank for a non-expiring token — recommended for service and
scheduler tokens.

Spend cap (USD, optional)

50.00

Leave blank to remove the spend cap.

Rate limit (req, optional) Window (s)

120 60

Cancel Save Changes

Figure 193: Edit Token dialog

» Change the data.
» Click on the Save Changes button.

- Myra Al Workspace applies the entries. The Auth Tokens section shows the
changed values.
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Figure 194: Detail view of a gateway

Without a label, the dialog carries the first 16 characters of the hash value
instead of the label, for example Edit Token — a1b2c3d4e5f60718...

4.4.1.61 Entries in the Edit Token dialog

You change the following entries:

Entry Effect of the change

Expires At Moves the time at which the token loses its validity. If you empty
(optional) the field, the token no longer expires. The Expires column then
shows never.

Spend cap Changes the amount above which Myra Al Workspace blocks the
(USD, token. The field carries the hint Leave blank to remove the spend
optional) cap. If you empty the field, requests with this token consume

without a limit.
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Entry Effect of the change

Rate limit Change the permitted requests per time window. If you empty the
(req. Rate limit (req, optional) field, the rate limit of the token no longer
optional) and  applies.

Window (s)

The following entries cannot be changed in this dialog:

Label Label of the token. It is fixed at creation.

Hash (first Hash value of the token. It is fixed at creation.

16)

Gateway A token always applies to exactly the gateway that you created it
for.

The following options are available in the dialog:

Option Description

Save Changes Applies the changed entries. During the save, the button
button shows Saving....

Cancel button Closes the dialog without changing the entries.

4.41.6.2 Effects of the changes

The change has the following effects:

Object Effect

Token The token itself stays valid without a change. An application that uses
it continues to work unchanged.

Requests The new limits apply from the next request. A lowered spend cap and a
lowered rate limit take effect immediately.

Consumpt  The recorded costs of the token remain. If the consumption so far
ion so far already exceeds the new spend cap, Myra Al Workspace blocks the
token.
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4.4.1.7 Revoking an auth token

A revoked token cannot be restored. Applications that use it receive no answer any
more.

Proceed as follows to revoke an auth token:

Gateways Search gateways by name... ‘

Tenant: muster-gmbh

Select Tenant Filter tenants by name.. ‘

NAME AUTH BUDGET CACHE RATE LIMIT DETECTORS CREATED
produktion required €460.00 300s 60/60s 3 5/14/2026 g w
redaktion required €110.40 3,600s 30/60s 2 6/2/2026 g w
labor open - 0s - = 7/19/2026 g w

Figure 195: Gateways view

» Inthe Settings area, open the Gateways group.

> On the start page, click on your name at the bottom of the navigation bar.
> Inthe user menu, click on Settings.
» Open the gateway.

L The detail view of the gateway opens.
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«Gateways
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Figure 196: Detail view of a gateway
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» Inthe Auth Tokens section, click on the Revoke row action at the token.

L The Delete this token? Requests using it will fail. query opens.
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Please confirm

Delete this token? Requests using it will fail.

Cancel Confirm

Figure 197: Delete token query

» Confirm the query.

> Myra Al Workspace removes the token from the Auth Tokens section.

Guwers
€342.00 / €460.00 71xuee0
Thismontn
wemes | | mweo o aum
5m 2 60s required
60/60 s yes all on
events
on off on on
32k tok
Endpaint L
nt
prese TR s [Comr
Provider Keys Add Model
anthropic Editorial Anthropic 5/14/2026 w
JR— orara006 o
Auth Tokens rats
,,,,,,,,,,,,,,
Editorial system 21b2c3d4e5160718.  60/60s €50.00 12/31/2026, 11:59:00 PM 4/2/2026 [N
Analysis 91Be7d6csb4a3021, 10/60s - never 6/11/2026 [N

Figure 198: Detail view of a gateway
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4.41.71 Effects of the revocation

The revocation has the following effects:

Object Effect

Token Myra Al Workspace removes the token from the section. The
revocation cannot be undone.

Requests The gateway answers requests with this token with Missing or
invalid gateway token.

Spend cap and The entries of the token are removed with the token. A new

rate limit token gets its own entries.

Gateway The gateway remains. The other tokens of the gateway stay
valid.

The following options are available in the query:

Option Description

Confirm button Revokes the token.

Cancel button Closes the query without revoking the token.
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4.4.1.8 Deleting a gateway

Proceed as follows to delete a gateway:

Gateways Search gateways by name... ‘

Tenant: muster-gmbh

Select Tenant Filter tenants by name.. ‘

NAME AUTH BUDGET CACHE RATE LIMIT DETECTORS CREATED
produktion required £460.00 300s 60/60s 3 5/14/2026 g w
redaktion required €110.40 3.600s 30/60s 2 6/2/2026 |'_,7' @
labor open - Os - - 7/19/2026 g w

Figure 199: Gateways view

» Inthe Settings area, open the Gateways group.

> On the start page, click on your name at the bottom of the navigation bar.
> Inthe user menu, click on Settings.
» Delete the gateway.

L The Delete gateway ""? This cannot be undone. query opens.
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Please confirm

Delete gateway "produktion™? This cannot be undone.

Cancel Confirm

Figure 200: Delete gateway query

» Confirm the query.

> Myra Al Workspace deletes the gateway. The tokens of this gateway lose their
validity.
4.4.1.8.1 Effects of the deletion

The deletion has the following effects:

Object Effect

Gateway Myra Al Workspace deletes the gateway permanently. The
endpoint URL is no longer reachable afterwards.

Auth tokens The tokens of this gateway lose their validity. Requests with
these tokens fail.

Provider keys The keys stored on the gateway are removed with the gateway.
Routing rules The rules and the selection of the detectors are removed with
and guardrails the gateway.

The deletion cannot be undone. Create a gateway with the same name
again if you need the identifier once more.
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©) The Gateways group does not appear for the Al Manager and Finance
roles.
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4.4.2 Configuring guardrails

A guardrail detector examines the requests and the responses of a gateway for content
and blocks, scrubs, or flags them. A gateway can have any number of detectors. Their
sequence controls the order in which they examine the data.

4.4.2.1 Adding a guardrail detector

The following requirements are met:

Your user account has the Manage gateways and routing permission.

The tenant has a gateway.

Proceed as follows to add a guardrail detector:

Gateways Search gateways by name... ‘

Tenant: muster-gmbh

Select Tenant Filter tenants by name.. ‘

NAME AUTH BUDGET CACHE RATE LIMIT DETECTORS CREATED
produktion required €460.00 300s 60/60s 3 5/14/2026 g w
redaktion required €110.40 3,600s 30/60s 2 6/2/2026 g w

labor open - 0Os - - 7/19/2026 g w

Figure 201: Gateways view

» Inthe Settings area, open the Gateways group.

> On the start page, click on your name at the bottom of the navigation bar.
> Inthe user menu, click on Settings.
» Inthe row of the gateway, click the Open - row action.

L  The detail view of the gateway opens.
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«Gateways

Gateway: produktion edit | [ Delete

€342.00 / €460.00 100
This month
cACHETTL RETRIES TIMEOUT Auth

5m 2 60s required

RaTE LT L0G pAYLOADS wesHooK TRACING

60/60 s yes all on
events

wes searcH maGe cEN PROMPT CACHING compacTion

on off on on

COMPACT ERR

32k tok

Endpoint URL

anthropicy

nttps://ai beispiel.de/v1/muster. copy

Provider Keys Add Model
PROVIDER Auas ADDED
anthropic Editorial Anthropic 5/14/2026 w
openai  Analys sis Openal 6/2/2026 o

Auth Tokens Generate

software. Create

one por app o integration so you can rovoke it indvidually.

LABEL HASH (FIRST 16) RATELIMIT  SPENDCAP  EXPIRES CREATED
Editorial system 1b2¢3d4e5160718.. 60/60's €50.00 12/31/2026, 11:59:00 PM 4/2/2026 [N
Analysis 91Be7d6c5b4a3021. 10/60s - never 6/m/2026 S

Figure 202: Detail view of a gateway

» Inthe Guardrails area, click the button of the necessary detector type, for example
Pll Protector.

L  Myra Al Workspace adds the area of the detector to the end of the list.
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Figure 203: Guardrails area

Guardrails ©

T28blocked  64scrubbed 311 flagged

Guardras (3) Rogex [Pattern || Keyword || Jaibreak

@ | wegex/pattem pivchck bioc

I
@ | s jareak-chock

@ " iotector piprotect protect-both & X
Name
Ontcts

okons (g, [PIT:a3f902:11 )

used DIl (0% FP) || Allentites -10% FP)

Automatic - detect language (German DSGVO fioor applies as a fail-safe) v

1 German D racognizers (Steusr-ID, KV-Nr USt-1dN: )

EXECUTION PLAN

» Expand the area of the detector.

» Change the data of the detector.

» Click the Save Guardrails button.

- Myra Al Workspace shows the Saved message.
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aaaaaaaaa

DSGVO fioor appli

0N, )

Figure 204: Guardrails section

You specify the detectors of a new gateway in the New gateway dialog. The
builder there is the same as in the detail view. See the Creating a gateway
section.

4.4.21.1 Detectortypes

The following detector types are available in the toolbar:

Detect Default Description
or action
type and

target
Regex 1 block, Examines the text against supplied pattern sets and
/ request against your own patterns. The detector operates fully
Patter in the gateway. The default name is pii-check.
n

1
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Detect
or

type

Keywo
rd

Jailbr
eak

Presidi
o
(NLP)

Promp
t
Guard

Promp
t
Injecti
on

Pll
Protec
tor

Custo
m PII
Blackli
st

Default
action
and
target

flag,

request

1 flag.
request

2  Dblock,
request

2  block,
request

2 block,
request

2 reversible,

request
and
response

1 reversible,

request
and
response

U MYRA

Description

Examines the text for a list of keywords. The default
name is keyword-check.

Examines the text for phrases with which users try to
bypass the instructions of the model. The default name
is jailbreak-check.

Finds personal data with a language model and flags or
removes the data. The detector needs the Presidio
service. The default name is presidio-pii.

Rates the request with the Llama Guard classifier by
safety category. The default name is prompt-guard.

Rates the request with a classifier and blocks or flags
the request when the injection probability found is at or
above the threshold. The default name is prompt-
injection.

Replaces the personal data found with opaque tokens
before the model and puts the data back into the
response. The default name is pii-protect.

Replaces the terms that you specify with opaque tokens
before the model and puts the terms back into the
response. The detector operates fully in the gateway.
The default name is custom-pii.

The tier controls the sequence of the examination. Myra Al Workspace
examines all detectors of tier 1 first and the detectors of tier 2 subsequently.
In a tier, the sequence of the areas applies.
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4.4.21.2 Data common to each detector

You specify the following data for each detector type:

Description

Na Name of the detector, for example detector-name. The name is shown in the
me area, in the execution plan, in the Detectors column of the guardrail events,
and in the request log.

Ac Treatment of a match: block rejects the request, scrub removes the text that

tio matched, and flag lets the request continue and records the match. The PII

n Protector and Custom PIl Blacklist detectors have no Action field. They
always operate reversibly.

Ta Object of the examination: request examines the request, response the

rg response, and both the request and the response. For the Pll Protector and

et Custom PIlI Blacklist detectors, the target is permanently set to request and
response.

4.4.2.1.3 Data for the Regex / Pattern detector

You also specify the following data:

Data Description

Patt Supplied sets that group several patterns: pci_pan (credit card, CVV, expiry,

ern IBAN, routing; less than 2 % false positives, safe for the block action),

sets hipaa_structured (SSN, MRN, NPI, date of birth, phone, email, IP; up to 26
% false positives, use the scrub action), gdpr_structured (email, phone, IP,
IBAN, national ID, passport; up to 26 % false positives, use the scrub action),
credentials (APl keys, IJWTs; 0 % false positives, safe for the block action),
and pii_basic (email, phone, SSN; up to 26 % false positives, use the scrub
action).

Indiv  Patterns that you can select one by one: email, phone, ssn, dob,
idual ip_address, cc, cvv, card_expiry, iban, routing_number, mrn, npi,
patt national_id, passport_number, api_key, and jwt.

erns

Cust Yourown patterns in the Lua notation, for example %d%d%d%d%-
om %d%d%d%d. Anchor a pattern at word boundaries to prevent false
patt
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Data Description

erns  positives. Each pattern that you add is shown as a tag below the field, where
(Lua you can also remove it.
rege

x)

Scru Text that Myra Al Workspace puts in the place of the match. The field is
b shown only for the scrub action. The default is [REDACTED].

plac

ehol

der

4.4.21.4 Data for the Keyword detector

You also specify the following data:

Data Description

Keywords Terms that the detector examines the text for, for example
confidential. Each term that you add is shown as a tag below the
field, where you can also remove it.

Block-safe Sets the action to block, selects Whole words only, and enters
example unambiguous internal terms. These terms cause almost no false
button positives.

Flag-only Sets the action to flag. selects Whole words only, and enters
example general sensitive terms. For the block action, these terms cause
button too many false positives.

Whole words If the check box is selected, a term matches only as a separate
only word. The setting is recommended and selected by default. Clear it
only for substrings such as product codes.

Case- If the check box is selected, a term matches only in exactly the
sensitive notation that you entered.

For the block action, the detector shows the note that each match blocks
the request fully. Use only unambiguous terms such as internal code names
or product identifiers. General words cause high false-positive rates.
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4.4.21.5 Data for the Jailbreak detector

You also specify the following data:

Data Description

Defaul Supplied phrases that the detector finds. The list is read-only and shows
t the note that your own phrases replace it.

phras

es

Active Your own phrases. As soon as the list has a phrase, the detector shows the
phras Custom list active message and examines the text only for your own
es phrases. If you remove all phrases, the default phrases apply again.

Whole If the check box is selected, a phrase matches only with exact word
words boundaries. The setting is cleared by default, so that the detector also
only finds inflected forms.

Case- If the check box is selected, a phrase matches only in exactly the notation
sensit that you entered.
ive

4.4.2.1.6 Data for the Presidio (NLP) detector

You also specify the following data:

Data Description

Entit Types of personal data that the detector examines the text for. The

y Focused PIl (0% FP) button selects the 14 entities without false positives,
type the All entities (~10% FP) button the full catalog. In the field for custom
s entities, you add more entity types, for example IN_PAN.

Scor Minimum confidence between 0 and 1 at which a match counts. Usual
e values are between 0.7 and 0.85. For the PERSON, LOCATION, and
thre DATE_TIME entities, which cause many false positives, the gateway
shol automatically sets 0.9 and for ORG the value 0.85.

d

Matc exact reports only full matches, partial also partial matches.
h

mod

e
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Data Description

Allo Comma-separated values that the detector never flags as personal data.
w list

Fail If the check box is selected, the gateway lets the requests continue while
open the Presidio service is not available. If you clear it, the gateway rejects the
requests during this time.

The All entities mode shows a warning. PERSON, LOCATION, and
DATE_TIME cause approximately 10 to 15 % false positives on usual text,
also with the increased threshold. A threshold above 0.85 conversely no
longer reports the less certain matches. This data then goes to the model
unmasked.

4.4.21.7 Data for the Prompt Guard detector

You also specify the following data:

Data Description

Safety Categories of the Llama Guard classifier from S$1to $14. Each category

catego shows its false-positive risk as low FP, medium FP, or high FP. The

ries Recommended block (~1.7% FP) button selects the $1, $3, S4, S9, S11,
S$12, and S14 categories, the All categories (~18.6% FP) button all
fourteen.

Contex Textthat Myra Al Workspace puts before each user message, to tell the

t classifier the purpose of the application. The context decreases the false
promp  positives, for example for the S2 category from 14.5 % to 7.2 %.

t

(option

al)

Timeo Time to wait for the classifier. The default is 3000 milliseconds.
ut (ms)

Fail If the check box is selected, the gateway lets the requests continue while
open the classifier is not available.
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4.4.2.1.8 Data for the Prompt Injection detector

You also specify the following data:

Data Description

Injecti Probability between 0 and 1 at which the detector blocks or flags. The

on default is 0.5. A higher value decreases the false positives, a lower value
thresh also finds the weaker attempts.

old

Fail If the check box is selected, the gateway lets the requests continue while
open the classifier is not available. If you clear the check box, the gateway

rejects the requests during this time. The default is cleared.

The platform administration specifies the endpoint of the classifier and its
credentials for the full system. In the detector you specify only the threshold
and the behaviour during a malfunction.

4.4.2.1.9 Data for the Pll Protector detector

You also specify the following data:

Data Description

Entity Types of personal data that the detector replaces. The selection is the
types same as for the Presidio (NLP) detector.
Score Minimum confidence between 0 and 1 at which a match counts. The

threshold defaultis 0.7.

Language Auto finds the language and keeps the German threshold 0.6 for
calibratio names and addresses as a fallback, German enforces the German

n model, and English / Other deactivates the German threshold.

Find If the check box is selected, the detector finds the German tax
German identification number, the health insurance number, and the VAT

ID and tax identification number by their check digit. The setting operates
numbers independently of the language calibration and is cleared by default.
Skip If the check box is selected, the detector examines only the messages
system of the users.

Myra Al Workspace - Tenant Manual - V2.5 358



U MYRA

4.4.2Configuring guardrails

Data Description

and
assistant
messages

Allow list Comma-separated values that the detector never replaces with a
token.

Fail open If the check box is selected, the gateway lets the requests continue
while the Presidio service is not available.

The detector replaces each match in the request with an opaque token in
the form [Pll:a3f9b2:1] and puts the initial value back before it sends the
response. Thus, the model never processes the personal data, but the users
still get a usable response.

4.4.21.10 Data for the Custom Pll Blacklist detector

You also specify the following data:

Data Description

Sensitiv  Your own terms that the detector masks, for example customer names,
e terms project code names, or employee names. Each term that you add is
shown as a tag below the field.

Whole If the check box is selected, the detector masks a term only as a
words separate word. The setting is cleared by default. The detector then also
only masks a term in longer strings.

Case- If the check box is selected, the detector masks a term only in exactly

sensitiv  the notation that you entered. Select the check box for names with
e umlauts or accents.

4.4.2.1.11 Execution plan

Below the detector areas, the Execution plan section shows the detectors in the
sequence in which the gateway examines the data.
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The following information is available:

Description

Tier  Tier of the detector: 1 for the detectors in the gateway, 2 for the detectors
with their own service.

Nam Name of the detector with a dot in the color of its type.

Pha Object of the examination with an arrow: - request examines the request,
se — response the response, and 2 both the request and the response.

Mod Treatment of a match: block, scrub, flag, or ¢ reversible for the two
e detectors that replace and restore data.

4.4.2.2 Changing the sequence of the guardrail detectors

The sequence of the areas controls the order in which the detectors of a tier examine
the data.

The following requirements are met:

Your user account has the Manage gateways and routing permission.

The gateway has a minimum of two detectors.
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Proceed as follows to change the sequence:

Figure 205: Guardrails area

es as a fail-safe)

» Open the detail view of the gateway.

v Vv V V

In the user menu, click on Settings.
Open the Gateways group.

Open the gateway with the Open - row action.

U MYRA

On the start page, click on your name at the bottom of the navigation bar.

» Inthe area of the detector, click the Move up or Move down icon.

» Click the Save Guardrails button.

- Myra Al Workspace shows the Saved message.

The Move up icon is unavailable in the top area, the Move down icon in the
bottom area. The tier is more important than the sequence of the areas. A
detector of tier 2 examines the data subsequently also when its area is at

the top.
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4.4.2.3 Removing a guardrail detector

A detector that you removed no longer examines the requests of this gateway.
The following requirements are met:

Your user account has the Manage gateways and routing permission.

Proceed as follows to remove a guardrail detector:

Guardrails

T28blocked  64sorubbed 311 fagged

Guardras (3) Regex [Pattern || Keyword || Jailbreak || residio (NL?) | Pro

«©

Rogex/Pattem  pik-chock

v

Figure 206: Guardrails area
» Open the detail view of the gateway.

On the start page, click on your name at the bottom of the navigation bar.
In the user menu, click on Settings.

Open the Gateways group.

v VvV V V

Open the gateway with the Open - row action.
» Inthe area of the detector, click the icon to remove it.

L The Remove the <Name> detector from this guardrail? confirmation prompt
opens.
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Please confirm

Remove the “pii-protect” Pll detector? This turns off Pl
masking for this gateway — data will be sent to the model
unmasked.

Cancel Remove detector

Figure 207: Confirmation prompt before the removal of a detector

» Confirm the prompt with the Remove detector button.
» Click the Save Guardrails button.

- Myra Al Workspace shows the Saved message.

For the Presidio (NLP), Pll Protector, and Custom PII Blacklist detectors,
the prompt also warns that the removal deactivates the masking of personal
data for this gateway and that the data subsequently goes to the model
unmasked.

4.4.2.31 Effects of the removal

The removal has the following effects:

Object Effect

Requests  The requests to this gateway no longer go through the detector.
Requests that it blocked before now get to the provider.
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Object Effect

Guardrail The events recorded for the detector stay. The area records no new
events events for it.
Other The detectors of other gateways do not change. A detector always

gateways applies only to the gateway in which it is located.

Counter The Detectors column of the Gateways view shows the remaining
quantity.

The Gateways group does not appear for the Al Manager and Finance
roles.
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4.4.3 Managing routing rules

For the requests that its conditions match, a routing rule overrides the default routing
of the gateway. Thus, you can for example send all requests of one tenant to a less
expensive model, or distribute the load of one model to several providers.

4.4.3.1 Creating a routing rule

The following requirements are met:

Your user account has the Manage gateways and routing permission.

The tenant has a gateway.

Proceed as follows to create a routing rule:

Gateways Search gateways by name... ‘

Tenant: muster-gmbh

Select Tenant Filter tenants by name.. ‘

NAME AUTH BUDGET CACHE RATE LIMIT DETECTORS CREATED
produktion required €460.00 300s 60/60s 3 5/14/2026 g w
redaktion required £110.40 3.600s 30/60s 2 6/2/2026 g w
labor open - 0s - - 7/19/2026 g W

Figure 208: Gateways view

» Inthe Settings area, open the Gateways group.

> On the start page, click on your name at the bottom of the navigation bar.
> Inthe user menu, click on Settings.
» Inthe row of the gateway, click the Open - row action.

L  The detail view of the gateway opens.
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«Gateways

Gateway: produktion

BUDGET

€342.00 / €460.00 100

This month

CACHETTL RETRIES TIMEOUT

5m 2 60s

RaTE LT L0G pAYLOADS wesHooK
60/60 s yes all

events
wes searcH maGe cEN PROMPT CACHING
on off on

COMPACT ERR

32k tok

Endpoint URL
anthropicy

https://ai beispiel.de/v1/muster.

edit | [ Delete
Reset Spend

AuTH

required

TRACING

on

COMPACTION

on

Provider Keys Add Model
PROVIDER Auas ADDED
anthrop: 5/14/2026 w
openai Analysis Openal 6/2/2026 o
Auth Tokens Generate
software. Create
LA RATELIMIT  SPENDCAP  EXPIRES CREATED
Editorial system 1b2¢3d4e5160718.. 60/60's €50.00 12/31/2026, 11:59:00 PM 4/2/2026 [N

Analysis 9fBe7decsbaas0zt.  10/60s - never

6/m/2026 S

Figure 209: Detail view of a gateway

» Inthe Routing Rules area, click the New Rule button.

L The New Routing Rule dialog opens.
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New Routing Rule

Priority (higher = first)

’100 ‘ Enabled

Conditions (all must match)

a8

’ model v H eq Vv H claude-sonnet-4-6

’ header v H x-customer-tier H eq Vv H premium ‘E

Action

Direct route Load balance

Provider Model

v ‘

’ anthropic v ‘ ’ claude-opus-4-6

Fallbacks (tried in order)

’ openai v H gpt-4.1

Add
M ‘

Cancel Create Rule

Figure 210: New Routing Rule dialog

» Specify the data of the rule.
» Click the Create Rule button.

> Myra Al Workspace creates the rule and shows it in the table of the area.
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«Gateways

Gateway: produktion edit | [ Delete
nnnnnn
nweour A
60s required
ware umr oo pavioaDs wesHook TeacinG
60/60 s yes all on
events
wes search ace Gen PROMPT CACHING compacrion
on off on on
32k tok

Endpoint URL
anthropicy

https://ai beispiel.de/v1/muster. copy

Provider Keys Add Model
PROVIDER Auas ADDED

anthropic Editorial Anthropic 5/14/2026 o

o sisOpenal orarz026 ®

Auth Tokens Generate.

one per app or integration so you can revoke it individualy
LABEL HASH (FIRST 16) RATELIMIT  SPENDCAP  EXPIRES CREATED

Editorial system 1b2¢3d4e5160718. 60/60s €5000 12/31/2026,1159.00PM  4/2/2026 S

Analysis 91867d6c5b4a3021. 10/60s = never 6/1/2026 [N

Figure 211: Detail view of a gateway

4.4.3.1.1 Datain the New Routing Rule dialog

You specify the following data:

Data Description

Priority Rank of the rule as an integer. The gateway examines the rules from

(higher = the highest to the lowest priority and applies the first rule whose

first) conditions match. The default is 0.

Enabled If the check box is selected, the gateway examines the rule. If you
clear it, the rule stays but has no effect. The check box is selected by
default.

Conditions Conditions in which the rule applies. See the Conditions section.
(all must
match)

Action Target of the routing: Direct route sends the request to exactly one
model, Load balance to several targets. See the Action: Direct route
and Action: Load balance sections.
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4.4.3.1.2 Conditions

With the Add button, you add a condition. With the button with the cross, you remove it
again. All conditions of a rule must match. While the rule has no condition, the dialog
shows the No conditions = matches all requests. note.

Each condition has a field, an operator, and a value:

Description

Fiel  Object of the examination: model examines the model requested, provider
d the provider requested, tenant_id the identifier of the tenant, header an
HTTP header of the request, and meta a metadata key of the request.

Na Name of the header or of the metadata key, for example x-customer-tier or
me  region. The field is shown only for the header and meta fields.

Ope Comparison: eq matches on an exact match, neq on each difference, and
rato prefix if the value matches at the start.

Val Comparison value. For the model and provider fields, you select it from the
ue catalog with the eq and neq operators. With the prefix operator and for the
tenant_id, header, and meta fields, you enter it freely.

4.4.3.1.3 Action: Direct route

You specify the following data for the Direct route action:

Data Description

Provide Provider to which the gateway sends the request. The — any provider —
r entry keeps the provider of the request.

Model Model to which the gateway sends the request. The — any model — entry
keeps the model of the request.

Fallback More pairs of a provider and a model. If the first target does not answer a

s (tried request, the gateway tries the fallbacks in the sequence shown. With the

inorder) Add button, you add a fallback. With the button with the cross, you
remove it.

Myra Al Workspace - Tenant Manual - V2.5 369



U MYRA

4.4.3Managing routing rules

4.4.3.1.4 Action: Load balance

You specify the following data for the Load balance action:

Data Description

Strate Distribution of the requests: Weighted random distributes them by the
gy weight of the targets, Round robin in turn.

Sticky Field whose value keeps a target, for example meta.user_id. The

field gateway sends the same value to the same target for the duration of the
(option  sticky TTL.
al)

Sticky Duration of the connection to a target in seconds. The field is shown only
TTL(s) if the sticky field has a value. The default is 3600 seconds.

Target Pairs of a provider and a model with their weight. With the Add target
s button, you add a target. With the button with the cross, you remove it.

Weight Share of a target as an integer between 0 and 100. Adjacent to the field,
(o= the dialog shows the share calculated from it as a percentage. The weight
disable 0 deactivates a target without removing it. The dialog then shows it as

d) off.

The gateway tries the active targets that are not selected as fallbacks on a
failure.

4.4.3.2 Editing a routing rule

The following requirements are met:

Your user account has the Manage gateways and routing permission.

The gateway has a minimum of one routing rule.
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Proceed as follows to edit a routing rule:

[
Gateway: produktion car
BUDGET Reset Spend
€342.00 / €460.00 71xuse0
Tris montn
ccvern | | nemes || e or A
5m 2 60s required
aaTE Loc pavioaDs weBHooK
60/60 s yes all on
events
wes seanch waceaen | | sromercacHing compacTIon
on off on on
32k tok
Endpoint uRL
i
Wetps: /731 gatevay beispiel. de/vi/mister comr
Provider Keys Add Model
[ro— auns auoeo
nthrop: 5/14/2026 o]
openai 6/2/2026 @
Auth Token: Generat
WASH(FRST1)  RATELMIT  SPENDCAP  EXPIRES createn
60718 60/60s €5000 12/31/2026,1159:00PM  4/2/2026 IS
Analysis 918e7d605b4a3021. 10/60s - never &/1/2026 IS

Figure 212: Detail view of a gateway

» Open the detail view of the gateway.

On the start page, click on your name at the bottom of the navigation bar.
In the user menu, click on Settings.

Open the Gateways group.

v Vv V V

Open the gateway with the Open - row action.
» Inthe Routing Rules area, click the Edit row action in the row of the rule.

L The Edit Rule dialog opens.
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Edit Rule

Priority (higher = first)

v !
‘ 50 ‘ @ Enabled

Conditions (all must match) Add

‘ provider v H eq Vv H anthropic v ‘

Action

Direct route Load balance

Strategy Sticky field (optional)

‘ Weighted random v ‘ ‘ meta.user_id ‘
Routes same value to same target for TTL
seconds

Sticky TTL (s)

‘ 3600 ‘

Targets Add target

‘ anthropic v H claude-sonnet-4-6 v H 70 ‘70%

‘ openai v H gpt-41 v H 30 ‘30%

‘ mistral v H mistral-large v ‘ 0 off [ x ]

Weight O disables a target without removing it. Non-selected active targets are tried as fallbacks on

failure.
Cancel Save Rule

Figure 213: Edit Rule dialog

» Change the data of the rule.
» Click the Save Rule button.

- Myra Al Workspace applies the changes.

The Edit Rule dialog has the same data as the New Routing Rule dialog.
See the Data in the New Routing Rule dialog section. The changes apply
from the next request. Requests in progress keep the target that was found
for them.

4.4.3.3 Changing the sequence of the routing rules

The table of the area shows the rules in the sequence in which the gateway examines
them.

The following requirements are met:

Your user account has the Manage gateways and routing permission.

The gateway has a minimum of two routing rules.
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Proceed as follows to change the sequence:

«Gateways

Gateway: produktion

BUDGET

€342.00 / €460.00 7100

This month
= converted at

p—
5m 2

aaTE Loc pavioaDs
60/60 s yes
on off
32k tok

Endpoint URL
anthropicv

https://ai-gateway beispiel .de/v1/muster

zzzzzz

ccccccccccccc

ADDED

5/14/2026

6/2/2026

You can rovoke t individualy.
HASH (FIRST 16)

Editorial systen  a1b2c3d4este07ia.

analysis 9fBe7decsbaaso2

RATE LIMIT

60/60s

10/605

SPENDCAP  EXPIRES

€5000 12/31/2026,11:59:00 PM

AuTH

required
on

cOMPACTION

on

v use this gateway — ke a password for software. Croate

CREATED

anne2s Q

smpoze

Figure 214: Detail view of a gateway

» Open the detail view of the gateway.

v Vv V V

Open the Gateways group.

In the user menu, click on Settings.

Open the gateway with the Open - row action.

U MYRA

On the start page, click on your name at the bottom of the navigation bar.

» Inthe Routing Rules area, click the Move up (evaluate earlier) or Move down
(evaluate later) row action in the row of the rule.

- Myra Al Workspace exchanges the rule with its adjacent rule and writes the

priorities again.

The Move up (evaluate earlier) row action is unavailable in the top row, the
Move down (evaluate later) row action in the bottom row. While Myra Al
Workspace writes the new sequence, both row actions are unavailable in all

rows.
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4.4.3.4 Deleting arouting rule

The following requirements are met:
Your user account has the Manage gateways and routing permission.

Proceed as follows to delete a routing rule:

Gaeways
Gateway: prodction e
ssss
"""" o At
60s required
ware miT L0G PAVLOADS weshook TRacinG
60/60 s yes all on
events
wes search o PROMPT CACHING compacTioN
on off on on
compact ern
32k tok
endpoint uRL
anthropc
T e com
Provider Keys ‘Add Model
ProviDER Auss AooED
anthropic Editorial Anthropic 5/14/2026 o
openai Analysis Openal 6/2/2026 o
Auth Tokens ra
ettwar. Crate
HASH (FIRST 16) RATE LIMIT SPEND CAP  EXPIRES CREATED
a1b2c3d4e5f60718... 60/60s €50.00 12/31/2026, 11:59:00 PM 4/2/2026 N
Analysis 918e7d6c5b4a3021. 10/60s - never 6/11/2026 N

Figure 215: Detail view of a gateway

» Open the detail view of the gateway.

On the start page, click on your name at the bottom of the navigation bar.
In the user menu, click on Settings.

Open the Gateways group.

v VvV VvV V

Open the gateway with the Open - row action.
» Inthe Routing Rules area, click the Del row action in the row of the rule.

L The Delete this routing rule? confirmation prompt opens.
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Please confirm

Delete this routing rule?

Cancel Confirm

Figure 216: Confirmation prompt before the deletion of a routing rule

» Confirm the prompt.

- Myra Al Workspace deletes the rule.

4.4.3.4.1 Effects of the deletion

The deletion has the following effects:

Object Effect

Reques  The requests that the rule matched again follow the default routing of the

ts gateway or the subsequent rule whose conditions match.
Other The other rules keep their priority and their sequence.
rules

Provide  The keys of the gateway stay. A rule refers only to providers and models. It

r keys has no credentials of its own.

Reques The requests recorded stay.
tlog

Arule that you only want to suspend temporarily is better cleared with the

Enabled check box than deleted. The data then stays.
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©) The Gateways group does not appear for the Al Manager and Finance
roles.
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4.4.4 Managing governance templates
A governance template maps compliance obligations onto the settings of a gateway.

4.4.41 Creating a governance template

The following requirements are met:

Your user account has the Manage governance rules, prompts, and approvals
permission.

Proceed as follows to create a governance template:

Kil-Governance

Tenant: muster-gmbh

NAME KEY CONTROLS ACTIONS
EU data residency eu-residency 4 Preview & apply
PIl masking pii-masking 3 Preview & apply

Audit logging audit-logging 2 Preview & apply

Figure 217: Security view

» Inthe Settings area, open the Security group.

> On the start page, click on your name at the bottom of the navigation bar.
> Inthe user menu, click on Settings.
» Click on the New template button.

L The New governance template dialog opens.
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New governance template

Templates created here are non-authoritative and
are not a legal compliance guarantee. Authoritative
content is signed off by the Data Protection Officer.

Name

|

Template key Version

| | [

TARGET CONTROLS

Each control sets a governable gateway leaf on or off. The residency floor
may refuse a downgrade at apply time.

’ eu_region_routing v ‘ ‘ on v

Obligation reference
(optional)

Remove

Add control

Figure 218: New governance template dialog

>

->

4.4.4.11 Entries in the New governance template dialog

Save the template.

Enter the Name, the Template key, and the Version.

Myra Al Workspace creates the template.

You set the following entries when you create the template:

Entry Description

Template

Myra Al Workspace - Tenant Manual - V2.5

U MYRA

Click on the Add control button and set the Control, the Value, and, optionally, the
Obligation reference.

Name of the template in the list. The name holds a maximum of 255
characters. The entry is mandatory.

Technical key of the template, for example gdpr-basic. The key holds a
maximum of 190 characters and appears in the Key column. The entry
is mandatory.
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Entry Description

Target
controls

Control
Value

Obligatio
n
referenc
e

Version of the template as an integer from 1 on. The version appears in
the Key column after the key, for example v1.

List of the controls the template sets on a gateway. Each row carries
the Control and Value drop-down lists and the Obligation reference
input field.

Governable option of the gateway the template sets.
State of the option: on or off.

Reference to the compliance obligation this control satisfies, for
example the article of a regulation. The entry is optional.

The following options are available in the dialog:

Option Description

Add control
button

Adds a row for one more control. The button is disabled if no
governable option is available.

Remove button Removes the row from the target controls.

Save button

Creates the template. The button is disabled while Name or
Template key is empty.

Cancel button Closes the dialog without creating the template.

The dialog states: Templates created here are non-authoritative and are
not a legal compliance guarantee. Authoritative content is signed off
by the Data Protection Officer. A template created this way carries the
Non-authoritative label in the list.
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4.4.41.2 Entries in the Edit governance template dialog

You change the following entries in the dialog:

Entry Effect of the change

Name Changes the name in the list and in the title of the Preview & apply dialog.

Target Changes which options the template sets. The change takes effect only

contro when you apply the template to a gateway again. Controls that were

Is applied already stay unchanged on the gateways.

Template key and Version cannot be changed after the creation. The dialog

shows both fields only when you create the template. For an authoritative

template the Edit and Delete row actions are disabled and carry the note

Authoritative templates are read-only.

4.4.4.2 Applying a governance template

Proceed as follows to apply a governance template to a gateway:

Ki-Governance

NAME KEY
EU data residency eu-residency
PIl masking pii-masking

Audit logging audit-logging

CONTROLS

New template

ACTIONS
Preview & apply
Preview & apply

Preview & apply

Figure 219: Security view

» Inthe Settings area, open the Security group.

> On the start page, click on your name at the bottom of the navigation bar.

> Inthe user menu, click on Settings.

» Open the template and select the gateway.

L The preview shows which settings of the gateway change.

» Apply the template.
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- Myra Al Workspace puts the settings into the gateway.

Myra Al Workspace always enforces the residency minimum. A template
does not lower it.

4.4.4.21 Entries in the Preview & apply dialog

The Preview & apply — dialog compares the template with a gateway before it applies
the template.

You set the following entries in the dialog:

Entr Description

Yy

Gat Gateway the template acts on. The drop-down list shows the gateways of
ewa the selected tenant. While no gateway is selected, the Preview and Apply
\ buttons are disabled.

The preview shows the following information for each control:

Column Description

Control Governable option of the gateway.

Requeste Value the template wants to set: on or off.

d
Result Value the option carries after the apply.
Status Will change, Unchanged, Blocked by residency floor or Set on

tenant.

The following options are available in the dialog:

Option Description

Preview Compares the template with the selected gateway and shows the table
button of the differences. The gateway does not change.

Apply
button
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Option Description

Writes the controls to the gateway and shows Template applied. The
button is disabled if no control changes the gateway. It then carries the
note Nothing to apply — no control changes the gateway.

If the template changes nothing, the dialog shows This template changes
nothing on the selected gateway. After the apply, the dialog shows
Applied to the gateway.

Myra Al Workspace always enforces the residency floor. A downgrade carries
the Blocked by residency floor status with the note The tenant residency
floor refuses this downgrade — not applied. Pll masking carries the Set
on tenant status with the note Pl masking is set on the tenant, notona
gateway.

4.4.4.3 Deleting a governance template

Proceed as follows to delete a governance template:

Kil-Governance

(Tenant: muster-gmbh )
—_— e

NAME KEY CONTROLS ACTIONS
EU data residency eu-residency 4 Preview & apply
PIl masking pii-masking 3 Preview & apply

Audit logging audit-logging 2 Preview & apply

Figure 220: Security view

» Inthe Settings area, open the Security group.

> On the start page, click on your name at the bottom of the navigation bar.
> Inthe user menu, click on Settings.
» Delete the template.

L The Delete the template "? query opens.
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Please confirm

Delete the template 'EU Al Act?

Cancel Confirm

Figure 221: Delete template query

» Confirm the query.

- Myra Al Workspace shows Template deleted. The settings already applied to the
gateways stay as they are.

4.4.4.3.1 Effects of the deletion

The deletion has the following effects:

Object Effect

Template Myra Al Workspace removes the template from the list. It is no
longer available for the preview and the apply.

Gateways The controls that were applied already stay on the gateways. The
deletion resets no gateway.

Obligation The references of the template are removed with it. The record of
references the mapping no longer exists.

An authoritative template cannot be deleted. The Delete row action is
disabled and carries the note Authoritative templates are read-only.

The Security group does not appear for the Finance role.
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4.5 User Management

User management determines who uses Myra Al Workspace and what they are allowed
to doinit. A user account gives a person access and carries their role. Groups, roles,
and tenants organize the accounts and their permissions.

The following sections describe these configurations:

B Managing groups
B Managing user accounts
B Managing roles
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4.5.1 Managing groups

A group holds users together to give them the access to agents, projects, and
connectors as one.

4.5.1.1 Creating agroup
The following requirements are met:
Your user account has the Manage groups and memberships permission.

Proceed as follows to create a group:

Groups

Tenant: muster-gmbh

NAME DESCRIPTION MEMBERS CREATED
Editorial Handbook and website 8  2/18/2026
Sales Quotes and tenders 12 3/2/2026

Engineering Operations and development 15 1/9/2026

Figure 222: Groups view

» Inthe User Management area, open the Groups group.

> On the start page, click on your name at the bottom of the navigation bar.
> Inthe user menu, click on User Management.
» Click on the New group button.

L The New group dialog opens.
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New group

Name

e.g. Engineering

Description

Optional

Figure 223: New group dialog

» Enterthe name of the group.
» Click on the Create button.

- Myra Al Workspace creates the group.

4.5.1.1.1 Datain the New group dialog

You set the following data at creation:

Item Description

Name Name of the group, for example Engineering. The name appears in the
Name column of the list. The item is mandatory.

Descri Short description of the group. The description appears in the
ption Description column of the list. The item is optional.
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The following options are available in the dialog:

Option Description

Create button Creates the group. During the creation, the button shows Saving....

Cancel button Closes the dialog without creating the group.

If the name field stays empty, the dialog shows Name is required. A new
group holds neither members nor grants. You assign both in the dialog of
the group.

4.51.2 Editing a group

Proceed as follows to edit a group:

Groups

Tenant: muster-gmbh
~—

NAME DESCRIPTION MEMBERS CREATED
Editorial Handbook and website 8  2/18/2026
Sales Quotes and tenders 12 3/2/2026

Engineering Operations and development 15 1/9/2026

Figure 224: Groups view

» Inthe User Management area, open the Groups group.

> On the start page, click on your name at the bottom of the navigation bar.
> Inthe user menu, click on User Management.
» Open the group.

L  The dialog with the name of the group opens.
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Figure 225: Dialog of a group

>

>

->

Engineering

Name

‘ Engineering ‘

Description

‘ Technical writing ‘

Members 1

a AlexMuster 0}

alex.muster@beispiel.de

Add member (pick from the list or type an email)

user@example.com

Add member

Access grants 1

Quotes 2026 Editor i

Grant access toa
knowledge space Role

Selecta pro.. v H Viewer — ca.. v ‘ Add grant

U MYRA

Click on the Add member button and select a user account from the list, or enter

its email address.

Click on the Add grant button and select the object to be shared.

Myra Al Workspace shows the addition with added to the group.
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Engineering
Name

’ Engineering ‘

Description

‘ Technical writing ‘

Members 1

a AlexMuster 0}

alex.muster@beispiel.de

Add member (pick from the list or type an email)

user@example.com

Add member

Access grants 1

Quotes 2026 Editor

Grant access toa
knowledge space Role

Selecta pro.. v H Viewer — ca.. v ‘ Add grant

Figure 226: Dialog of a group

4.5.1.21 Datain the dialog of the group

You change the following data in the dialog:

Item Effect of the change

Name Changes the name of the group in the list and in every grant.

Description Changes the short description of the group in the list.

Members Takes users in or removes them. A user taken in receives every
area access that the group grants. A user removed loses it.
Access Grants or revokes the access to a project. The grant applies to all

grants area members of the group at once.

The following options are available in the dialog:

Option Description

Save button
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Option Description

Applies the changed data. During the saving, the button shows
Saving....

Cancel Closes the dialog without applying the changes.
button

4.51.3 Deleting a group

Proceed as follows to delete a group:

Groups

NAME DESCRIPTION MEMBERS CREATED
Editorial Handbook and website 8  2/18/2026
Sales Quotes and tenders 12 3/2/2026

Engineering Operations and development 15 1/9/2026

Figure 227: Groups view

» Inthe User Management area, open the Groups group.

> On the start page, click on your name at the bottom of the navigation bar.
> Inthe user menu, click on User Management.
» Delete the group.

L The Delete the group ""? Its memberships and grants are removed. query
opens.
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Please confirm

Delete the group "Technik"? Its memberships and grants
are removed.

Cancel Confirm

Figure 228: Delete group query

» Confirm the query.

- Myra Al Workspace deletes the group with its memberships and grants.

4.5.1.31 Effects of the deletion

The deletion has the following effects:

Object Effect

Group Myra Al Workspace removes the group from the list.

Member Myra Al Workspace removes all memberships of the group. The user

ships accounts themselves remain.
Access Myra Al Workspace revokes every access that the group granted. The
grants members lose it unless they hold it by another route.

If the group cannot be deleted, it remains in the list.

The User Management area does not appear for the Finance role.
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4.5.2 Managing user accounts

A user account gives a person access to Myra Al Workspace and carries their role.

4.5.2.1 Creating a user account

The following requirements are met:

U MYRA

Your user account has the Manage tenant users permission.

The email address of the person is available.

Proceed as follows to create a user account:

Users

Search users by name or email...

[[] Show deleted

3 users

EMAIL

alex.muster@beispiel.de

kim.probe@beispiel.de

sam.beispiel@beispiel.de Deleted

NAME

Alex Muster

Kim Probe

Sam Beispiel

ROLE

Tenant Administrator

Member

Viewer

Export CSV

TENANT
muster-gmbh
muster-gmbh

muster-gmbh

LAST LOGIN

8/16/2026

8/15/2026

never

CREATED

1/12/2026

3/4/2026

6/21/2026

Figure 229: Users view

» Inthe User Management area, open the Users group.

> On the start page, click on your name at the bottom of the navigation bar.

> Inthe user menu, click on User Management.

» Click on the New User button.

L The New User dialog opens.
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New User

Tenant *

muster-gmbh

Email *

alice@example.com

we'll email them an invitation to set up their account.

Name Role

Alice Member v

Figure 230: New User dialog

» Enter the email address and select the role.
» Click on the Create User button.

- Myra Al Workspace creates the user account. The person signs in with a one-time
code.

4.5.2.1.1 Datain the New User dialog

You set the following data at creation:

Ite Description

m

Ten Your tenant. The field is not editable.
ant

Ema Email address of the user account, for example alice@example.com. Myra Al
il* Workspace sends an invitation to this address to set up the account. The
item is mandatory.
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Ite Description

Nam Name of the user. The item is optional.

Role Role of the user account: Tenant Administrator, Al Manager, Finance,
Member, or Viewer. The role sets which views and functions the account
uses.

The following options are available in the dialog:

Option Description

Create User Creates the user account and sends the invitation. During the
button creation, the button shows Creating....

Cancel button  Closes the dialog without creating the user account.

If the email address is already part of a workspace, the dialog shows That
email address is already part of a workspace. If the plan holds no further
seats, the dialog shows You've reached your plan's seat limit. Remove a
member, or change your plan to add more seats.
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4.5.2.2 Editing auseraccount

Proceed as follows to edit a user account:

Users ’ Search users by name or email... [[] showdeleted Export CSV Export XLSX
3 users
EMAIL NAME ROLE TENANT LAST LOGIN CREATED
alex.muster@beispiel.de Alex Muster Tenant Administrator muster-gmbh 8/16/2026 1/12/2026
kim.probe@beispiel.de Kim Probe Member muster-gmbh 8/15/2026 3/4/2026
sam.beispiel@beispiel.de Deleted Sam Beispiel Viewer muster-gmbh never 6/21/2026

Figure 231: Users view

» Inthe User Management area, open the Users group.

> Onthe start page, click on your name at the bottom of the navigation bar.
> Inthe user menu, click on User Management.
» Openthe useraccount.

L The detail panel opens.
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«Users

alex.muster@beispiel.de

EMAIL NAME ROLE
alex.muster@beispiel.de Alex Muster .
Tenant Administrator
USER ID CREATED LAST LOGIN
9f3alc2e-4b77-4e91- 112/2026 8/16/2026
9a20-6c1d5e8f2b40
Tokens
LABEL GATEWAY SCOPES  EXPIRES BUDGET
Editorial script muster-gnbh/redaktion anl 12/31/2026  $50 60/605
Analysis muster-gnbh/produktion chat never $10 10/60s

Custom roles

‘Assign custom roles to this user. Effective permissions are the union of their platform role and every assigned role.

Editorial
/]
B \ay maintain templates and prompts.
) Analysis
' May read the request logs.
Approval
/]
& oy aporove agent runs.
) Connectors
~ May maintain the MCP connectors of the tenant.
-, Biling
" May read the usage reports.
Models

May maintain models and prices.

Resend Invite

RATE LIMIT

TENANT

muster-gnbh

CREATED

4/2/2026

6/11/2026

S

N

U MYRA

Figure 232: Detail panel of a user account

>

Click on the Edit button.

L

The Edit: dialog opens.
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Figure 233: Edit dialog

>

>

->

Edit: alexmuster@beispiel.de

Tenant *

’ muster-gmbh ‘

Email *

’ alex.muster@beispiel.de ‘

Name Role

’ Alex Muster ‘ ’ Tenant Administrator v l

[CJ Restrict processing (GDPR Art. 18)

While restricted, this account cannot send requests to any model. A
reversible legal hold, separate from deletion.

Conversation retention (days)

Leave blank to disable ‘

Permanently delete this user's conversations with no activity for this many
days (30-3650). Leave blank to disable. A user frist may only shorten
retention versus the organisation policy, never lengthen it. Deletion is
irreversible and also requires the operator to enable it deployment-wide.

Cancel Save Changes

U MYRA

Change the name, the role, the processing restriction, or the conversation

retention.

Click on the Save Changes button.

Myra Al Workspace applies the change at the next request of the user account.
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«Users

alex.muster@beispiel.de Resend Invite | | Edit
EMAIL NAME ROLE TENANT
alex.muster@beispiel.de Alex Muster 5 muster-gmbh
Tenant Administrator
USER ID. CREATED LAST LOGIN
9f3alc2e-4b77-4€91- 112/2026 8/16/2026

9a20-6cld5e8f2b40

Tokens
LABEL GATEWAY SCOPES  EXPIRES BUDGET  RATELIMIT  CREATED

Editorial script muster-gbh/ redaktion an 12/31/2026  $50 60/60s 4/2/2026 S
Analysis nuster-gmbh/produktion chat never $10 10/60s. 6/11/2026 o

Custom roles

jons are the union of their platform role and every assigned role,

) Analysis
— May read

he request logs.

Approval
/]
2 pyay spprove agent runs.

- Connectors
May maintain the MCP connect tors of the tenant.

- Biling
! May read the usage reports.

Models
/]
12y maintain modets and prices.

Figure 234: Detail panel of a user account

4.5.2.2.1 Datain the Edit dialog

You change the following data in the dialog:

Item Effect of the change

Tenant * Your tenant. The field is not editable.

Email * Changes the address that the person logs in with.

Name Changes the name in the list of the user accounts and in the detail
view.

Role Changes the role of the user account: Tenant Administrator, Al

Manager, Finance, Member, or Viewer. Myra Al Workspace applies
the new role with the next request of the user account.

Restrict While restricted, this account cannot send requests to any model. A
processin  reversible legal hold, separate from deletion.

g (GDPR

Art. 18)
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Item Effect of the change

Conversat Permanently deletes this user's conversations with no activity for this
ion many days (30-3650). To disable the deletion, leave the field empty. A
retention user period may only shorten retention versus the organization policy,
(days) never lengthen it.

The following options are available in the dialog:

Option Description

Save Changes Applies the changes. During the saving, the button shows
button Saving....
Cancel button Closes the dialog without applying the changes.

The deletion by the retention period is irreversible and also requires the
operator to enable it deployment-wide.

4.5.2.3 Deleting a user account

Proceed as follows to delete a user account:

Users Search users by name or email... [[] showdeleted =~ Export CSV Export XLSX

3 users

EMAIL NAME ROLE TENANT LAST LOGIN CREATED
alex.muster@beispiel.de Alex Muster Tenant Administrator muster-gmbh 8/16/2026 1/12/2026
kim.probe@beispiel.de Kim Probe Member muster-gmbh 8/15/2026 3/4/2026
sam.beispiel@beispiel.de Deleted Sam Beispiel Viewer muster-gmbh never 6/21/2026

Figure 235: Users view

» Inthe User Management area, open the Users group.

> On the start page, click on your name at the bottom of the navigation bar.
> Inthe user menu, click on User Management.

» Openthe useraccount.
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L

The detail panel opens.

«Users

alex.muster@beispiel.de

EMAIL NAME ROLE

alex.muster@beispiel.de Alex Muster .
Tenant Administrator

USER ID CREATED LAST LOGIN
9f3alc2e-4b77-4e91- 112/2026 8/16/2026
9a20-6c1d5e8f2b40
Tokens
LABEL GATEWAY SCOPES  EXPIRES BUDGET
Editorial script muster-gnbh/redaktion all 12/31/2026  $50 60/60s
Analysis muster-gnbh/produktion chat never $10 10/60s

Custom roles
Assign custom roles to this user. Effective permissions are the union of their platform role and every assigned role.

Editorial
May maintain templates and prompts.

(] Analysis
May read the request logs.

Approval
May approve agent runs.
~ Connectors

o May maintain the MCP connectors of the tenant.

- Biling
' May read the usage reports.
Models

May maintain models and prices.

Resend Invite

RATE LIMIT

TENANT

muster-gnbh

CREATED
4/2/2026 [
6/11/2026 [

U MYRA

Figure 236: Detail panel of a user account

>

Click on the Delete User button.

L

The Delete user ""? Their tokens will also be revoked. query opens.
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Please confirm

Delete user "alex.muster@beispiel.de"? Their tokens will
also be revoked.

Cancel Confirm

Figure 237: Delete user query

» Confirm the query.

- Myra Al Workspace deletes the user account and revokes its tokens. The Show
deleted check box shows it again with the Deleted mark.

4.5.2.3.1 Effects of the deletion

The deletion has the following effects:

Object Effect

User Myra Al Workspace marks the account as Deleted. The person no
account longer logs in.
Tokens Myra Al Workspace revokes all tokens of the user account. Requests

with these tokens then fail.

List The Show deleted check box shows the account again. The Restore
row action restores it.

If the deletion fails, the view shows Couldn't remove that user. Please try
again.
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The Users group does not appear for the Al Manager and Finance roles.
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4.5.3 Managing roles
Your own role puts a set of permissions together for the tenant.

4.5.3.1 Creating arole

The following requirements are met:

Your user account has the Manage roles within the tenant permission.

Your user account has every permission that the new role is to get.

Proceed as follows to create a role:

Roles & permissions

ROLE TYPE PERMISSIONS USERS ACTIONS

Tenant Administrator System 38 2 Edit
Member System 12 18  Edit

Editorial Custom 7 6 Edit

Figure 238: Roles & permissions view

» Inthe User Management area, open the Roles & permissions group.

> On the start page, click on your name at the bottom of the navigation bar.
> Inthe user menu, click on User Management.
» Click on the New role button.

L The New role dialog opens.

Myra Al Workspace - Tenant Manual - V2.5 403



4.5.3Managing roles

New role

Name Description (optional)

e.g. Support agent

What this role is for

Permissions

Pick permissions per module. A permission you do not hold yourself is disabled — you cannot grant what

you lack.
Agents 1/3 Analytics 0/4 Gateways 0/3

Projects 0/1 Roles 0/2 Users 0/2

Create and manage own agents
| Review, approve, and moderate agents

| Curate the tenant agent catalog

Groups 0/1 Connectors 0/2

Figure 239: New role dialog

» Enterthe name of the role.

» Select the permissions in the modules.

» Click on the Create role button.

U MYRA

- Myra Al Workspace creates the role. It is available for selection in the Users view.

You do not give a permission that your own user account does not have. The
editor shows it as not assignable.

4.5.3.1.1 Datain the New role dialog

You set the following data at creation:

Item Description

Name

Myra Al Workspace - Tenant Manual - V2.5

Name of the role, for example Support agent. The name appears in
the Role column of the list. The item is mandatory.
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Item Description

Description Describes what the role is for. The description appears below the
(optional) name in the list.

Permissions Permissions of the role. The editor lists them per module. One tab
per module opens its permissions.

The following options are available in the dialog:

Option Description

Create role Creates the role. During the creation, the button shows
button Saving....
Cancel button Closes the dialog without creating the role.

If the name field stays empty, the dialog shows A role name is required. If
the name is already taken, the dialog shows A role with that name already
exists. If you grant a permission that you do not hold yourself, the dialog
shows You cannot grant a permission you do not hold yourself.
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4.5.3.2 Editing arole

Proceed as follows to edit a role:

. .
Roles & permissions
ROLE TYPE PERMISSIONS USERS ACTIONS
Tenant Administrator System 38 2 Edit
Member System 12 18  Edit
Editorial Custom 7 6 Edit

Figure 240: Roles & permissions view

» Inthe User Management area, open the Roles & permissions group.

> Onthe start page, click on your name at the bottom of the navigation bar.
> Inthe user menu, click on User Management.
» Opentherole.

L The Edit dialog opens.
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Edit Editorial
Name Description (optional)
Editorial Maintains agents and prompts
Permissions
Pick permissions per module. A permission you do not hold yourself is disabled — you cannot grant what
you lack.
Agents 1/3 Analytics 0/4 Gateways 0/3 Groups 0/1 Connectors 0/2
Projects 0/1 Roles 0/2 Users 0/2

Create and manage own agents
| Review, approve, and moderate agents

| Curate the tenant agent catalog

Figure 241: Edit role dialog

» Change the selection of the permissions.
» Click on the Save changes button.

- Myra Al Workspace applies the change for every user account with this role.

4.5.3.2.1 Datain the Edit NAME dialog

You change the following data in the dialog:

Item Effect of the change

Name Changes the name of the role in the list and in the assignment on the
user account.

Descript Changes the description below the name.
ion
(optiona

)

Permissi
ons
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Item Effect of the change

Changes the permissions of the role. The change applies to every user
account that the role is assigned to. Effective permissions are the union
of the platform role of the account and every assigned role.

The following options are available in the dialog:

Option Description

Save changes Applies the changes. During the saving, the button shows
button Saving....
Cancel button Closes the dialog without applying the changes.

If the role includes permissions that you do not hold yourself, the dialog
shows This role includes COUNT permission(s) you do not hold yourself.
You can rename it, but changing its permissions requires an admin who
holds them.

4.5.3.3 Deleting arole

Proceed as follows to delete a role:

Roles & permissions

ROLE TYPE PERMISSIONS USERS ACTIONS
Tenant Administrator System 38 2 Edit
Member System 12 18 Edit

Editorial Custom 7 [} Edit

Figure 242: Roles & permissions view

» Inthe User Management area, open the Roles & permissions group.

> On the start page, click on your name at the bottom of the navigation bar.
> Inthe user menu, click on User Management.

» Delete the role.
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L The Delete the role ? Its permissions and every user assignment are
removed with it. query opens.

Please confirm

Delete the role ('w) 'Redaktion’, 'Editorial’)? Its permissions
and every user assignment are removed with it.

Cancel Confirm

Figure 243: Delete role query

» Confirm the query.

- Myra Al Workspace deletes the role. If the step fails, the view shows Could not
delete the role.

4.5.3.3.1 Effects of the deletion

The deletion has the following effects:

Object Effect

Role Myra Al Workspace removes the role from the list.

Permissi  Myra Al Workspace removes the permissions of the role.
ons

User Myra Al Workspace removes every assignment of the role. The user
assignm  accounts concerned keep only the permissions of their platform role and
ents of their remaining roles.

If the role cannot be deleted, the view shows Could not delete the role.
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The Roles & permissions group does not appear for the Al Manager and
Finance roles. Neither role assigns roles.
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4.6 Managing the billing

The billing settings set how Myra Al Workspace bills the cost of the tenant.
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4.6.1 Editing the billing settings

The following requirements are met:
Your user account has the Manage billing settings permission.

Proceed as follows to edit the billing settings:

.
Finance Last 30 days v

Cost attribution and billing settings for your tenant.

TOTAL COST USERS WITH SPEND

€16.93 24

in the selected range
— - - —

Billing settings

Invoice recipient

rechnung@beispiel.de

The email address invoices are addressed to. Leave empty to clear.

Plan
Standard

Cost per user

USER REQUESTS cosT
alex.muster@beispiel.de 412 €8.46
kim.probe@beispiel.de 288 €5.61
sam.beispiel@beispiel.de 142 €286

Figure 244: User Costs view

» Inthe Settings area, open the Costs group.

> On the start page, click on your name at the bottom of the navigation bar.
> Inthe user menu, click on Settings.

» Inthe Billing settings section, change the entries.

» Save the settings.

- Myra Al Workspace shows Saved.

If the save operation fails, the view shows Could not save. Please try
again.
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4.6.1.1 Entries in the billing settings

The following entry is changed in the section:

Ent Effect of the change

ry

Invo Changes the email address Myra Al Workspace sends the invoices of the
ice tenant to, for example billing@example.com. The field carries the hint The
reci email address invoices are addressed to. Leave empty to clear. If you
pien empty the field, Myra Al Workspace removes the recipient. The tenant then
t receives no invoice at a stored address any more.

The following entry cannot be changed in this view:

En Description

try

Pla Plan of the tenant. The plan determines the prices and the limits of the tenant.
n As long as no plan is assigned, the entry shows —. The operator assigns the
plan in the Tenants view.

The following option is available:

Option Description

Save Applies the invoice recipient. While saving, the button carries the label
button Saving..., afterwards the view reports Saved.

4.6.1.2 Effects of the changes

The change has the following effects:

Obje Effect

ct

Invoi Myra Al Workspace sends the following invoices to the new address.
ces Invoices already sent do not change.

Costs The change affects neither the recorded costs nor the plan. The Costs view
reports the same amounts as before.
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Obje Effect

ct

Tena The setting applies to the whole tenant, not to a single user account.
nt

If the billing settings cannot be loaded, the section shows Could not load
billing settings. If the address entered is not a valid email address, the view
shows Enter a valid email address.

The Costs group does not appear for the Al Manager role.
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5. FAQ & Error messages

5.1 Sign-in

This section names the messages that appear during the sign-in, their cause, and their
remedy.
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5.1.1 Messages

The following sections give the cause and the remedy for these messages:

B That code is incorrect or has expired
B Too many attempts

B Could not reach the server

Myra Al Workspace - Tenant Manual - V2.5 416



5.1.2That code is incorrect or has expired

5.1.2 That code is incorrect or has expired

U MYRA

The sign-in shows That code is incorrect or has expired. Please request a new one.

5.1.21 Cause

The one-time code entered does not match the one sent, or its validity has expired.

5.1.2.2 Solution

» Click on the Didn't get the code? Resend link.

L The link becomes available again 30 seconds after the last send. Until then it
shows the remaining time.

» Enterthe new code from the email and click on the Sign in button.

- Myra Al Workspace starts with the navigation bar of your role.
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5.1.3 Too many attempts

The sign-in shows Too many attempts. Please request a new code.

5.1.3.1 Cause

Myra Al Workspace has used up the number of the attempts for this code and does not
accept it any more.

5.1.3.2 Solution

» Click on the Didn't get the code? Resend link.
» Enterthe new code.

- The sign-in accepts the new code.
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5.1.4 Could not reach the server

The sign-in shows Could not reach the server. Check your connection and try
again.

5.1.41 Cause

The request did not reach the server.

5.1.4.2 Solution

» Check your network connection.
» Reload the page and sign in again.

- The sign-in appears again.
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5.1.5 Frequently asked questions
This section answers the questions most frequently asked about the sign-in.

5.1.5.1 Howlongis a one-time code valid?

A one-time code has six digits and is valid for 15 minutes. After that, the sign-in refuses
it with the That code is incorrect or has expired. Please request a new one.
message. Request a new code with the Didn't get the code? Resend link. See Getting
access.

5.1.5.2 How often can | enter a code?

Myra Al Workspace accepts five attempts for each code. After that, the sign-in shows
Too many attempts. Please request a new code. and no longer accepts this code. A
new code sets the count back. See Getting access.

5.1.5.3 Whydo |l get no email with the code?

The sign-in always confirms the send with If that email is registered, a code has been
sent. and thus does not disclose whether a user account for an address exists. Myra Al
Workspace sends an email only to an address that has a user account. If the email does
not arrive, check the spelling of the address and the spam folder. The Didn't get the
code? Resend link becomes available again 30 seconds after the send. See Getting
access.

5.1.5.4 Howlong do | stay signed in?

A session is valid for 8 hours. The Stay logged in for 30 days on this device checkbox
extends it to 30 days. The checkbox applies only to the device on which you select it.

See Getting access.

5.1.5.5 Canl signin with a password?

No, Myra Al Workspace uses no password. The sign-in uses a one-time code sent by
email. If your tenant has an identity provider, the Continue with SSO button also

appears. See Getting access.

Myra Al Workspace - Tenant Manual - V2.5 420



U MYRA

5.2Gateway

5.2 Gateway

This section names the messages that the gateway shows for a request, their cause,
and their remedy.
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5.2.1 Messages

The following sections give the cause and the remedy for these messages:

Rate limit exceeded

The usage budget of this workspace is used up
Request blocked by content policy

The prompt is too long for this model

The request took too long to complete

The requested model is not available on this gateway
This gateway requires EU model hosting

The model provider returned an error
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5.2.2 Rate limit exceeded
The gateway shows Rate limit exceeded — please slow down.

5.2.21 Cause

The number of the requests went over the rate limit of the token or of the gateway in
the current time window.

5.2.2.2 Solution

» Wait for the end of the current time window and send the request again.
» Contact your administration if the limit is permanently too low.

- The gateway answers the requests again.

Myra Al Workspace - Tenant Manual - V2.5 423



U MYRA

5.2.3The usage budget of this workspace is used up

5.2.3 The usage budget of this workspace is used up

The gateway shows You've used up this workspace's usage budget. It renews at the
start of the next cycle. The cost of the workspace reached the budget set.

5.2.3.1 Cause
Myra Al Workspace blocks new requests.
5.2.3.2 Solution

» Wait for the start of the next billing cycle.
» Contact your administration if the budget must be increased before that.

> Afterthe renewal or the increase, the gateway accepts the requests again.
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5.2.4 Request blocked by content policy

The gateway shows Request blocked by content policy. A guardrail of the gateway
rejected the input or the output.

5.2.41 Cause
The request does not reach the provider.
5.2.4.2 Solution

» Write the request without the content objected to.
» Contact your administration if the rule rejects the content incorrectly.

- The gateway sends the request to the provider.
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5.2.5 The prompt is too long for this model

The gateway shows The prompt is too long for this model. Start a new chat or
shorten the input.

5.2.5.1 Cause

Together with the new input, the conversation goes over the context window of the
selected model.

5.2.5.2 Solution

» Shorten the input or remove an attachment.
» Start a new conversation.
» Select a model with a larger context window.

-> The model accepts the request.
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5.2.6 The request took too long to complete

The gateway shows The request took too long to complete. Try a simpler request,
narrow the scope, or turn off web search.

5.2.6.1 Cause
The model did not answer within the time limit.
5.2.6.2 Solution

» Narrow the scope of the request.
» Turn off the web search for this chat.
» Send the request again.

> The model answers within the time limit.
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5.2.7 The requested model is not available on this
gateway

The gateway shows The requested model is not available on this gateway. Check
the model id, or pick a model this gateway serves.

5.2.71 Cause

The selected model is not enabled on the gateway, or the model ID is spelled
incorrectly.

5.2.7.2 Solution

Back at it, Alex

Your privacy-friendly Al assistant — just ask in your own words.

Ask a question or describe a task... Add files or photos Auto Adaptive thinking m

Help me develop my unique voice as a writer Transform my rough notes into a structured summary

Prompt Examples Personal Commands Shared Commands

Figure 245: Chat

» Openthe model selection in the chat.
» Select a model from the list.
» Contact your administration if the model you want is missing.

- The gateway sends the request to the provider.
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5.2.8 This gateway requires EU model hosting

The gateway shows This gateway requires EU model hosting. The selected model
routes to a provider that is not EU-hosted.

5.2.8.1 Cause

A residency requirement applies to the gateway that the selected model does not meet.

5.2.8.2 Solution

Back at it, Alex

Your privacy-friendly Al assistant — just ask in your own words.

Ask a question or describe a task... Add files or photos Auto Adaptive thinking m

Help me develop my unique voice as a writer Transform my rough notes into a structured summary

Prompt Examples Personal Commands Shared Commands

Figure 246: Chat

» Openthe model selection in the chat.
» Select a model of an EU provider — Myra, Mistral, or an EU-region adapter.

> The gateway sends the request to the provider.
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5.2.9 The model provider returned an error

The gateway shows The model provider returned an error. Please try again. The
provider accepted the request and answered it with an error.

5.2.91 Cause

Related messages are The model provider is rate-limiting requests., The model
provider is temporarily unavailable., and All configured providers failed.

5.2.9.2 Solution

» Wait a moment and send the request again.
» Select a model of a different provider.
» Contact your administration if the error stays.

> The provider answers the request.
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5.2.10 Frequently asked questions
This section answers the questions most frequently asked about the gateway.

5.2.10.1 Which budget is used up?

The The usage budget of this workspace is used up. message does not name the
scope. The notice banner above the Dashboard view names it:

B Tenant

B Gateway

B Token

B Plan allowance
B Ratelimit

A budget renews at the start of the next billing cycle. See Dashboard.

5.2.10.2 How high is my rate limit?

The rate limit applies to each token. The My Account view lists it in the Tokens section
in the Rate Limit column as requests for each time window. A gateway carries a rate
limit of its own in addition, and the two apply independently of each other. The Rate
limit exceeded — please slow down. message does not name which of the two

applied. See Managing tokens.

5.2.10.3 Why are other models available to me than to other
users?

The gateway through which your request goes decides the available models, not your
user account. For a model that is not enabled on the gateway, the gateway answers
with The requested model is not available on this gateway. Users who work through
a different gateway therefore see a different selection. See Managing gateways.

5.2.10.4 What does EU model hosting mean?

A gateway can require that requests only go to providers that host in the EU. For a
model outside this requirement, the gateway answers with This gateway requires EU
model hosting. The selected model routes to a provider that is not EU-hosted. The
Myra and Mistral providers and the EU region adapters meet the requirement. See

Managing gateways.
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5.3 Gateway token

This section names the messages that concern a gateway token, their cause, and their
remedy.

The messages of this section appear for the requests through the inference
API. The Finance role creates no tokens and therefore sends no such
requests.
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5.3.1 Messages

The following sections give the cause and the remedy for these messages:

B Access denied for this gateway
B Missing orinvalid gateway token
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5.3.2 Access denied for this gateway
The gateway shows Access denied for this gateway.

5.3.21 Cause

Your user account or your token has no access to this gateway.

5.3.2.2 Solution

My Account

Your profile, sign-in, tokens, and data export.

Profile
Email Role
. 5 member

alex.muster@beispiel.de

Tokens New Token
LABEL GATEWAY EXPIRES BUDGET RATE LIMIT CREATED
Editorial script redaktion 12/31/2026 $12.40 / $50.00 - $37.60 left. 60/60's 4/2/2026 [N
Analysis produktion  never $10.00 - usage unknown 10/60's 6/1/2026 [N

Your data

Download a machine-readable copy of your account data (conversations, memories, agents, projects, usage
statistics and more) under GDPR Article 15.

Danger Zone

Deleting your account signs you out and locks you out of MYRA Al Your data is retained per our privacy policy: only
an administrator can restore the account.

Delete Account

Permanently erase your account and all associated data (GDPR Article 17, right to erasure). This is irreversible and
cannot be undone by you or an administrator.

Erase all my data

Figure 247: My Account view

» Inthe Tokens section of the My Account view, check which gateway your token
applies to.
» Inthe same row, check the Rate Limit column.

» Contact your administration if your user account must be assigned to the gateway.

> Afterthe assignment, the gateway accepts your requests.
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5.3.3 Missing or invalid gateway token
The gateway shows Missing or invalid gateway token.

5.3.3.1 Cause

The request carries no token, or the token used is revoked or expired.

5.3.3.2 Solution

My Account

Your profile, sign-in, tokens, and data export.

Profile
Email Role
. 5 member

alex.muster@beispiel.de

Tokens New Token
LABEL GATEWAY EXPIRES BUDGET RATE LIMIT CREATED
Editorial script redaktion 12/31/2026 $12.40 / $50.00 - $37.60 left. 60/60's 4/2/2026 [N
Analysis produktion  never $10.00 - usage unknown 10/60's 6/1/2026 [N

Your data

Download a machine-readable copy of your account data (conversations, memories, agents, projects, usage
statistics and more) under GDPR Article 15.

Export my data

Danger Zone

Deleting your account signs you out and locks you out of MYRA Al Your data is retained per our privacy policy: only
an administrator can restore the account.

Delete Account

Permanently erase your account and all associated data (GDPR Article 17, right to erasure). This is irreversible and
cannot be undone by you or an administrator.

Erase all my data

Figure 248: My Account view

» Inthe Account area, open the Profile group.

> On the start page, click on your name at the bottom of the navigation bar.
> Inthe user menu, click on Account.

» Inthe Tokens section, check the Expires column.

» Create a new token with New Token and enter it in the calling application.

- The gateway accepts the requests again.
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5.3.4 Frequently asked questions
This section answers the questions most frequently asked about gateway tokens.

5.3.4.1 Where do | find my tokens?

In the Account area in the Profile group. The My Account view lists them in the
Tokens section with the Label, Gateway, Expires, Budget, Rate Limit, and Created

columns. See Managing tokens.

5.3.4.2 Does a token apply to more than one gateway?

No, each token belongs to exactly one gateway. For a second gateway, create a second
token. For a request to a gateway to which the token does not apply, Myra Al Workspace
answers with Access denied for this gateway. See Managing tokens.

5.3.4.3 Does a token expire?

A token expires only if you make an Expires At entry in the New Token dialog. The field
carries the Leave blank = never expires note. Without an entry, the Expires column
shows never. See Managing tokens.

5.3.4.4 Whatdoldoif atoken gets into the wrong hands?

Revoke it in its row and confirm the Revoke this token? query. After that, the gateway
answers each request with this token with Missing or invalid gateway token. Then
create a new token with New Token and enter it in the calling application. See

Managing tokens.
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5.4 MCP connectors

This section names the message that concerns an MCP connector, its cause, and its
remedy.
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5.41A connector needs to be reconnected

5.4.1 A connector needs to be reconnected
The gateway shows A connector needs to be reconnected before it can be used.

5.4.11 Cause

The credentials of an MCP connector are expired or withdrawn.

5.4.1.2 Solution

My MCP Connectors _
Add from directory

Per-user MCP connectors your admin made available. Each
connection is yours alone — other users don't share your tokens.

NAME SERVER URL STATUS
Knowledge base https:/mcp.beispiel.de/v1 Connected P
Ticket system https:/tickets.beispiel.de/mcp Not connected b Z2 W

Figure 249: My MCP Connectors view

» Inthe Settings area, open the Connections group.
> Onthe start page, click on your name at the bottom of the navigation bar.
>> Inthe user menu, click on Settings.
» Inthe row of the connector, connect the credentials again with Reconnect.
» Send the request again.

> The Al calls the tools of the connector again.
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5.4.2 Frequently asked questions
This section answers the questions most frequently asked about MCP connectors.

5.4.2.1 Howdo |l see that a connector needs to be reconnected?

In the Status column of the My MCP Connectors view. While a connector needs to be
reconnected, the Al does not call its tools and the gateway shows A connector needs
to be reconnected before it can be used. See MCP Connectors tab.

5.4.2.2 Why must | reconnect a connector?

An MCP connector works with the credentials that you gave it when you connected it. If
they expire or the provider withdraws them, the connector loses its access. The
Reconnect row action does the sign-in with the provider again. See Managing your
own MCP connectors.

5.4.2.3 Do other users see my connectors?

No, a connector of your own applies to your user account alone. Separately from that,
the administration manages the MCP connectors of the tenant, which are available to

all users of the tenant. See Managing your own MCP connectors.
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5.5 Your own objects

This section names the messages that appear when you edit your own agents,
workflows, and MCP connectors, their cause, and their remedy.

The messages of this section appear during the work on your own agents,
workflows, and connectors. The Finance role creates no own objects.
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5.5.1 Messages

The following sections give the cause and the remedy for these messages:

The agent could not be saved

The workflow could not be created
Changed in another tab

Duplicate step

Save the connector first, then test

No gateways available
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5.5.2 The agent could not be saved

The New Agent or Edit Agent dialog shows The agent could not be saved.

5.5.21 Cause

A mandatory entry is missing, or the server rejected the change. The dialog shows a
missing entry as Name is required, Slug is required, or Model is required.

5.5.2.2 Solution

» Check the Name, Slug, and Model entries.
» Check whether Max tokens contains a positive integer.
» Click on the Save button.

> Myra Al Workspace saves the agent.
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5.5.3 The workflow could not be created

The New workflow dialog shows The workflow could not be created.

5.5.3.1 Cause

The name is missing, or the server rejected the request.

5.5.3.2 Solution

New workflow

Name

e.g. Press review with approval

Figure 250: New workflow dialog

» Enter a name in the Name text field.
» Click on the Create button.

- Myra Al Workspace creates the workflow and opens the editor.

All workflows ‘ Review quote

Runbudget(EURISaved Runs Al copilot Versions Publish m
[ ® Trigger ]

Trigger
Type
Manual

Manual only — no automatic trigger configured
Add a Schedule, Webhook, or Form below.

Schedule Webhook Form

Figure 251: Editor of a workflow
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5.5.4 Changed in another tab
The editor of a workflow shows Changed in another tab.

5.5.4.1 Cause
The same workflow was edited and saved in another browser tab or by another person.

5.5.4.2 Solution

» Click on the Reload button.
L The editor loads the current state of the workflow.
» Repeat your change.

- The editor shows Saved.
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5.5.5 Duplicate step
The editor of a workflow shows Duplicate step. Two steps carry the same key.

5.5.5.1 Cause

Myra Al Workspace does not save the workflow.

5.5.5.2 Solution

» Rename one of the two steps.

- The editor saves the workflow.
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5.5.6 Save the connector first, then test

The New MCP Connector dialog shows Save the connector first, then test.

5.5.6.1 Cause

The test needs a saved connector.

5.5.6.2 Solution

» Save the connector.
» Start the test again.

> The dialog shows the result of the test.
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5.5.7 No gateways available

The New Token dialog shows No gateways available.

5.5.71 Cause

U MYRA

A token always applies to one gateway. No gateway exists for your tenant.

5.5.7.2 Solution

New Token

Gateway *

muster-gmbh/produktion

Label

Expires At

dev laptop

mm/dd/yyyy --:--

Budget (USD)

Leave blank = never expires

Rate limit (req/window)

unlimited

none

60s

requests / window_sec (blank =

gateway default)

Cancel Create Token

Figure 252: New Token dialog

» Contact your administration so that it creates a gateway.

» Openthe New Token dialog again.

> The gateway is available for selection.
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5.5.8 Frequently asked questions

This section answers the questions most frequently asked about your own agents,
workflows, and MCP connectors.

5.5.8.1 Why does the editor show Changed in another tab?

When it saves, the editor of a workflow checks whether the state is still the one that it
loaded. If the same workflow was saved in another browser tab or by another person in
the meantime, the editor does not save but asks for the current state with Reload. Thus
neither of the two edits overwrites the other unnoticed. See Managing workflows.

5.5.8.2 Why can an MCP connector only be tested afteritis
saved?

The test calls the connector through the server, not from the browser. While the
connector is not saved, the server does not know its address and its credentials. The
dialog shows this with Save the connector first, then test. See Managing your own
MCP connectors.

5.5.8.3 Who can edit my agents, workflows, and connectors?

You and the administration. A permission for your own objects applies to the objects of
your user account only. A role of the administration goes beyond that. An agent that
you share can be started by the recipients but not edited. See Managing agents.
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5.6 Administration

This section names the messages that appear in the administration, their cause, and
their remedy.

The messages of this section appear during the administration of gateways,
user accounts, and roles. The Al Manager and Finance roles do not open
these views.
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5.6.1 Messages

The following sections give the cause and the remedy for these messages:

Internal gateway error

Gateway configuration error

No API key is configured for the selected provider

The gateway couldn't authenticate with the model provider
You do not have the permission

Another plan edit is in progress
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5.6.2 Internal gateway error

U MYRA

The gateway shows Internal gateway error — the request never reached the model.

5.6.21 Cause

The request failed in the gateway before it went to a provider.

5.6.2.2 Solution

Gateways

Tenant: muster-gmbh

Select Tenant

NAME AUTH
produktion required
redaktion required
labor open

probe-kg

BUDGET

€460.00

€110.40

CACHE

300s

3,600s

Os

Search gateways by name...

|

RATE LIMIT

60/60s

30/60s

Filter tenants by name.. ‘

DETECTORS

3

CREATED

5/14/2026 g w
6/2/2026 g w
7/19/2026 g w

Figure 253: Gateways view

» Inthe Settings area, open the Gateways group and check the provider
configuration of the gateway.

> Onthe start page, click on your name at the bottom of the navigation bar.

>> Inthe user menu, click on Settings.

» Open the Request Logs group and check the trace of the request.

» Remove the cause reported and send the request again.

- The gateway sends the request to the provider.
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5.6.3 Gateway configuration error

The gateway shows Gateway configuration error — check the gateway's provider
settings.

5.6.3.1 Cause

The provider settings of the gateway are incomplete or contradictory.

5.6.3.2 Solution

Gateways Search gateways by name... ‘

Tenant: muster-gmbh

Select Tenant Filter tenants by name.. ‘

NAME AUTH BUDGET CACHE RATE LIMIT DETECTORS CREATED
produktion required €460.00 300s 60/60s 3 5/14/2026 g W
redaktion required €110.40 3,600s 30/60s 2 6/2/2026 g w
labor open - 0s - - 7/19/2026 g W

Figure 254: Gateways view

» Inthe Settings area, open the Gateways group and open the gateway.

> Onthe start page, click on your name at the bottom of the navigation bar.
>> Inthe user menu, click on Settings.

» Checkthe providers, the enabled models, and the URL overrides.

» Click on the Save changes button.

- The gateway accepts the requests again.
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5.6.4 No API key is configured for the selected provider

The gateway shows No API key is configured for the selected provider on this
gateway.

5.6.41 Cause

No key for the provider that routes the selected model exists on the gateway.

5.6.4.2 Solution

Gateways Search gateways by name... ‘

Tenant: muster-gmbh

Select Tenant Filter tenants by name.. ‘

NAME AUTH BUDGET CACHE RATE LIMIT DETECTORS CREATED
produktion required €460.00 300s 60/60s 3 5/14/2026 g W
redaktion required €110.40 3,600s 30/60s 2 6/2/2026 g w
labor open - 0Os - = 7/19/2026 g W

Figure 255: Gateways view

» Inthe Settings area, open the Gateways group and open the gateway.

> Onthe start page, click on your name at the bottom of the navigation bar.
>> Inthe user menu, click on Settings.
» Click on the Add Model button.
» Select Use My Own Key and enter the API key, or select Use Platform Key.
» Click on the Enable button at the model.

> Myra Al Workspace shows Key stored and encrypted successfully.
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«Gateways

Gateway: produktion

BUDGET

€342.00 / €460.00 5o

edit | [ Delete
Reset Spend

This month
e ReTaies Tgour A
5m 2 60s required
naTe UMiT L0G PAVLOADS wesHook TRacinG
60/60 s yes all on
events
wes searc iwace cEn PROMPT CACHING compaction
on off on on
Compact ean
32k tok
Endpoint URL
E—
T e TR T cons
Provider Keys Add Model
ProwoeR Auss aooen
anthropic Editorial Anthropic 5/14/2026 o
openai Analysis OpenAl 6/2/2026 o
Auth Tokens Generate
S S
v RATELMIT  sPENDcAP  ExpiRes createn
Editorial system 21b2c3d4€5(60716.- 60/60s €50.00 12/31/2026,11:59:00 PM 4/2/2026 [N
anatysis stsersecsbaazozt.  10/60s

never 6/m/2026 S

Figure 256: Detail view of a gateway
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5.6.5 The gateway couldn't authenticate with the model
provider

The gateway shows The gateway couldn't authenticate with the model provider — a
provider key is missing or invalid.

5.6.5.1 Cause

The key stored is withdrawn, expired, or entered incorrectly.

5.6.5.2 Solution

Gateways Search gateways by name... ‘

Tenant: muster-gmbh

Select Tenant Filter tenants by name.. ‘

NAME AUTH BUDGET CACHE RATE LIMIT DETECTORS CREATED
produktion required €460.00 300s 60/60s 3 5/14/2026 g w
redaktion required €110.40 3,600s 30/60s 2 6/2/2026 g W
labor open - 0Os - - 7/19/2026 g W

Figure 257: Gateways view

» Inthe Settings area, open the Gateways group and open the gateway.

> On the start page, click on your name at the bottom of the navigation bar.
> Inthe user menu, click on Settings.

» Enter the valid API key of the provider.

» Inthe Providers group, check the availability status of the provider.

- The gateway reaches the provider again.
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Providers

SUPPORTED PROVIDERS CONFIGURED (ANY
GCATEWAY)

12 8

PROVIDER SUPPORTED CONFIGURED
anthropic v Supported Configured
openai v Supported Configured
mistral v Supported Not configured

OPERATIONAL (STATUS
PAGE)

1

LIVE STATUS
Operational
Degraded

Operational

STATUS LAST
REFRESHED

09:41

LAST CHECKED
2m ago
2m ago

2m ago

Refresh

Figure 258: Providers view
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5.6.6 You do not have the permission

The editor of the Roles & permissions view shows a permission as not assignable.

5.6.6.1 Cause
Arole gives only the permissions that the user account editing it has itself.
5.6.6.2 Solution

» Letauseraccount that has the permission give it.
» Click on the Save changes button.

> Therole carries the permission.
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5.6.7 Another plan edit is in progress

The Edit plan dialog shows Another plan edit is in progress. Please retryina
moment.

5.6.71 Cause
Myra Al Workspace permits only one plan edit at a time.

5.6.7.2 Solution

» Wait a moment.
» Click on the Save Changes button again.

- Myra Al Workspace applies the change.
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5.6.8 Frequently asked questions
This section answers the questions most frequently asked about the administration.

5.6.8.1 Whatis a gateway configuration error?

The message appears when a gateway is available but its settings permit no request —
for example because no provider is enabled, no model is assigned, or a routing rule
points to a model that the provider does not carry. The Gateways view shows the
installation concerned. The configuration is corrected there. See Managing gateways.

5.6.8.2 Where do | store the API key of a provider?

You store the API key with the provider of the gateway. If it is missing, the gateway
answers each request to this provider with No API key is configured for the selected
provider. If the provider refuses the key stored, the gateway shows The gateway
couldn't authenticate with the model provider. See Provider Keys section.

5.6.8.3 Why does Myra Al Workspace show that | do not have a
permission?
Each action of the administration is bound to a permission of the catalogue, and the

roles carry different parts of it. The Roles & permissions view shows which
permissions a role carries. The Users view shows the role of a user account. See Roles

& permissions.

5.6.8.4 Why can a plan not be edited at the moment?

Myra Al Workspace permits one edit for each plan at the same time and shows a second
one with Another plan edit is in progress. Wait until the current edit is saved or
cancelled, and do the procedure again. See Managing the billing.
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5.7 Interface

This section names the message that the interface itself shows, its cause, and its
remedy.
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5.7.1 Something went wrong

The interface shows Something went wrong or The app couldn't finish loading.
Please reload to try again.

5.71.1 Cause
A part of the interface did not load.
5.7.1.2 Solution

» Click on the Try again button.
» If the message stays, reload the page.

- The interface appears completely.

Myra Al Workspace - Tenant Manual - V2.5 461



U MYRA

5.7.2Frequently asked questions

5.7.2 Frequently asked questions
This section answers the questions most frequently asked about the interface.

5.7.21 The message stays after areload — what now?

Sign out and sign in again. If the message stays after that too, speak to your
administration and name the view in which it appears and the time. Myra Al Workspace
logs the errors of the interface and uses that to find them. See Home page and GUI

layout.

5.7.2.2 How do | report an unsuitable response of the Al?

With the Report action on the response. The Report this response dialog asks for the
type of the complaint in the Reason selection field and accepts a description in the
Notes (optional) text field. After the Submit report button, Myra Al Workspace
confirms with Report submitted. See Report this response dialog.

5.7.2.3 Whydo I not see a view that this manual describes?

The navigation bar shows only the views for which your role has the permission. The
Product description section names the functions of your role. For a view that you
need, speak to your administration. See Product description.
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6. Reference

6.1 Notational conventions

The pages of this documentation use the following notational conventions throughout.

Formatting Description

Textin bold

Links

Text in

monospace

<ABC>

Identifies screen elements of the interface, such as views, tabs,
buttons, fields, and messages.

Identifies references to other sections of this documentation and to
external sources.

Identifies commands, code, endpoints, addresses, and input.

Identifies a placeholder that the application fills with the respective
value, such as the name of the selected object.

Identifies a prerequisite that must be fulfilled before the first step.
Identifies a step that you perform.

Identifies a subordinate step.

Identifies the interim result after one or more steps.

Identifies the result that is available after the last step.

Identifies an item of a list, such as the sections that an overview
summarizes.

Identifies information that supports the procedure. It appears as a
separate box or, within a table cell, as a short form in the cell.

Identifies information that, if not observed, leads to incorrect
settings, additional cost, or data loss.
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